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Preserving open source software for future generations

The world is powered by open source software. It is a hidden
cornerstone of modern civilization, and the shared heritage of all
humanity.

The GitHub Arctic Code Vault is a data repository preserved in the
Arctic World Archive (AWA), a very-long-term archival facility 250
meters deep in the permafrost of an Arctic mountain.

We are collaborating with the Bodleian Library in Oxford, the
Bibliotheca Alexandrina in Egypt, and Stanford Libraries in California
to store copies of 17,000 of GitHub’s most popular and most-
depended-upon projects—open source’s “greatest hits” —in their
archives, in museum-quality cases, to preserve them for future
generations.
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3. QAT ERAG A

"N # Netkiller 74| (epub kindle,chm, pdf)

EPUB https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
MOBI https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
PDF https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
CHM https://github.com/netkiller/netkiller.github.io/tree/master/download/chm

it GIT g HEA M
https://github.com/netkiller/netkiller.github.com.git

$ git clone https://github.com/netkiller/netkiller.github.com.git

BB TR
BT

wget -m http://www.netkiller.cn/index.html

wget -m wget -m http://www.netkiller.cn/linux/index.html

Yum T 30H
WAL EA B, RPMAL, DEB, WIAHERITRE, EHARK
YUM FE 258 BT

cat >> /etc/yum.repos.d/netkiller.repo <<EOF
[netkiller]



https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
https://github.com/netkiller/netkiller.github.io/tree/master/download/chm
https://github.com/netkiller/netkiller.github.com.git
http://netkiller.sourceforge.net/pub/repo/

name=Netkiller Free Books
baseurl=http://netkiller.sourceforge.net/pub/repo/
enabled=1

gpgcheck=0

gpgkey=

[EOF

s A

# yum search netkiller

netkiller-centos.x86_ 64 : Netkiller centos Cookbook
netkiller-cryptography.x86 64 : Netkiller cryptography Cookbook
netkiller-docbook.x86 64 : Netkiller docbook Cookbook
netkiller-linux.x86_64 : Netkiller linux Cookbook
netkiller-mysqgl.x86 64 : Netkiller mysql Cookbook
netkiller-php.x86 64 : Netkiller php Cookbook
netkiller-postgresqgl.x86 64 : Netkiller postgresqgl Cookbook
netkiller-python.x86 64 : Netkiller python Cookbook
netkiller-version.x86 64 : Netkiller version Cookbook

gEay

yum install netkiller-docbook




4. ¥1'% (Donations)

If you like this documents, please make a donation to support the
authors' efforts. Thank you!

Pl sE, S, WEREEITR.
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¥ % #2847 (China Merchants Bank)
TFP4: Bl

2 9555500000007459

Wi (Wechat)

XAFE (Alipay)

PayPal Donations



https://www.paypal.me/netkiller

5. BRE K
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£ F http:/netkiller.github.io/
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(=
Mobile: +86 13113668890

Email: netkiller@msn.com
QQ#E: 128659835 B &~
QQ: 13721218

ICQ: 101888222

H: IE AR M

#% Blogger
HNSF-E#2 https://zhuanlan zhihu.com/netkiller
LinkedIn: http://cn.linkedin.com/in/netkiller

OSChina: http://my.oschina.net/neochen/

Facebook: https://www.facebook.com/bg7nyt
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Flickr: http://www flickr.com/photos/bg7nyt/

Disqus: http://disqus.com/netkiller/

solidot: http://solidot.org/~netkiller/
SegmentFault: https://segmentfault.com/u/netkiller
Reddit: https://www.reddit.com/user/netkiller/
Digg: http://www.digg.com/netkiller

Twitter: http://twitter.com/bg/nyt

weibo: http://weibo.com/bg7nyt

Xbox club

Ff xbox | HIIDJE netkiller xbox, Ff & T —/ME IRE
netkiller ¥GW AT o
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%5 1 # Nginx
1. Installing

1.1. Netkiller OSCM —4g22%%  (CentOS 7)

# curl -s
https://raw.githubusercontent.com/oscm/shell/master/web/nginx/stable/nginx.sh |
bash

1.2. Installing by apt-get under the debain/ubuntu

S sudo apt-get install nginx

sudo /etc/init.d/nginx start

1.3. CentOS
http://nginx.org/packages/centos/$releasever/$basearch/

$releasever &A=
$basearch A-F 2R 2R 44

http://nginx.org/packages/centos/6/x86_64/

cat > /etc/yum.repos.d/nginx.repo <<EOF

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/centos/6/x86 64/
gpgcheck=0

enabled=1

[EOF




1386

cat > /etc/yum.repos.d/nginx.repo <<EOF

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/centos/5/i386/
gpgcheck=0

enabled=1

[EOF

yum search nginx

Matched: nginx

nginx.x86 64 : high performance web server

yum install -y nginx
chkconfig nginx on
service nginx start

spawn-fcgi script

yum -y install spawn-fcgi

/etc/sysconfig/spawn-fcgi

#FESOCKET 5 OPTIONS R, apache ¥ Anginx

L cat /etc/sysconfig/spawn-fcgi

# You must set some working options before the "spawn-fcgi" service will work.
# If SOCKET points to a file, then this file is cleaned up by the init script.
#
# See spawn-fcgi(l) for all possible options.

g Example

SOCKET=/var/run/php-fcgi.sock

OPTIONS="-u apache -g apache -s $SOCKET -S -M 0600 -C 32 -F 1 -P /var/run/spawn-
fcgi.pid -- /usr/bin/php-cgi”

chkconfig spawn-fcgi on




starting spawn-fcgi

/etc/init.d/spawn-fcgi start

check port

# netstat -nl
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address

State

tcp 0 0 0.0.0.0:22 0.0.0.0:*

ILISTEN

tcp 0 0 :::22 SEER

LISTEN

Active UNIX domain sockets (only servers)

Proto RefCnt Flags Type State I-Node Path

unix 2 [ ACC ] STREAM LISTENING 25282 /var/run/php-fcgi.sock
unix 2 [ ACC ] STREAM LISTENING 8227 @/com/ubuntu/upstart

<para>Unix domain socket</para>
<! [CDATA[

location ~ \.php$ {
fastcgi pass unix:/var/run/php-£fcgi.sock;
fastcgi_index index.php;
fastcgi param SCRIPT FILENAME /var/www/nginx-
default$fastcgi script name;
include fastcgi_params;

}

TCP/IP

/usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -u nginx -g nginx -d /www -C 32 -F 1 -P
/var/run/spawn-fcgi.pid -f /usr/bin/php-cgi

location ~ \.php$ {
fastcgi pass 127.0.0.1:9000;
fastcgi_index index.php;
fastcgi param SCRIPT FILENAME /var/www/nginx-
default$fastcgi script name;
include fastcgi params;

}




# netstat -tulpn | grep :9000
tcp 0 0 127.0.0.1:9000 0.0.0.0:+*
LISTEN 26877/php-cgi

chkconfig nginx on

check config

nginx -t

php-fpm

rpm -Uvh http://download.fedora.redhat.com/pub/epel/6/x86 64/epel-release-6-
5.noarch.rpm
yum install nginx -y

chkconfig nginx on

check config

nginx -t

yum -y install mysqgl mysgl-server
yum -y install php php-cgi php-mysqgl php-mbstring php-gd php-fastcgi
yum -y install perl-DBI perl-DBD-MySOL

HAth php-fpm YUMI

rpm --import http://rpms.famillecollet.com/RPM-GPG-KEY-remi
rpm -ivh http://rpms.famillecollet.com/enterprise/remi-release-6.rpm

# rpm -Uvh http://centos.alt.ru/repository/centos/6/i386/centalt-release-6-
l.noarch.rpm

r yum update




fastcgi backend

upstream backend {
server localhost:1234;

}

fastcgi_ pass backend;

1.4. installing by source

cd /usr/local/src/
wget http://www.nginx.org/download/nginx-1.0.6.tar.gz

./configure --prefix=/usr/local/server/nginx \
--with-openssl=/usr/include \
--with-pcre=/usr/include/pcre/ \
--with-http stub status module \
--without-http memcached module \
--without-http fastcgi module \
--without-http rewrite module \
--without-http map module \
—--without-http geo module \

--without-http autoindex_module

rpm Il il B 4 i 24

nginx -V

nginx: nginx version: nginx/1.0.6

nginx: built by gcc 4.4.4 20100726 (Red Hat 4.4.4-13) (GCC)

nginx: TLS SNI support enabled

nginx: configure arguments: --prefix=/etc/nginx/ --sbin-path=/usr/sbin/nginx --
conf-path=/etc/nginx/nginx.conf --error-log-path=/var/log/nginx/error.log --
http-log-path=/var/log/nginx/access.log --pid-path=/var/run/nginx.pid --lock-
path=/var/run/nginx.lock --http-client-body-temp-
path=/var/cache/nginx/client temp --http-proxy-temp-
path=/var/cache/nginx/proxy temp --http-fastcgi-temp-
path=/var/cache/nginx/fastcgi temp --http-uwsgi-temp-
path=/var/cache/nginx/uwcgi temp --http-scgi-temp-
path=/var/cache/nginx/scgi_temp --user=nginx --group=nginx --with-
http ssl module --with-http realip module --with-http addition module --with-
http sub module --with-http dav_module --with-http flv_module --with-

http gzip static_module --with-http random index module --with-

http secure link module --with-http stub_ status module --with-mail --with-
mail ssl module --with-file-aio --with-ipvé




# nginx -V

nginx version: nginx/1.2.3

built by gcc 4.4.4 20100726 (Red Hat 4.4.4-13) (GCC)

TLS SNI support enabled

configure arguments: --prefix=/etc/nginx/ --sbin-path=/usr/sbin/nginx --conf-
path=/etc/nginx/nginx.conf --error-log-path=/var/log/nginx/error.log --http-log-
path=/var/log/nginx/access.log --pid-path=/var/run/nginx.pid --lock-
path=/var/run/nginx.lock --http-client-body-temp-
path=/var/cache/nginx/client temp --http-proxy-temp-
path=/var/cache/nginx/proxy temp --http-fastcgi-temp-
path=/var/cache/nginx/fastcgi_ temp --http-uwsgi-temp-
path=/var/cache/nginx/uwsgi_temp --http-scgi-temp-
path=/var/cache/nginx/scgi_temp --user=nginx —--group=nginx --with-
http ssl module --with-http realip module --with-http addition module --with-
http sub module --with-http dav_module --with-http flv_module --with-
http mp4 module --with-http gzip static_module --with-http random index module -
-with-http secure link module --with-http stub status module --with-mail --with-
mail ssl module --with-file-aio --with-ipv6é --with-cc-opt='-02 -g'

1.5. CentOS 7

#!/bin/bash

rpm -ivh http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-centos-7-
0.el7.ngx.noarch.rpm

yum install -y nginx

cp /etc/nginx/nginx.conf{,.original}

vim /etc/nginx/nginx.conf <<VIM > /dev/null 2>&l
:¥s/worker processes 1;/worker processes 8;/
:$s/worker connections 1024;/worker connections 4096;/
:%s/#gzip/server tokens off;\r gzip/

:%¥s/#9zip/gzip/

H/ef

VIM

sed -i '4iworker rlimit nofile 65530;' /etc/nginx/nginx.conf

systemctl enable nginx
systemctl start nginx

0 G B SR 1 I

nginx -t
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful




1.6. Mac

£

neo@MacBook-Pro ~ % brew install nginx

A3

neo@MacBook-Pro ~ % brew services start nginx
==> Successfully started "nginx~ (label: homebrew.mxcl.nginx)

HH

neo@MacBook-Pro /usr/local/etc/nginx % brew services restart nginx
Stopping "nginx ... (might take a while)

==> Successfully stopped "nginx~ (label: homebrew.mxcl.nginx)

==> Successfully started "nginx~ (label: homebrew.mxcl.nginx)

Bt & SR AE /usr/local/ete/nginx T, BRIA{HE A 80803 [
nginx.conf SCAFUTF

#user nobody;
worker processes 1;

#error log logs/error.log;
ﬁerror_log logs/error.log notice;
error log logs/error.log info;

#pid logs/nginx.pid;
events {

worker connections 1024;
}
http {

include mime.types;
default type application/octet-stream;

#log_format main 'S$remote addr - $remote user [$time local] "S$request" '
# 'Sstatus $body bytes sent "$http referer"
# '""$http user agent" "S$http x forwarded for"';

#access_log logs/access.log main;




sendfile on;
#tcp_nopush on;

#keepalive timeout 0;
keepalive timeout 65;

#gzip on;

server {
listen 8080;
server _name localhost;

#charset koi8-r;
#access _log logs/host.access.log main;

location / {
root html;
index index.html index.htm;

}
#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error page 500 502 503 504 /50x.html;
location = /50x.html {
root html;

}

# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#

#location ~ \.php$ ({

# proxy_ pass http://127.0.0.1;

#}

# pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#

#location ~ \.php$ {

# root html;

# fastcgi pass 127.0.0.1:9000;

# fastcgi index index.php;

# fastcgi param SCRIPT FILENAME /scripts$fastcgi script name;

# include fastcgi_ params;

#}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

#location ~ /\.ht {

# deny all;

#}

# another virtual host using mix of IP-, name-, and port-based configuration




#
#server {

# listen 8000;

# listen somename:8080;

# server name somename alias another.alias;
# location / {

# root html;

# index index.html index.htm;

# }

#}

# HTTPS server

#
#server {
# listen 443 ssl;
# server _name localhost;
# ssl _certificate cert.pem;
# ssl certificate key cert.key;
# ssl session_cache shared:SSL:1m;
# ssl_session_timeout 5m;
# ssl ciphers HIGH:!aNULL: !MD5;
# ssl prefer server ciphers on;
# location / {
# root html;
# index index.html index.htm;
# }
#}
include servers/*;
}
php-fpm

mac | H # i

neo@MacBook-Pro ~ % php -v

PHP 5.6.30 (cli) (built: Feb 7 2017 16:18:37)

Copyright (c) 1997-2016 The PHP Group

Zend Engine v2.6.0, Copyright (c) 1998-2016 Zend Technologies

J& Bphp-fpm 5 T

cd /private/etc



sudo cp php-fpm.conf.default php-fpm.conf

B Herror_logdii, B Merror_log = /usr/local/var/log/php-fpm.log

JA 3f] php-fpm

php-fpm

1.7. rotate log

log shell

— RO T REVIRHE, §2% T 6T

# cat /srv/bin/rotatelog.sh

#!/bin/bash
# run this script at 0:00

#Nginx Log Path
log _dir="/var/log/nginx"
date dir="date +%Y/%m/%d/%H"

mkdir -p ${log dir}/${date dir} > /dev/null 2>&l

mv ${log dir}/access.log ${log dir}/${date dir}/access.log
mv ${log dir}/error.log ${log dir}/${date dir}/error.log
kill -USR1 “cat /var/run/nginx.pid”

gzip ${log dir}/${date dir}/access.log &
gzip ${log dir}/${date _dir}/error.log &

/etc/logrotate.d/nginx

WARRAR IR ZAe . — B Dinginx 2 A 47 H S DI AL BE BL & S

# cat /etc/logrotate.d/nginx
/var/log/nginx/*.log {
daily
missingok
rotate 52
compress
delaycompress




notifempty
create 640 root adm
sharedscripts
postrotate
[ -f /var/run/nginx.pid ] && kill -USR1 “cat /var/run/nginx.pid”
endscript




2. Nginx #74

root@netkiller ~ % nginx -h

nginx version: nginx/1.12.1

Usage: nginx [-?hvVtTq] [-s signal] [-c filename] [-p prefix]
[-g directives]

Options:

-?,-h : this help

-V : show version and exit

-V : show version and configure options then exit

-t : test configuration and exit

-T : test configuration, dump it and exit

-g : suppress non-error messages during
configuration testing

-s signal : send signal to a master process: stop, quit,
reopen, reload

-p prefix : set prefix path (default: /etc/nginx/)
-c filename : set configuration file (default:
/etc/nginx/nginx.conf)
-g directives : set global directives out of configuration
file

2.1. -V show version and configure options then exit

[root@netkiller tmp]# nginx -v
nginx version: nginx/1.10.1

[root@netkiller tmp]# nginx -V

nginx version: nginx/1.10.1

built by gcc 4.8.5 20150623 (Red Hat 4.8.5-4) (GCC)

built with OpenSSL 1.0.le-fips 11 Feb 2013

TLS SNI support enabled

configure arguments: --prefix=/etc/nginx --sbin-
path=/usr/sbin/nginx --modules-path=/usr/lib64/nginx/modules --
conf-path=/etc/nginx/nginx.conf --error-log-




path=/var/log/nginx/error.log --http-log-
path=/var/log/nginx/access.log --pid-path=/var/run/nginx.pid --
lock-path=/var/run/nginx.lock --http-client-body-temp-
path=/var/cache/nginx/client temp --http-proxy-temp-
path=/var/cache/nginx/proxy temp --http-fastcgi-temp-
path=/var/cache/nginx/fastcgi temp --http-uwsgi-temp-
path=/var/cache/nginx/uwsgi temp --http-scgi-temp-
path=/var/cache/nginx/scgi_ temp --user=nginx --group=nginx --
with-http ssl module --with-http realip module --with-

http addition module --with-http sub module --with-
http dav _module --with-http flv module --with-http mp4 module -
-with-http gunzip module --with-http gzip static _module --with-
http random index module --with-http secure link module --with-
http stub status module --with-http auth request module --with-
http xslt module=dynamic --with-

http image filter module=dynamic --with-

http geoip module=dynamic --with-http perl module=dynamic --
add-dynamic-module=njs-1c50334fbea6/nginx --with-threads --
with-stream --with-stream ssl module --with-http slice module -
-with-mail --with-mail ssl module --with-file-aio --with-ipvé6 -
-with-http v2 module --with-cc-opt='-02 -g -pipe -Wall -Wp,-

D FORTIFY SOURCE=2 -fexceptions -fstack-protector-strong --
param=ssp-buffer-size=4 -grecord-gcc-switches -m64 -
mtune=generic'

2.2. -t : test configuration and exit

CentOS 6

$ sudo service nginx configtest
Testing nginx configuration: nginx.

8T %

root@netkiller ~ % nginx -t

nginx: the configuration file /etc/nginx/nginx.conf syntax is
ok

nginx: configuration file /etc/nginx/nginx.conf test is




successful

2.3. test configuration, dump it and exit

root@netkiller ~ % nginx -T

nginx: the configuration file /etc/nginx/nginx.conf syntax is
ok

nginx: configuration file /etc/nginx/nginx.conf test is
successful

# configuration file /etc/nginx/nginx.conf:
user nginx;
worker processes auto;

worker rlimit nofile 65530;

error log /var/log/nginx/error.log warn;

pid /var/run/nginx.pid;
events {

worker connections 4096;
}
http {

include /etc/nginx/mime.types;
default type application/octet-stream;

log format main 'Sremote addr - Sremote user
[Stime local] "Srequest" '

'Sstatus $body bytes sent "S$http referer"

Shttp user agent”
"Shttp x forwarded for"';

access_log /var/log/nginx/access.log main;

sendfile on;
#tcp nopush on;

keepalive timeout 65;




application/x-javascript application/xml;

}

server_ tokens off;
gzip on;

gzip types text/plain text/css application/json

include /etc/nginx/conf.d/*.conf;

# configuration file /etc/nginx/mime.types:

types {

text/html

text/css

text/xml

image/gif

image/jpeg
application/javascript
application/atom+xml
application/rss+xml

text/mathml

text/plain

text/vnd.sun. j2me.app-descriptor
text/vnd.wap.wml
text/x-component

image/png
image/tiff
image/vnd.wap .wbmp
image/x-icon
image/x-jng
image/x-ms-bmp
image/svg+xml
image/webp

application/font-woff
application/java-archive
application/json
application/mac-binhex40
application/msword
application/pdf
application/postscript
application/rtf
application/vnd.apple.mpegurl
application/vnd.ms-excel

html htm shtml;
css;

xml;

gif;

jreg Jpg;

is;

atom;

rss;

mml ;
txt;
jad;
wml;
htc;

png;
tif tiff;
wbmp ;
ico;
jng;
bmp;
SVg svgz;
webp;

woff;

jar war ear;
json;

hgx;

doc;

pdf;

ps eps ai;
rtf;

m3u8;

xls;




application/vnd.ms-fontobject
application/vnd.ms-powerpoint
application/vnd.wap.wmlc
application/vnd.google-earth.kml+xml
application/vnd.google-earth.kmz
application/x-7z-compressed
application/x-cocoa
application/x-java-archive-diff
application/x-java-jnlp-file
application/x-makeself
application/x-perl
application/x-pilot
application/x-rar-compressed
application/x-redhat-package-manager
application/x-sea
application/x-shockwave-flash
application/x-stuffit
application/x-tcl
application/x-x509-ca-cert
application/x-xpinstall
application/xhtml+xml
application/xspf+xml
application/zip

application/octet-stream
application/octet-stream
application/octet-stream
application/octet-stream
application/octet-stream

application/vnd.openxmlformats-

of ficedocument.wordprocessingml.document

application/vnd.openxmlformats-

officedocument.spreadsheetml.sheet

application/vnd.openxmlformats-

officedocument.presentationml.presentation

audio/midi
audio/mpeg
audio/ogg
audio/x-méda
audio/x-realaudio

video/3gpp
video/mp2t

eot;
ppt;
wmlc;
kml;
kmz;

7z;

cco;
jardiff;
jnlp;
run;

pl pm;
prc pdb;
rar;
rpm;
sea;
swf;
sit;

tcl tk;
der pem crt;
Xpi;
xhtml;
xspf;
zip;

bin exe dll;
deb;

dmg;

iso img;

msi msp msm;

docx;

x1lsx;

pptx;

mid midi kar;
mp3;
0gg;
méa;
ra;

3gpp 39p;

ts;




video/mp4 mp4 ;

video/mpeg mpeg mpg;
video/quicktime mov;
video/webm webm;
video/x-flv flv;
video/x-mdv mdv;
video/x-mng mng;
video/x-ms-asf asx asf;
video/x-ms-wmv wInv ;
video/x-msvideo avi;

}

# configuration file /etc/nginx/conf.d/default.conf:

server {
listen 80;

server _name localhost;

#charset koi8-r;
#access log /var/log/nginx/host.access.log main;

location / {
root /usr/share/nginx/html;
index index.html index.htm;

}

#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error_ page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#

#location ~ \.php$ {

# proxy pass http://127.0.0.1;

#}

# pass the PHP scripts to FastCGI server listening on
127.0.0.1:9000

#

#location ~ \.php$ {

# root html;




fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;

#
#

# fastcgi param SCRIPT FILENAME
/scripts$fastcgi script name;

# include fastcgi params;

#}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

#location ~ /\.ht {

# deny all;

#}




3. nginx.conf fi¢ & {4
3.1, b FE A

worker_processes = CPU #{ &

user www;
worker processes 1;

error log /var/log/nginx/error.log warn;
pid /var/run/nginx.pid;

3.2.events [it &
PR E

events {
worker connections 4096;

}

3.3. http fil'8
ZP XM E
R CALDS P e

client body buffer size 1K;
client header buffer size 1lk;
client max body size 1k;

large client header buffers 2 1k;

AL SRR client intended to send too large body, [t & H 248 o] DLUfF B

server {

client max body size 200M;

}

AR R



IR G BE,

client body timeout 10;
client header timeout 10;
keepalive timeout 65;
send timeout 10;

gzip

gzip on;

gzip min length 1000;

gzip buffers 4 8k;

gzip types text/plain text/css application/json application/x-javascript
application/xml;

gzip on;

gzip http version 1.0;

gzip disable "MSIE [1-6].";

gzip types text/plain application/x-javascript text/css text/javascript;

gzip_types 452

gzip types text/plain text/css application/javascript text/javascript
application/x-javascript text/xml application/xml application/xml+rss application/json;

text/html & gzip_types BRINE, Ff DAAZE B text/htmljji \ F]gzip_types

W, BEHIE gzip IEH TAE

neo@netkiller:~/workspace$ curl -s -I -H 'Accept-Encoding: gzip,deflate’
http://img.netkiller.cn/js/react.js | grep gzip
Content-Encoding: gzip

427~ Content-Encoding: gzip {# 2 it B IE1

AU BE H4ihtml js cssid BE H4Ejson

neo@netkiller:~$ curl -s -I -H 'Accept-Encoding: gzip,deflate’
http://inf.netkiller.cn/list/json/2.json
HTTP/1.1 200 OK




Server: nginx

Date: Thu, 15 Dec 2016 03:36:31 GMT

Content-Type: application/json; charset=utf-8
Connection: keep-alive

Cache-Control: max-age=60
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: Content-Type,Origin
Access-Control-Allow-Methods: GET,OPTIONS
Content-Encoding: gzip

CDNY %

fit & gzip_proxied any; J5CDNA fEiR ] gzip

server tokens off;

gzip on;

gzip types text/plain text/css application/javascript text/javascript application/x-
javascript text/xml application/xml application/xml+rss application/json;

gzip proxied any;

A A E AR E gzip

cat <<-EOF> /etc/nginx/conf.d/gzip.conf

gzip on;

gzip vary on;

gzip proxied any;

gzip min length 1000;

gzip types text/plain text/css application/javascript application/json application/xml
application/octet-stream;

[EOF

# text/html EKRTFEE, BWSER
# nginx: [warn] duplicate MIME type "text/html" in /etc/nginx/conf.d/default.conf

server_tokens

K nginx fR A5

http {

server tokens off;

}




ssi

http {
ssi on;

}

location / {
ssi on;
ssi_silent errors on;
ssi types text/shtml;

ssi on;

ssi silent errors on;
ssi_types text/shtml;
ssi value length 256;

server names hash bucket size 128;
client header buffer size 32k;
large client header buffers 4 32k;
client max body size 8m;

ssi_silent_errors BRINE SEoff, FF )5 J5 FEALFRSSIT {1 H 4 if Ay HH 45 42 7% " [an error occurred

while processing the directive] "
ssi_types BRI\ A:ssi_types text/html, 1SR 55 Eshtml =745, MIFFE I E : ssi_types text/shtml
ssi_value_length BRIA{E A& 256, FT & X SSISHHIK &

3.4. Nginx 75 &

CIPE LIS G

Sargs
$content_length
$Scontent type
$document root
$document_uri
Shost

Shttp user agent
Shttp cookie
Shttp_ referer
$limit rate
Srequest_body file
$Srequest method
Sremote addr
Sremote port
Sremote user
Srequest_filename
Srequest uri




Squery string
Sscheme

$server protocol
S$Sserver addr
S$Sserver name
Sserver port
Suri

$host

WEUR & e, Hlinwww.netkiller.cn 1% [Flnetkiller.cn

if (Shost ~* “www\.(.*)) {
set $domain $1;
rewrite “(.*) http://user.$domain permanent;

SRR AL

if (Shost ~* “(.+)\.example\.com$) {
set Ssubdomain $1;
rewrite “(.*) http://www.example.com/$subdomain permanent;

2B domain 5|41 www.netkiller.cn $32BU)5 netkiller.cn

SALE — )38 44 example.com ASALFR = 2535 44

if (Shost ~* ~“(["\.1+)\.(["\.1H)$) {
set $Sdomain $1.$2;
}

ISEIENT s R

set $domain S$Shost;

if ($host ~* “(["\.1H)\.(["\.1H)\. (["\.1+)$) {
set $domain $2.S$3;

}

http_user_agent

# Block http user agent - wget ##
if (Shttp user agent ~* (Wget|Curl) ) {
return 403;

}



## Block Software download user agents ##
if (Shttp user agent ~* LWP::Simple|BBBike|wget) {
return 403;

}

if (Shttp user agent ~ (msnbot|scrapbot) ) {
return 403;

}

if (Shttp user agent ~ (Spider|Robot) ) {
return 403;

if (Shttp user agent ~ MSIE) {
rewrite "(.*)$ /msie/$1 break;

SRR AR T R

28 1k AR AR U )

if ($http user agent ~ "§) {
return 412;

}

ljnw i s

tail -f /var/log/nginx/www.mydomain.com.access.log

telnet 192.168.2.10 80
GET /index.html HTTP/1.0
Host: www.mydomain.com

http_user_agent ¥ A% B A A

if ($http user agent = "") { return 403; }

IGAEMN . B SefE fcurl -A $5 E —14> 25 User Agent, [.i%iR [l 403.

curl -A http://www.example.com/xml/data.json
<html>

<head><title>403 Forbidden</title></head>

<body bgcolor="white">

<center><h1>403 Forbidden</hl></center>
<hr><center>nginx</center>

[</body>

[</html>




http_referer

if ($http referer ~* "PHP/5.2.14"){return 403;}

valid_referers/invalid_referer

valid referers none blocked *.example.com example.com;
if ($invalid referer) {
#rewrite “(.*)$ http://www.example.com/cn/$1;
return 403;

request_filename

location / {

root /www/mydomain.com/info.mydomain.com;
index index.html;

rewrite */$ http://www.mydomain.com/;

valid referers none blocked *.mydomain.com;
if ($invalid referer) {
return 403;

}

proxy_ intercept errors on;

proxy set header X-Real-IP S$remote addr;
proxy_set header X-Forwarded-For $proxy_add_x forwarded for;
proxy set header Host Shost;

if (!-f Srequest filename) {
proxy pass http://old.mydomain.com;
break;

}

request_uri

server {
listen 80;
server name quote.mydomain.com;

charset utf-8;
access log /var/log/nginx/quote.mydomain.com.access.log main;

location / {
root /www/mydomain.com/info.mydomain.com;




index index.html ;
rewrite */$ http://www.mydomain.com/;

valid referers none blocked *.mydomain.com;

if ($invalid referer) {
#rewrite " (.*)$ http://www.mydomain.com/cn/$1;
return 403;

}

proxy intercept errors on;
proxy set header X-Real-IP S$remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

proxy set header Host Shost;
if ( Srequest uri ~ ""/xml/(sge|cgse|futures|stock|bonds)\.xml$") {
proxy pass http://21.16.22.12/$request uri;
break;
}

if (!-f S$request filename) {
proxy pass http://cms.mydomain.com;
break;

}

location ~ \.xml$ {
proxy pass http://21.16.22.12/public/datas$request_uri;
break;

}

location ~* "/public/datas/\w+\.xml$ {
proxy pass http://21.16.22.12/$request _uri;
break;

#add for yiiframework
if (!-e $request filename){
rewrite (.*) /index.php break;

}
location ~ .*\.php?$
{
#fastcgi pass unix:/tmp/php-cgi.sock;
include fcgi.conf;
fastcgi pass 127.0.0.1:10080;
fastcgi_ index index.php;
set $path info $request uri;
if ($request uri ~ ""(.*)(\2.*)$") {
set $path info $1;
}
fastcgi param PATH INFO $path info;
}

#end for yiiframework




remote_addr

location /name/(match) {
if ($remote addr !~ "10.10.20) {
limit_rate 10k;
}

proxy buffering off;
proxy pass http://10.10.20.1/${1}.html;
}

if (Sremote addr ~* "192.168.0.50|192.168.0.51|192.168.0.56") {
proxy pass http://www.netkiller.cn/error;

}

location ~ /(\d+) {
if ($remote addr ~ (\d+)\.\d+\.) {

}

echo $1;

$ curl 127.0.0.1/134
127

$ curl 192.168.0.1/134
192

http_cookie

if ($Shttp cookie ~* "id=([";]+)(?:;[|$)") {
set $id $1;
}

request_method

location ~* /restful {
if ($request method = PUT ) {
return 403;
}
if ($request method = DELETE ) {
return 403;
}
if ($request method = POST ) {
return 403;
}
proxy method GET;
proxy pass http://backend;




if ($request method = POST) {
return 405;

}

if (Srequest method !~ " (GET|HEAD|POST)$) {
return 403;

}

limit_except

limit except GET {
allow 192.168.1.1;
deny all;

invalid_referer

if ($invalid referer) {
return 403;

}

$request_body - HTTP POST %
R BE

¥ POST i dfliic x| H &

log_format main 'S$Sremote addr - S$remote user [$time local] "$request" '
'$status $body bytes sent "$http referer" '
'"$http_user_ agent" "$http x forwarded_ for" - "S$request_body"';

ER: AP EFEEMHPOST 3, FrLlic R POSTH 2 H &k L4 s, Bl F
R .

$request_body T F

P gnginx 4 ] url /5 92817 fikey ( Nginx KurlHiht mdSJG 1 MZEAEH key ). B LLBRIAE 0L
F Nginx HfEALH HTTP GET 277

X HTTP POST 3K, $2 2% 7EHTTP Head SKEFHR A FIMRS5av il . $RAC A JE URLIGZ
AZE, Nginx ok XA R Pk PRI AT 221k o



{BREFRATAT LA E X 221F key ff1:  "$request_uril$request_body" T Al K175 3R Huhik i _Fposty
Gt W ke, icREngins AT LK A5 UM A0 I 9 5T AL

proxy cache path /tmp/cache levels=1:2 keys zone=netkiller:128m inactive=1m;

server {
listen 8080;
server name localhost;

location / {
try files $uri @backend;

}

location @backend {

proxy pass http://nodel.netkiller.cn:8080;
proxy cache netkiller;

proxy cache methods POST;

proxy cache key "$request uri|S$request body";
proxy buffers 8 32k;

proxy buffer size 64k;

proxy cache valid 5s;

proxy cache use stale updating;

add header X-Cached S$upstream cache status;

H e AL

if ( Shost ~* (.*)\.(-*)\.(.*)) {
set Ssubdomain $1;
}
location / {
root /www/S$subdomain;
index index.html index.php;

if ( Shost ~* (\b(?!www\b)\w+)\.\w+\.\wt+ ) {
set S$subdomain /$1;
}

location / {
root /www/public html$subdomain;
index index.html index.php;

if Z5AF W
AT 25

if (Squery string = "") {
set $args "";




TE P i

if ( $host ~* (.*)\.(.*)\.(.*)) {
set S$subdomain $1;
}
location / {
root /var/www/$subdomain;
index index.html index.php;

}

if (Sremote addr ~ ""(172.16|192.168)" && $http user agent ~* "spider") {
return 403;

}

set $flag 0;
if ($Sremote addr ~ "~ (172.16|192.168)") {
set $flag "1";

if ($http user agent ~* "spider") ({
set $flag "1";

if ($flag = "1") {
return 403;

if ($request method = POST ) {
return 405;

if (Sargs ~ post=140){
rewrite " http://example.com/ permanent;

location /only-one-if {
set Strue 1;

if (Strue) {
add_header X-First 1;
}

if (Strue) {
add_header X-Second 2;
}

return 204;




3.5. server

listen

45 EIPHHE

listen 80; #HZF0.0.0.0:80MIFFAAIEO EAYTPIHbLE
listen 192.168.0.1 80;
listen 192.168.0.1:80;

Jic B BRI\ M default_server

server {
listen 80;
server_name acc.example.net;

}
server {
listen 80 default_server;
server_name www.example.org;
}

FLIAA A AL

# cat /etc/nginx/conf.d/images.conf
server {

listen 80;

server name images.example.com;

#charset koi8-r;
access_log /var/log/nginx/images.access.log main;

location / {
root /www/images;
index index.html index.htm;




#error page 404 /404.html;

# redirect server error pages to the static page /50x.html
#
error page 500 502 503 504 /50x.html;

location = /50x.html {

root /usr/share/nginx/html;

}

# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#

#location ~ \.php$ {

# proxy pass http://127.0.0.1;

#}

# pass the

PHP scripts to FastCGI server listening on 127.0.0.1:9000

#

#location ~ \.php$ {

root html;

fastcgi pass 127.0.0.1:9000;

fastcgi_ index index.php;

fastcgi param SCRIPT FILENAME /scripts$fastcgi script name;
include fastcgi params;

}

H W WK

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

#location ~ /\.ht {

# deny all;

#}

RrEZ A

server name images.example.com imgl.example.com img2.example.com;

ik FH 288 FCAF DG i

server_ name *, example . Ccom
Server_ name www. *s

TE P i

server name ~"(.+)\.example\.com$;
server name ~" (www\.)?(.+)$;




ssl B AL

mkdir /etc/nginx/ssl

cp your_ssl_certificate to /etc/nginx/ssl

# HTTPS server

#

server {
listen 443;
server name localhost;
root html;
index index.html index.htm;
ssl on;
#ssl certificate cert.pem;
ssl certificate ssl/example.com.pem;
ssl certificate key ssl/example.com.key;
ssl session_timeout 5m;
ssl protocols SSLv3 TLSvl;
ssl ciphers ALL:!ADH:!EXPORT56 :RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv3:+EXP;
ssl prefer server ciphers on;
location / {

try files $uri $uri/ /index.html;

}

}

configtest

$ sudo service nginx configtest
Testing nginx configuration: nginx.

443 port test

$ openssl s client -connect www.example.com:443

HTTP2 i & SSLiE+

H R IE 13



AU MU SS, SSLATMIEE, FEAERIRUA AIE, T T2 5 PIEAE .

mkdir -p /etc/pki/nginx/private/

cd /etc/pki/nginx/

openssl req -x509 -nodes -days 365 -newkey rsa:4096 -keyout
/etc/pki/nginx/private/server.key -out /etc/pki/nginx/server.crt

SRV 345t A4S

openssl req -x509 -nodes -days 365 -newkey rsa:4096 -keyout
/etc/nginx/ssl/api.netkiller.cn.key -out /etc/nginx/ssl/api.netkiller.cn.crt

Generating a 4096 bit RSA private key

cecescscsstt

P

writing new private key to '/etc/nginx/ssl/api.netkiller.cn.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:CN

State or Province Name (full name) [ ]:Guangdong

Locality Name (eg, city) [Default City]:Shenzhen

Organization Name (eg, company) [Default Company Ltd]:CF

Organizational Unit Name (eg, section) []:CF

Common Name (eg, your name or your server's hostname) []:api.netkiller.cn
[Email Address []:netkiller@msn.com

12 Common Name (eg, your name or your server's hostname) []:api.netkiller.cn &R /R ) nginx
server_name api.netkiller.cn —##,

spdy

Nginx f#. spdy

upstream api.netkiller.cn {
#server apil.netkiller.cn:7000;
#server api2.netkiller.cn backup;

}

server {
listen 443 ssl spdy;
server name api.netkiller.cn;




ssl certificate /etc/nginx/ssl/api.netkiller.cn.crt;

ssl certificate key /etc/nginx/ssl/api.netkiller.cn.key;
ssl session cache shared:SSL:20m;

ssl session_ timeout 60m;

ssl protocols TLSvl TLSvl.l TLSvl.2;

charset utf-8;
access log /var/log/nginx/api.netkiller.cn.access.log;
error log /var/log/nginx/api.netkiller.cn.error.log;

location / {
Proxy_pass
http://api.netkiller.cn;
proxy http version 1.1;
proxy set header Host S$host;
proxy set header X-Real-IP S$remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy ignore client abort on;

}

#location / {
# proxy pass http://127.0.0.1:7000;
#}

spdy fEgooglefié i HIbRiE, BIFECZIAN hitp2 HifE, Nginx 1.10 Z J5# WAl hetp2 4L
spdy.

HTTP2

server {
listen 443 ssl http2;

ssl_certificate server.crt;
ssl certificate key server.key;

JA 5 ) HT TP 3 i Bk 4% HTTPS

497 - normal request was sent to HTTPS

#thttplE REE@ME/httpsiEk

server {
listen 80;
error page 497 https://$host$uri?$args;
rewrite "“(.*)$ https://$host$l permanent;




server {
listen 80
listen 443 ssl http2;

ssl_certificate server.crt;
ssl _certificate key server.key;

error page 497 https://$hostSuri?S$Sargs;

if ($scheme = http) {
return 301 https://$server nameS$request uri;

}
}
SSL X [AIiAJIE
T
CA

touch /etc/pki/CA/index.txt
echo 00 > /etc/pki/CA/serial

HIfE ca AR

openssl genrsa -out ca.key 2048

HIfE ca RIEH (A%A)

openssl req -new -x509 -days 3650 -key ca.key -out ca.crt

e 55 5 i

1R 55 75 v i

I AR S5 UmFA £A
openssl genrsa -out server.pem 2048
openssl rsa -in server.pem -out server.key

ERERIES

openssl req -new -key server.pem -out server.csr

FH ca ¥k
openssl x509 -req -sha256 -in server.csr -CA ca.crt -CAkey ca.key -CAcreateserial -days
3650 -out server.crt

E9ak

A A P A



openssl genrsa -des3 -out client.key 2048
openssl req -new -key client.key -out client.csr

R RIER

openssl req -new -key server.pem -out server.csr

A ca 8%

openssl ca -in client.csr -cert ca.crt -keyfile ca.key -out client.crt -days 3650

WA UESS

openssl pkcsl2 -export -inkey client.key
-in client.crt -out client.pfx

SOAP jE4
cat client.crt client.key > soap.pem
Sheader = array(
'local cert' => "soap.pem", //client.pemX{4i&{2
'passphrase' => "passwOrd" //clientlFPZG
)i
$client = new SoapClient(FILE WSDL, $header);
AFRBR

fiil 1.1. Nginx SSL YA IAGE, HEF5 4l #2

root@VM 7 221 centos /etc/nginx/ssl % openssl genrsa -out ca.key 2048
Generating RSA private key, 2048 bit long modulus

e L

e is 65537 (0x10001)

root@VM 7 221 centos /etc/nginx/ssl % openssl req -new -x509 -days 3650 -key ca.key -out
ca.crt

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:CN




State or Province Name (full name) []:GD

Locality Name (eg, city) [Default City]:Shenzhen

Organization Name (eg, company) [Default Company Ltd]:GW

Organizational Unit Name (eg, section) []:DEV

Common Name (eg, your name or your server's hostname) []:api.netkiller.cn
Email Address []:netkiller@msn.com

root@VM 7 221 centos /etc/nginx/ssl % openssl genrsa -out server.pem 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

root@VM_7 221 centos /etc/nginx/ssl % openssl rsa -in server.pem -out server.key
writing RSA key

root@VM_7 221 centos /etc/nginx/ssl % openssl req -new -key server.pem -out server.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:CN

State or Province Name (full name) []:GD

Locality Name (eg, city) [Default City]:Shenzhen

Organization Name (eg, company) [Default Company Ltd]:GW

Organizational Unit Name (eg, section) []:DEV

Common Name (eg, your name or your server's hostname) []:api.netkiller.cn
Email Address []:netkiller@msn.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

root@VM_7_ 221 centos /etc/nginx/ssl % openssl x509 -req -sha256 -in server.csr -CA
ca.crt -CAkey ca.key -CAcreateserial -days 3650 -out server.crt

Signature ok
subject=/C=CN/ST=GD/L=Shenzhen/0=GW/OU=DEV/CN=api.netkiller.cn/emailAddress=netkiller@ms
n.com

Getting CA Private Key

Nginx fit ¥

mkdir /etc/nginx/ssl
cp server.crt server.key ca.crt /etc/nginx/ssl
cd /etc/nginx/ssl

/etc/nginx/conf.d/api.netkiller.cn.conf



server {
listen 443 ssl;
server_name api.netkiller.cn;

access_log off;

ssl on;

ssl_certificate /etc/nginx/ssl/server.crt;

ssl certificate key /etc/nginx/ssl/server.key;
ssl client certificate /etc/nginx/ssl/ca.crt;
ssl verify client on;

location / {
proxy pass http://localhost:8443;
}

HJ nginx iR 554

root@VM_7_221 centos /etc/nginx % systemctl
restart nginx

PR IAGE

B E R

root@VM_7_ 221 centos /etc/nginx % curl -k https://api.netkiller.cn/
<html>

<head><title>400 No required SSL certificate was sent</title></head>
<body bgcolor="white">

<center><h1>400 Bad Request</hl></center>

<center>No required SSL certificate was sent</center>
<hr><center>nginx</center>

</body>

</html>

il FTE AR

curl --insecure --key client.key --cert ./client.crt:123456 https://api.netkiller.cn

PR --cert BHMES AT
server_name Jiil &

DC e Ffr A5 48844



server_name _;

ZfAT EAL

server {
listen 80;
server name example.org www.example.org;
}
server {
listen 80;
server_name *.example.org;
}
server {
listen 80;
server_name mail.*;
}
server {
listen 80;
server name ~"(?<user>.+)\.example\.net$;
}
location
location / {
root /www;
index index.html index.htm;
}
LV E H 3

location [t L4 [ path FHELAH - 15 [H] o

location ~ /\.ht {

deny all;
}
location ~ "~/ (config|include)/ {
deny all;
break;




5| Fidocument_root 2 #M#F I

5| Fdocument_root-Z A ) % I 75 22 root 465 #4245 ) B A5 S92

location / {
root /www/example.com/m.example.com;
try files $uri $Suri/ @proxy;

}

location "~ /module/ {
root /www/example.com/www.example.com;

}
# THNSEZEIRN, Biderror_log HITAINBERIKEN

2l /www/example.com/m.example.com/module
location /module/ {
root /www/example.com/www.example.com;

}

WY 44

location ~ \.php$ {
root /opt/netkiller.cn/cms.netkiller.cn;
fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;
fastcgi param SCRIPT FILENAME
/opt/netkiller.cn/cms.netkiller.cn$fastcgi script name;
include fastcgi params;

}

location 126 H &

location = /favicon.ico {
log not found off;
access_log off;

}

location = /robots.txt {
allow all;
log not found off;
access_log off;

UNGEZOE R



location ~ /(dev|stage|prod) {
proxy set header Host S$host;
proxy set header X-Real-IP $remote addr;
proxy set header REMOTE-HOST S$remote_ addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy pass http://api.netkiller.cn:8080;

root i i $host fE ULt H 5+

B host B —A H AR,

server {
listen 80;
server name www.netkiller.cn news.netkiller.cn bbs.netkiller.cn;

charset utf-8;
access_log /var/log/nginx/test.access.log main;

location / {
root /www/netkiller.cn/Shost;
index index.html index.htm;

BT LA Hh BRI

server {
listen 80;
server_name *.example.com example.com;
if (Shost = 'example.com' ) {
rewrite */(.*)$ http://www.example.com/$1 permanent;
}

if ( S$host ~* (.*)\.(.*)\.(.*)) {
set S$subdomain $1;
set Sdomain $2.$3;

}

root /www/$domain/$subdomain;
index index.html index.php;

location ~ .*\.(php|shtml)?$ {
fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;
include fcgi.conf;




B R X g =, /www/example.com/www.example.com

root /www/$domain/Shost;

RS, HETE iwww/ NG EE 3844 B 5% B a] ] 401/www/www.example.com

root /www/Shost;
index index.html index.php;

location ~ .*\.(php|shtml)?$ {
fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;
include fcgi.conf;

server {
listen 80;
server name *.example.com example.com;
if (Shost = 'example.com' ) {
rewrite “/(.*)$ http://www.example.com/$1 permanent;
}

expires

expires f& =,

1] 1.2. Expires Examples

expires 1 January, 1970, 00:00:01 GMT;
expires 60s;
expires 30m;
expires 24h;
expires 1d;
expires max;
expires off;

expires 24h;

expires modified +24h;

expires @15h30m;

expires 0;

expires -1;

expires epoch;

add_header Cache-Control private;

HER: expires{U{¥iE A 1200, 204, 301, 302,304

FAANSCAE DT AL



location ~* \.css$ {
expires 30d;

}

YA IL

#E R KB REFSR, FEATCRIBERERE

location ~ .*\.(ico|gif|jpg|jpeg|png|bmp|swf)$
{
expires 5d;
access_log off;
}
#css/js BIEFE—XR, FCRIBEXRAE
location ~ .*\.(js|css)$
{
access_log off;
expires 1d;
add header Pragma public;
add header Cache-Control "public";
}
location ~ .=*\.

(htm|html |gif|jpg|jpeg|png|bmp|swf|ioc|rar|zip|txt|£flv|mid|doc|ppt|pdf|xls|mp3|wma)$
{

expires 30d;

}
location ~ .*\.(js|css)$
{
expires 1lh;
}

location ~* \.(js|css|jpg|jpeg|gif|png|swf)$ {
if (-f S$request filename) {
expires 1h;
break;

}

location ~* \.(jpg|jpeg|gif|css|png|js|ico)$ {
expires max;

}

#cache control: all statics are cacheable for 24 hours
location / {
if (Srequest uri ~* \.(ico|css|js|gif|jpe?g|png)s$) {
expires 72h;
break;




4] 1.3. nginx expires

location ~ .*\.(gif|jpg|jpeg|png|bmp|swf|ico)$ {
expires 1d;
access_log off;

}

location ~ .*\.(js|css)$ {
expires 1d;
access_log off;

}

location ~ .*\.(html|htm)$

{
expires 1d;
access_log off;

}

j@ it add_header / more_set_headers % & & {7

add_header SZ{5

location ~* \.(?:ico|css|js|gif|jpe?g|png)$ {
expires 30d;
add_header Pragma public;
add header Cache-Control "public";

more_set_headers SZ 4§

location ~ \.(ico|pdf|flv|jp?g|png|gif|js|css|webp|swf) (\.gz)2(\2.%)?2$ {
more set headers 'Cache-Control: max-age=86400";

proxy cache valid 200 2592000;

s-maxage {EHF Proxy

location ~ \.(ico|pdf|flv|jp?g|png|gif|js|css|webp|swf) (\.gz)2(\2.%)?2$ {
more set headers 'Cache-Control: s-maxage=86400";

}




$request_uri

if ($request uri ~* "\.(ico|css|js|gif|jpe?g|png)\2[0-9]+$") {
expires max;
break;

NN T 2 A7 /detail/htm1/5/4/321035 .html,  {HHER /detail/html/5/4/0.html

if ($request uri ~ "/detail/html/[0-9]+/[0-9]1/["0][0-9]+\.html ) {
expires 1d;

}

$request_filename

if (-f Srequest filename) {
expires 1d;

}

access

#BhlEaccess XX &

location ~ /\.ht {
deny all;

}

location ~ "/upload/.*\.php$

{
deny all;

}

location ~ “/static/images/.*\.php$

{
deny all;

}




location ~ /\.ht {

deny all;
}
location ~ .*\.(sglite|sqg3)$ {
deny all;
}
IP Hihik

location / {
deny 192.168.0.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

FR TP 1] * php LA

location ~ “/private/.*\.php$
{
allow 222.222.22.35;
allow 192.168.1.0/249;
deny all;

autoindex

IR BRI

# vim /etc/nginx/sites-enabled/default

location / {
autoindex on;

}

# /etc/init.d/nginx reload
Reloading nginx configuration: nginx.




7 AINginx (1] H 3 24 A LB IS4, w DARYE A SR &R :

autoindex exact_size off;
#AIANon, BREXARIERTIA), Bfifbytes.
PRottfE, BRENHIABAN, BfIEkBIEMBNEGE

autoindex localtime on;
FAIAFofE, TRAISIHAT B AGMTHY ],
eNonfa, ERBISHATIE) Y X HHIAR S5 2307 ]

try_files

server {
listen 80;
server_ name www.example.com example.com;

location / {
try files $uri Suri/ /index.php?/S$Srequest uri;

}

location /example {
alias /www/example/;
index index.php index.html;

}

error page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

location ~ \.php$ {
root html;
fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;
fastcgi_param SCRIPT FILENAME /www/example$fastcgi_ script name;
include fastcgi params;

}

location ~ /\.ht {
deny all;
}

add_header

Cache

# FH 5% U1 1 1% Cache-Control 3k {5 B,




if (Srequest _uri ~* "~/$|"/news/.+/|"/info/.+/") {
add _header Cache-Control max-age=3600;
}
if (Srequest uri ~* ""/suggest/|"/categories/") {
add_header Cache-Control max-age=86400;
}
add header Nginx-Cache "HIT from www.example.com";
or
add header Nginx-Cache "Supstream cache status from www.example.com";

Access-Control-Allow

location ~* \.(eot|
add_header
}

location /js/ {
add_header
https://www.mydomain.com/;
add_header
add_header

ttf|woff)$ {
Access-Control-Allow-Origin *;

Access-Control-Allow-Origin

Access-Control-Allow-Methods GET,OPTIONS;
Access-Control-Allow-Headers *;

location / {

add_header
add_header
add_header
add header
add header
add header
return 200;

if ($Srequest method

OPTIONS ) {

Access-Control-Allow-Origin "http://example.com";
Access-Control-Allow-Methods "GET, OPTIONS";
Access-Control-Allow-Headers "Authorization";
Access-Control-Allow-Credentials "true";
Content-Length 0;

Content-Type text/plain;

FoVr BAT kAR B AT B B A 7 i

server {

location / {

add_header 'Access-
add_header 'Access-
add_header 'Access-

(o]

’
(]

Control-Allow-Origin'
Control-Allow-Headers'

Control-Allow-Methods' '*'

~e e




# OPTIONS HiZiR[E204
if ($Srequest method = 'OPTIONS') {
return 204;

i F $http_origin 2% &

add header 'Access-Control-Allow-Origin' $http origin;
add header 'Access-Control-Allow-Credentials' 'true';
add header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS';
add header 'Access-Control-Allow-Headers' 'DNT,web-token,app-
token,Authorization,Accept,Origin,Keep-Alive,User-Agent,X-Mx-ReqToken,X-Data-Type, X-
Buth-Token, X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range’;
add header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range';
if (Srequest method = 'OPTIONS') {

add header 'Access-Control-Max-Age' 1728000;

add header 'Content-Type' 'text/plain; charset=utf-8';

add header 'Content-Length' 0;

return 204;

client_max_body_size &34k R~ FR %

Q
|
-
(0]
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]
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return

301 Bki%

server {
listen 80;
server name m.example.com;

location / {
return 301 $scheme://www.example.com$request uri;
}
}

server {
listen 80;
listen 443 ssl;
server name www.old-name.com;
return 301 $scheme://www.new-name.com$request_uri;




3.6. rewrite

Rewrite Flags

last - EXRELEARXFlag,

break - HlFRewirte, F{EAFZEITHED
redirect - REIIGIEERIBTTPIAZS302
permanent - IR[EZKXEE[AVHTTPIAZR301

{4 K B ITE, HA:

- £ - £ FRFIBTR S FENS

—afl! -dARFREFEE R

—efl! -e ARFIMFEBFEXHTER
—xF ! —x FSRHBI S 2 B AT

IEMIRIA S ERT S AR

- AXHANEITHE

~* RAXD KNS ILED

1=Ft~* DRIARD KNG RLERAX D KNG ILE

(pattern) PLFE pattern FHIREUX—ULHC. FRIREXHUPCECAILAMIT4ERY Matches H515E, fEVBScript HfE
FH subMatches &7, fEJscript FNER $0..$9 B4, BERERFESER, BER ‘\(" I ‘\) ',

~ LR FREBAAIE.

s CEMAFRENERUE,

server {
listen 80;
server name www.example.com example.com ;
if (Shost = "example.com" )
{
rewrite */(.*)$ http://www.example.com/$1 permanent;
}
if (Shost != "www.example.com" )
{
rewrite "/(.*)$ http://www.example.com/$1 permanent;
}
}
Wb PR IZ EHT
if ($host ~ '(.*)\.example\.com' ) {

set $subdomain $1;
rewrite "%/ (.*)$" /$subdomain/$1;




AP R 4

location ~* \.(js|css|jpg|jpeg|gif|png|swf)$ {
if (!-f S$request filename) {
rewrite /(.*) http://images.example.com/$1;

}

http get Z¥AL Bl

aRUT

[RIP it
http://www.netkiller.cn/redirect/index.html?skuid=133

S]:Rpihil
http://www.netkiller.cn/to/133.html

TER: nginx rewrite JFAN S Rehttp get ZHOALBE, WY Z 5 B N Arewrite R ERARICAS
#o

T R AT AN

rewrite "/redirect/index\.html\?skuid=(\d+)$ /to/$1.html permanent ;

FNFEELEAEEN S, ReRE MR, LR rewrite, BAMIER

server {
listen 80;
server name www.netkiller.cn;

#charset koi8-r;
access_log /var/log/nginx/test.access.log main;

location / {
root /www/test;
index index.html;

if ($request uri ~* ""/redirect/index\.html\?skuid=([0-9]+)$") {
set Sargvl $1;
rewrite .* /to/$argvl.html? permanent;




g 2R

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Tue, 12 Apr 2016 06:59:33 GMT
Content-Type: text/html

Content-Length: 178

Location: http://www.netkiller.cn/to/133.html
Connection: keep-alive

[neo@netkiller conf.d]$ curl -I http://www.netkiller.cn/redirect/index.html?skuid=133

IE D ER AR

ORUNS . B 720 IS4E0R I, HoAd A 0 Ifd 55 1f) 2 9 0 i

rewrite “/promotion/(?!2015\/)(.*)
https://www.netkiller.cn/promotion.html permanent;

LY RA

http://www.example.com/article/10 =>

http://www.example.com/article/10.html

location / {

if (!-e $request filename){
rewrite "(.*)$ /$1l.html last;
break;
}
}
I

Shchil

[Fihit http://ipfs.netkiller.cn/ipfs/QmcAlFsrt6jGTVQAUNZBgaprMEdFaFkmkzA5s2M6mF85UC

http://ipfs.netkiller.cn/ipfs/OmcAlFsrt6jGTVgAUNZBgaprMEdFaFkmkzA5s2M6mF85UC . mp4




location / {

proxy pass

rewrite */(.*)\.mp4$ /$1 last;

http://127.0.0.1:8080;

3.7. upstream 171 #5331

server srvl.example.com;
server srv2.example.com;
server srv3.example.com;

proxy pass http://myappl;

http {
upstream myappl {
}
server {
listen 80;
location / {
}
}
}

weight FUE i E.

upstream myappl {

server srvl.example.com weight=3;
server srv2.example.com;
server srv3.example.com;
}
backup SZPIHE

server
server
server
server
server
server {

}

upstream backend {

backendl.example.com weight=5;
backend2.example.com:8080;
unix:/tmp/backend3;

backupl.example.com:8080 backup;
backup2.example.com:8080 backup;

location / {

proxy pass http://backend;




3.8. Proxy

ngx_http_proxy_module

# cat /etc/nginx/nginx.conf

#user nobody;
worker processes 4;

#error log logs/error.log;
#error log logs/error.log notice;
#error log logs/error.log info;

#pid logs/nginx.pid;
events {

worker connections 40960;
use epoll;

http {
include mime.types;

access_log /dev/null;

sendfile on;
#tcp_ nopush on;

#keepalive timeout O0;
keepalive timeout 65;

#gzip on;

upstream backend{

# server 172.16.0.6:80;
server 10.0.0.68:80;
server 10.0.0.69:80;

server {
listen 80;
server name localhost;

#charset koi8-r;

default type application/octet-stream;

#log_format main 'Sremote addr - S$remote user [$time_local]
# '$status $body bytes sent "$http referer"
# '"$http_user_agent" "S$http x forwarded for"';

#access_log logs/access.log main;

#access log logs/host.access.log main;

"$request"




# location / {
# root html;
# index index.html index.htm;
# }
access_log /dev/null;
error log /dev/null;
location / {
i proxy pass $scheme://$host$request uri;
# proxy set header Host $http host;
# proxy buffers 256 4k;
# proxy _max_temp_ file size 0;
# proxy connect timeout 30;
# proxy cache valid 200 302 10m;
# proxy cache valid 301 1h;
# proxy cache valid any 1m;
proxy pass http://backend;
proxy redirect off;
proxy_set_header Host Shost;
# proxy set header X-Real-IP S$remote addr;
# proxy set header X-Forwarded-For $proxy add x forwarded for;
client max_body size 10m;
client_body_ buffer size 128k;
proxy connect timeout 30;
proxy send timeout 30;
proxy read timeout 30;
proxy buffer size 4k;
proxy buffers 256 4k;
proxy busy buffers size 64k;
proxy temp file write_size 64k;
tcp_nodelay onj;
}
#error page 404 /404 .html;
# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root html;
}
}
}

proxy_cache

/etc/nginx/conf.d/



proxy cache path /www/cache keys zone=www:128m;
server {

location / {
proxy pass http://example.net;
proxy_ cache www;
proxy cache key S$uri;
proxy cache valid 200 302 60m;
proxy cache valid 404 1m;

proxy_cache_valid fit B HT TP} 7564 5 22 /715 ]

proxy cache valid any lm; fHAABREE—DH
proxy_cache_valid 200 302 60m; JAZ&200, 302TAEERF 600

proxy cache valid 404 1m; JAS404TIHEFLID

http {

proxy cache path /var/www/cache levels=1:2 keys zone=my-cache:8m max size=1000m
inactive=600m;

proxy temp path /var/www/cache/tmp;

server {
location / {
proxy pass http://example.net;
proxy cache mycache;
proxy cache valid 200 302 60m;
proxy cache valid 404 1m;

location / {
proxy pass http://localhost;
proxy set header Host Shost;
proxy set header X-Real-IP Sremote addr;
proxy_ set header X-Forwarded-For $proxy add x forwarded for;
proxy ignore headers Set-Cookie;
proxy ignore headers Cache-Control;
proxy cache bypass Shttp secret header;
add header X-Cache-Status Supstream cache_status;

server {
listen 80;
server name example.org;
root /var/www;
index index.html index.php;




location ~* .+.(ico|jpg|gif|jpeg|css|js|£flv|png|swf)$ {
expires max;

}

location / {
proxy_pass http://backend;
proxy set header X-Real-IP S$remote addr;
proxy set header Host $http host;
proxy cache cache;
proxy cache key S$host$request uri;
proxy cache valid 200 304 12h;
proxy cache valid 302 301 12h;
proxy cache valid any 1m;
proxy ignore headers Cache-Control Expires;
proxy pass_ header Set-Cookie;

proxy cache valid 200 302 10m;
proxy cache valid 301 1lh;
proxy cache valid any 1m;

rewrite + proxy_pass

AR T

http://www.example.com/images/logo.jpg => http://images.example.com/logo.jpg

10 5 B 2 proxy_pass http://images.example.com; H] J5 42
http://images.example.com/images/logo.jpg, 17 EFEimages H 5%, X B Frewrite
/images/(.+)$ /$1 break;SZF]

location "~ /images/ {
rewrite /images/(.+)$ /$1 break;
proxy pass http://images.example.com;
break;

}

request_filename + proxy_pass

WRSAEARTEAE, IBaEKiGER T R LI

location / {
root /www;
proxy intercept errors on;
if (!-f S$request filename) {
proxy pass http://172.16.1.1;



break;

}
}
location / {
root /www/images;
proxy intercept errors on;
if (!-f S$request filename) {
proxy pass http://172.16.1.2;
break;
}
}

$request_uri 5 proxy_pass B4

server {
listen 80;
server name info.example.com;

#charset koi8-r;
access_log /var/log/nginx/info.example.com.access.log main;

location / {
root /www/example.com/info.example.com;
index index.html index.htm;

rewrite */$ http://www.example.com/;

valid_referers none blocked *.example.com;

if ($invalid referer) {
#rewrite " (.*)$ http://www.example.com/cn/$1;
return 403;

}

proxy intercept errors on;
proxy set header X-Real-IP S$remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header Host Shost;

proxy_cache one;

proxy cache valid 200 302 304 10m;
proxy cache valid 301 1h;

proxy cache valid any 1lm;

FHFEHFEHFHFHFHSH

if ( $request uri ~
"~/public/datas/(sge|cgse|futures|fx _price|gold price|stock|bonds)\.xml$") {
proxy pass http://211.176.212.212$8request_uri;
break;

}
if (!-f S$request filename) {

proxy pass http://infoadmin.example.com;
#proxy pass http://backend;
break;
}
}

location ~ “/index\.php$ {
return 403;




}

location ~ "~/ (config|include|crontab|/systemmanage)/ {

deny all;
break;
}
#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error_ page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

try_files 5 proxy_pass 3L F

FiR, FEweb H % PRI, AR AAFALENEYE A proxy bFE , i % proxy 5 i ftomeat 4 i F
525

FATOT LU try_files 5 proxy_pass SEELFATHIFE 2K

server {
listen 80;
server name m.netkiller.cn;

charset utf-8;
access_log /var/log/nginx/m.netkiller.cn.access.log;

location / {
root /www/example.com/m.example.com;
try files $uri $Suri/ @proxy;

}

location @proxy {
proxy pass http://127.0.0.1:8000;

proxy set header Host Shost;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
}
#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

#location ~ /\.ht {

# deny all;

#}




location ~ “/WEB-INF/ {
deny all;
}

location ~ \.(html|js|css|jpg|png|gif|swf)$ {
root /www/example.com/m.example.com;
expires 1d;

}

location ~ \.(ico|fla|flv|mp3|mp4|wma|wmv|exe)$ {
root /www/example.com/m.example.com;
expires 7d;

}

location ~ \.flv {
flv;

}

location ~ \.mp4$ {
mp4 ;
}

location /module {
root /www/example.com/m.example.com;

Proxy 5 SSI

& nginx + tomcat #3;, nginx JFJ3 SSI, Tomcat 2/ 25 5 1] F 45 H SSI FR%s

# cat /etc/nginx/conf.d/www.netkiller.cn.conf
server {

listen 80;

server name www.netkiller.cn;

charset utf-8;
access_log /var/log/nginx/www.netkiller.cn.access.log;

location / {
#index index.html index.htm;
proxy pass http://127.0.0.1:8080;

proxy set header Host Shost;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
}
#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;




test.jsp S

<%@ page language="java" import="java.util.*,java.text.SimpleDateFormat"
pageEncoding="UTF-8"%>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html>

<head>

<title>show time</title>
</head>
<body>
<%

Date date=new Date();
SimpleDateFormat ss=new SimpleDateFormat("yyyy-MM-dd HH:mm:ss");
String lgtime=ss.format(date);

3>
<center>
<hl><%=1lgtime%></h1l>
</center>
<!--# set var="test" value="Hello netkiller!" -->
<!--# echo var="test" -->
</body>
</html>

WA AR RS, RS EBISSIHRZ

<!--# set var="test" value="Hello netkiller!" -->
<!--# echo var="test" -->

[ ES

location / {

ssi on;

proxy set header Accept-Encoding "";

proxy pass http://127.0.0.1:8080;

proxy set header Host Shost;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;

RIS, OB EAZISSR:, HAER 2304 HiHello netkiller!

Host
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proxy_set_header Host www.example.com;

proxy_set_header Host $server_name;

server {
listen 80;
server name www.example.com;

charset utf-8;
access_log /var/log/nginx/www.example.com.access.log main;

proxy set header Host $server name;

location / {
proxy pass http://154.21.16.57;
}

#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error_ page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

expires

location / {
root /var/www;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy_set header Host $http host;
proxy redirect false;

if (Srequest uri ~* "\.(ico|css|js|gif|jpe?g|png)\2[0-9]+$") {
expires max;

break;

}

if (-f $request filename) {
break;

}

if (-f Srequest filename/index.html) {
rewrite (.*) $1/index.html break;

}
if (-f S$request filename.html) {
rewrite (.*) $l.html break;

}

proxy pass http://backend;




X-Forwarded-For

proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
X-Sendfile

http://wiki.nginx.org/NginxXSendfile
proxy_http_version
proxy_http_version 1.0 | 1.1;

proxy_set_header

proxy set header Host Shost;
proxy set header X-Real-IP Sremote_ addr;
proxy set header X-Forwarded-For $proxy add_x forwarded for;

proxy set header User-Agent "Mozilla/5.0 (compatible; MSIE 10.6; Windows NT 6.1;
Trident/5.0; InfoPath.2; SLCCl; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET CLR
2.0.50727) 3gpp-gba UNTRUSTED/1.0";

proxy set_ header X-Forwarded-URI S$request_uri;

(SE SRS
151 G o 7 3k -

Connection: keep-alive
Content-Encoding: gzip

Content-Type: text/html; charset=UTF-8
Date: Thu, 04 Feb 2018 02:20:36 GMT
Transfer-Encoding: chunked

Vary: Accept-Encoding

X-Powered-By: PHP/7.2.0

Fae PHP hitAf5 &

proxy hide header X-Powered-By;

2k




location /images/ {
proxy cache my_ cache;
proxy ignore headers Cache-Control;
proxy cache valid any 30m;

proxy_pass_request_headers j%{% Header

AP &% E B E X HTTP LE R, XEAFFA HTTP (L5 BUUR FES B
proxy_pass i1 €I EFF,

proxy pass_request headers off;

BRINRGRTT IR

proxy pass_request headers on;

timeout #3 5} Hsf ]

proxy_connect_timeout: FEHHN BCE. . 5 Ui 55 a2 R AR INH IS 1], 2R b4t 545 0 M) 2
IS 1] o

proxy_read_timeout: 4% BN . SE05 )5 bl 55 A% R RLINS 1], LSz B2 RN it HERA 2
SEGALIR, T DL i IR S5 5 A 3L 2R A B T

proxy_send_timeout: )5 ¥ 55 A% A 15 A 18] . iR AE I RE I 1) 2 PR S AR 55 i A6 200 2 S e
A IR o

location / {
proxy pass http://127.0.0.1:8000;

proxy set header Host S$host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

proxy connect timeout 60s;
proxy read timeout 300s;
proxy send timeout 300s;

sub_filter S A<




proxy set header Accept-Encoding ""; # FhlEMitgzip
sub_filter 'ElE' 'EE'; # AN

sub filter 'neo' 'netkiller';

sub filter once off; # TEEIR

example

fapi/ FEACHE, HoAt 5TT A2 Nginx

AR E H %

server {
listen 443 ssl http2;
server name www.netkiller.cn netkiller.cn;

ssl_certificate ssl/netkiller.cn.crt;

ssl certificate key ssl/netkiller.cn.key;
ssl session_cache shared:SSL:20m;

ssl session_timeout 60m;

charset utf-8;
#access_log /var/log/nginx/host.access.log main;

location / {
root /opt/netkiller.cn/www.netkiller.cn;
index index.html;

}

location "~ /api/ {
proxy pass http://127.0.0.1:8080;
proxy http version 1.1;

proxy set header Host Shost;
break;

}

#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

location ~ /\.ht {
deny all;

}

upstream 5245



127.0.0.1 api.example.com
172.16.0.10 apil.example.com
172.16.0.11 api2.example.com

upstream api.example.com {
least conn;

server apil.example.com;
server api2.example.com;

}
server {
listen 80;
server name api.example.com;
charset utf-8;
access_log /var/log/nginx/api.example.com.access.log;
location / {
Proxy pass http://api.example.com;
proxy set header X-Real-IP S$remote addr;
#proxy set header Host S$host;
proxy set header Host api.example.com;
}
#error page 404 /404 .html;
# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;
}
# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#
#location ~ \.php$ {
# proxy pass http://127.0.0.1;
#}
}
Tomcat SZffi]
server {
listen 80;

server name m.netkiller.cn;

charset utf-8;
access_log /var/log/nginx/m.netkiller.cn.access.log;

location / {
root /www/example.com/m.example.com;
rewrite "“(.*)\;jsessionid=(.*)$ $1 break;
try files $uri $uri/ @proxy;

}

location @proxy {
proxy pass http://127.0.0.1:8000;




proxy_ set header Host Shost;

proxy_ set header X-Real-IP Sremote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
}
#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error_ page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

#location ~ /\.ht {

# deny all;

#}

location ~ "/WEB-INF/ {
deny all;
}

location ~ \.(html|js|css|jpg|png|gif|swf)$ {
root /www/example.com/m.example.com;
expires 1d;

}

location ~ \.(ico|fla|flv|mp3|mp4|wma|wmv|exe)$ {
root /www/example.com/m.example.com;
expires 7d;

}

location ~ \.flv {
flv;

}

location ~ \.mp4$ {
mp4 ;
}

location /module {
root /www/example.com/m.example.com;

T A jsessionid b3 75 =,
Nginx -> Nginx -> Tomcat
T AR PR 7 2PN ginx Al 18 A4 — ENginx BART RS, AF 2280 H B 7ike

X HIA H T http2 Sl nginx ssl http2 -> nginx ssl http2 -> Tomcat 8080

server {
listen 443 ssl http2;
server name www.netkiller.cn;



ssl certificate ssl/netkiller.cn.crt;
ssl certificate_key ssl/netkiller.cn.key;
# ssl_session_cache shared:SSL:1m;
# ssl_session_ timeout 5m;
# ssl_ciphers HIGH:!aNULL: !MD5;
# ssl_prefer server ciphers on;
location / {
proxy buffers 16 4k;
proxy buffer size 2k;
proxy pass https://www.netkiller.cn;
proxy pass_header Set-Cookie;
add_header From www.netkiller.cn;
proxy set header Cookie $http cookie;
proxy set header Host Shost;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy cookie domain www.netkiller.cn netkiller.cn;
#proxy cookie path / "/; secure; HttpOnly";
proxy set header Accept-Encoding "";
proxy ignore client abort on;
}
}
FILE T B

DR AR BRI . T BB Scookies HIENL, 7MIHRIG T H: 3 FiSession, Jy
JF 2 X-Forwarded-For FREUPHIHE .

Proxy 4t#H Cookie
T A& @it proxy_pass fCPRIive800fZ A, FoAl TR ZACF LA HLTT -
Host3LAb¥E , Cookief&if, e [K va 1 Hr I 4% . B3 SCF A html css ,xml css,js

location ~ "“/k800 {

#rewrite ~/1ive800/(.*) /$1 break;

proxy pass http://118.23.24.15;

proxy pass_header Set-Cookie;

proxy_ set header Accept-Encoding "";

proxy_ set header X-Forwarded-For $proxy add x forwarded for;
proxy_ set header Host www.example.com;

proxy set header Cookie S$http cookie;

sub filter types text/html text/css text/xml text/css text/javascript;
sub filter 'www.example.com' 'Shost';
sub filter once off;

Proxy 7%/l CORS 3k



server {
listen 80;
listen 443 ssl http2;

server name api.netkiller.cn;

ssl certificate ssl/netkiller.cn.crt;

ssl certificate key ssl/netkiller.cn.key;
ssl_session_cache shared:SSL:20m;

ssl session_ timeout 60m;

ssl_protocols TLSvl TLSvl.l TLSvl.2;

charset utf-8;
access_log /var/log/nginx/api.netkiller.cn.access.log main;

location / {

Proxy pass http://127.0.0.1:7000;
}
location "~ /api {
add header Access-Control-Allow-Origin *;
add header Access-Control-Allow-Headers Content-Type,Origin;
add_header Access-Control-Allow-Methods GET,OPTIONS;
proxy pass http://other.example.com/api/;
}

it Proxy JXAL restful 21

i) proxy AL restful 422 7% Bl json FE4FE o

e, ARXE—AER, FiEEHTMLSE T ajax Hrestful 52 H., ajax£> g x4 1R [l jsonZi #iE ,
H st 7 IR o ig i Srestful 52 TLHBH, {H & json [ i 45 R 75 B4k

PALHIE TN, % [Plmessagefy "message":"Full authentication is required to access this
resource"

neo@netkiller ~/workspace/Developer/Python % curl
http://api.netkiller.cn/restful/member/get/1.json

{"timestamp":1505206067543, "status":401, "error": "Unauthorized", "message":"Full
authentication is required to access this resource", "path":"/restful/member/get/1l.json"}

LRI S &, BT H P FIHE D 2], ajax 75 W38 O 240 XARER S &
o

80 /ete/nginx/conf.d/api.netkiller.cn.conf it & 44

server {
listen 80;



server name api.netkiller.cn;

charset utf-8;

location / {
proxy_pass http://localhost:8443;
proxy http version 1.1;

proxy set header Host Shost;

sub filter types application/json;

sub filter 'Full authentication is required to access this resource' 'HFIIFE
X'

sub filter once off;

}
}

Frig DAL FAF R, f Finginx sub_filter A3k,
I 30 nginx 2RJ5 WHA UL RR:

neo@netkiller ~/workspace/Developer/Python % curl
http://api.netkiller.cn/restful/member/get/1.json

{"timestamp":1505208931927, "status":401, "error":"Unauthorized", "message"

1x","path":"/restful /member/get/1.json"}

: " AP I

PFERAVE BIROR A "message":" F F B0 jIEEE 12"

HTTP2 proxy_pass http://

server {
listen 80;
listen 443 ssl http2;
server name www.netkiller.cn netkiller.cn;

ssl certificate ssl/netkiller.cn.crt;

ssl certificate key ssl/netkiller.cn.key;
ssl_session_cache shared:SSL:20m;

ssl session_ timeout 60m;

charset utf-8;
#access_log /var/log/nginx/host.access.log main;

error_page 497 https://$host$uri?Sargs;

if ($scheme = http) {
return 301 https://$server name$request uri;

}

S

location "~ /member/ {
proxy_pass https://47.75.176.32:443;




proxy set header Host www.netkiller.cn;
break;

}

location / {
root /opt/www.netkiller.cn;
index index.html index.php;

}

#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#

#location ~ \.php$ {

# proxy_pass http://127.0.0.1;

#}
# pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#
location ~ \.php$ {
root html;
fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;
fastcgi param SCRIPT FILENAME /opt/www.netkiller.cn$fastcgi script name;
include fastcgi_ params;
}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#
location ~ /\.ht {
deny all;
}
}
IPFS

mkdir -p /var/cache/nginx/ipfs
chown nginx:root /var/cache/nginx/ipfs

proxy cache path /var/cache/nginx/ipfs keys zone=ipfs:4096m;
server {

listen 80;

server name localhost;

#charset koi8-r;




access _log /var/log/nginx/ipfs.access.log;

location / {
Proxy pass http://127.0.0.1:8080;
proxy cache ipfs;
proxy cache valid 200 30d;
expires max;

}

location ~* .+.(mp4)$ {
rewrite "~/ (.*)\.mp4$ /$1 last;
Proxy_ pass http://127.0.0.1:8080;
proxy cache ipfs;
proxy cache valid 200 30d;
expires max;
mp4;
}

#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

RO

[root@netkiller ~]# find /var/cache/nginx/ipfs/
/var/cache/nginx/ipfs/
/var/cache/nginx/ipfs/47¢c3015c7a497f26£650a817f5al79ab

HTTP Auth JAJE 5

nginx fXF springboot, Springboot {7 JWT jA\ilf, HTTP:L> Authorization: Bearer
{BASE64}

admin.netkiller.cn J& & T 2R EIE G, A FIBA B EIPHbE, 2987 VPN 7%, #hdf. m&
deE{d#i i HTTP Auth, HTTP Auth {# f§ HTTP Authorization: Basic {BASE64},

mESE T, HTHTTPH) key #/% Authorization, Authorization: Basic 278 215 Authorization:
Bearer 53 Springboot J5iZiA\iiFi& [H] 401.

AR O BB, TR PR R T R ORI e g . IS IRBOIRAS . AR

auth basic off;
roxy pass_request_ headers on;



eI BT

server {
listen 80;
listen 443 ssl http2;

server name admin.netkiller.cn;
include /etc/nginx/default.d/*.conf;

access_log /var/log/nginx/admin.netkiller.cn.access.log;
error log /var/log/nginx/admin.netkiller.cn.error.log;

error page 497 https://$host$uri?S$Sargs;

if ($scheme = http) {
return 301 https://$server name$request uri;

}

location / {
auth basic "Administrator's Area";
auth basic user file htpasswd;
root /opt/netkiller.cn/admin.netkiller.cn;
try files S$uri Suri/ /index.html;
index index.html;

}

location /api/ {
auth basic off;
proxy pass_request headers on;
proxy set header Host $http host;
proxy set header X-Real-IP $remote addr;
proxy set header REMOTE-HOST S$remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy pass http://api.netkiller.cn:8080/;
}

error page 404 /404.html;
location = /40x.html {
}

error page 500 502 503 504 /50x.html;
location = /50x.html {

}

3.9. fastcgi
spawn-fcgi

config php fastcgi




sudo vim /etc/nginx/sites-available/default

location ~ \.php$ {
fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;
fastcgi param SCRIPT FILENAME /scripts$fastcgi script name;
include fastcgi params;

Spawn-fcgi

We still need a script to start our fast cgi processes. We will extract one from Lighttpd. and then
disable start script of lighttpd

$ sudo apt-get install lighttpd
$ sudo chmod -x /etc/init.d/lighttpd

$ sudo touch /usr/bin/php-fastcgi
$ sudo vim /usr/bin/php-fastcgi

#!1/bin/sh
/usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -u www-data -f /usr/bin/php5-cgi

fastcgi daemon

$ sudo touch /etc/init.d/nginx-fastcgi
$ sudo chmod +x /usr/bin/php-fastcgi
$ sudo vim /etc/init.d/nginx-fastcgi

This is also a new empty file, add the following and save:

#1/bin/bash

PHP SCRIPT=/usr/bin/php-fastcgi
RETVAL=0

case "$1" in

start)

SPHP_SCRIPT

RETVAL=$?

.o
rr

stop)

killall -9 php
RETVAL=$?

P

restart)
killall -9 php
SPHP_SCRIPT
RETVAL=$?

.o
rr

*)
echo "Usage: nginx-fastcgi {start|stop|restart}"
exit 1

rr
esac




exit SRETVAL

e need to change some permissions to make this all work.
$ sudo chmod +x /etc/init.d/nginx-fastcgi

create a test file

sudo vim /var/www/nginx-default/index.php
<?php echo phpinfo(); ?>

php-fpm

php5-fpm

sudo apt-get install php5-cli php5-cgi php5-fpm

/etc/init.d/php5-fpm start

4% php-fpm

./configure --prefix=/srv/php-5.3.8 \
--with-config-file-path=/srv/php-5.3.8/etc \
--with-config-file-scan-dir=/srv/php-5.3.8/etc/conf.d \
--enable-fpm \

--with-fpm-user=www \

--with-fpm-group=www \

--with-pear \

--with-curl \

—--with-gd \

--with-jpeg-dir \

--with-png-dir \

--with-freetype-dir \

--with-xpm-dir \

--with-iconv \

--with-mcrypt \

--with-mhash \

--with-z1lib \

—--with-xmlrpc \

--with-xsl \

--with-openssl \
-—-with-mysql=/srv/mysql-5.5.16-1inux2.6-i686 \
--with-mysqli=/srv/mysgl-5.5.16-1inux2.6-i686/bin/mysql config \
--with-pdo-mysqgl=/srv/mysql-5.5.16-1inux2.6-1686 \
--with-sglite=shared \

--with-pdo-sqlite=shared \

--disable-debug \

-—enable-zip \

--enable-sockets \




--enable-soap \
--enable-mbstring \
--enable-magic-quotes \
-—enable-inline-optimization \
--enable-gd-native-ttf \
--enable-xml \
--enable-ftp \
--enable-exif \
--enable-wddx \
--enable-bcmath \
--enable-calendar \
--enable-sglite-ut£f8 \
--enable-shmop \
--enable-dba \
-—enable-sysvsem \
--enable-sysvshm \
—--enable-sysvmsg

make && make install

USRI B fpm ZwiAEERIR . HUH--with-merypt B DLW A2 o

cp sapi/fpm/init.d.php-fpm /etc/init.d/php-fpm

chmod 755 /etc/init.d/php-£fpm

ln -s /srv/php-5.3.5 /srv/php

cp /srv/php/etc/php-fpm.conf.default /srv/php/etc/php-fpm.conf
cp php.ini-production /srv/php/etc/php.ini

FHFEHFHFH

groupadd -g 80 www
adduser -o --home /www --uid 80 --gid 80 -c "Web User" www

php-fpm.conf

# grep -v ';' /srv/php-5.3.5/etc/php-fpm.conf | grep -v ""$"
[global]

pid = run/php-fpm.pid

error log = log/php-fpm.log

[www]

listen = 127.0.0.1:9000

user = www
group = www
pm = dynamic
pm.max_children = 2048

pm.start servers = 20

Pm.min_spare servers = 5
PMm.Mmax spare_servers

]
w
(6]

pm.max_requests = 500

chkconfig --add php-fpm




php-fpm R

location /nginx status {
stub_ status on;
access_log off;
allow 202.82.21.12;
deny all;
}
location ~ "/(status|ping)$ {
access_log off;
allow 202.82.21.12;
deny all;
fastcgi pass 127.0.0.1:9000;
fastcgi_param SCRIPT FILENAME S$fastcgi_script_name;
include fastcgi_ params;

fastcgi_pass

location ~ ~(.+\.php)(.*)$
{
fastcgi pass 127.0.0.1:9000;
fastcgi index index.php;
fastcgi split path info “(.+\.php)(.*)$;
fastcgi param SCRIPT FILENAME $document root$fastcgi script name;
fastcgi_param  PATH_INFO $fastcgi_path info;
fastcgi param  PATH TRANSLATED $document root$fastcgi path info;
include fastcgi_ params;
}

Unix Socket

location ~ .*\.(php|php5)?$ {
#fastcgi pass 127.0.0.1:9000;
fastcgi pass unix:/dev/shm/php-£fpm.sock;
fastcgi index index.php;
include fastcgi.conf;

nginx example

server {
listen 80;
listen 443 ssl http2;
server name cms.netkiller.cn;

ssl certificate ssl/netkiller.cn.crt;
ssl_certificate_key ssl/netkiller.cn.key;
ssl session cache shared:SSL:20m;

ssl session_ timeout 60m;

charset utf-8;




access_log /var/log/nginx/cms.netkiller.cn.access.log main;
error_page 497 https://$host$uri?Sargs;

if ($scheme = http) {
return 301 https://$server name$request uri;

}

location ~ "/wp-content/uploads/.*\.php$ {
deny all;
}

location / {
root /opt/netkiller.cn/cms.netkiller.cn;
index index.html index.php;

}
#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#

#location ~ \.php$ {

# proxy_ pass http://127.0.0.1;

#}

# pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#

location ~ \.php$ {

root /opt/netkiller.cn/cms.netkiller.cn;

fastcgi pass 127.0.0.1:9000;

fastcgi index index.php;

fastcgi param SCRIPT FILENAME
/opt/netkiller.cn/cms.netkiller.cn$fastcgi script name;

include fastcgi_ params;

}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

#location ~ /\.ht {

# deny all;

#}




4. Nginx module

4.1. stub_status IR 55 IR RE IR

location /nginx_status {
stub status on;
access log off;
allow 127.0.0.1;
deny all;

php-fpm RZT

location ~ "~/(status|ping)$ ({

access_ log off;

allow 202.82.21.12;

deny all;

fastcgi pass 127.0.0.1:9000;

fastcgi param SCRIPT FILENAME

Sfastcgi script name;
include fastcgi params;

}

4.2. sub_filter T [ H2 3R F11 ik

location / {

sub filter '<a href="http://127.0.0.1:8080/' '<a
href="https://S$host/"';

sub filter '<img src="http://127.0.0.1:8080/"' '<img
src="https://$Shost/"';

sub_filter once on;




Beiudsiproxy_pass Bl [ B P 2

location ~ */1live800 {
proxy_pass
rewrite
proxy set header
proxy set header
$proxy_add_x forwarded for;
proxy set header

text/javascript;
sub_filter 'www.abc.com'
sub_filter once off;

http://218.23.24.53;

*/1ive800/(.*)
Accept-Encoding &
X-Forwarded-For

/$1 break;

Host www.abc.com;
sub filter types text/html text/css text/xml text/css

'Shost';

4.3. auth_basic HTTP A\ jiE At

cd /usr/local/nginx/conf
server {
listen 80;
server name www.example.com;
root /var/www/htdocs;
index index.html;

location / {
try files $uri $uri/
auth basic
auth basic user file

/index.html;
"Administrator’s Area";
conf/htpasswd;




fiti ] htpasswd A JLA R SO

Az 3 s SO

$ sudo apt-get install apache2-utils

htpasswd -c -d htpasswd user name

Rm

WNI{ER -d Force CRYPT encryption of the password. J&IN,

{# F openssl 4 B &S

[root@netkiller ~]# openssl passwd

Password:
Verifying - Password:
9/cEBEuUF8T/x0Q

[root@stage nginx]# openssl passwd 123456
DuWluVagmkZG8A

[root@stage nginx]# echo "admin:DuWluVgmkZG8A" > htpasswd

4.4. valid_referers

] 1.4. Example: valid_referers

location /photos/ ({
valid referers none blocked www.mydomain.com mydomain.com;




if ($invalid referer) {
return 403;
}
}

location ~* \.(gif|jpg|jpeg|png|bmp|txt|zip|jar|swf)$ {
valid referers none blocked *.mydomain.com;
if ($invalid referer) ({
rewrite "/
http://www.mydomain.com/default.gif;
#return 403;

}
}

location /images/ {

alias /www/images/;

valid referers none blocked *.mydomain.com;

if ($invalid referer) {

rewrite "/

http://www.mydomain.com/default.gif;

}
}

4.5. ngx_http_flv_module

location ~ \.flv$ {
flv;
}

4.6. ngx_http_mp4_module



location /video/ {

mp4;

mp4 buffer size 1lm;
mp4 max buffer size 5m;
mp4 limit rate on;

mp4 limit rate after 30s;

4.7.limit_zone

limit zone one S$binary remote addr 10m;

server {
location /download/ {
limit conn one 1;

4.8. image_filter

image filter BCEIN:

image filter off; fEFfifElocationkFEIRAME

image filter test; RN Z R JIPEG, GIFSUPNGIERNMIEIR. BNEIR
415 (Unsupported Media Type) JG#UR[E,

image filter size; MIsoNt& T IREIE&E R,

image filter rotate 90 | 180 | 270; BEGEN REEERE.
HERTTUNEREE, FIURIRER, 55 resize Hl crop THRERMER.
image filter resize width height; ZLEFIZE N BBEEEARN. R
MRIEEEP—%, Z—HrAEER: -7, WNRBERRE, RBEFESRE

415 (Unsupported Media Type). ZHWERIMUNEBEET=, H5 rotate &
HENERN, RERAEERN Z5.

image filter crop width height; ¥ LB AN S A 82 3238 79 XS & R/
AT, AERESZ—BNZHERNED., MRERIEEHEHP—%H, Z—HeMEE
RN ov—r, MRBEEIRARE, RSB2I2IRE] 415 (Unsupported Media Type).




SHNERIUNEEEE, H5 rotate SHEIMMERN, MRELAEENE ZA,

image filter buffer BoEIN:

image filter buffer size; {40 image filter buffer 1M; RERRIE
EgGNETRNEAE, EEGEIXMAN, RSEWIARE 415 (Unsupported
Media Type) .

image filter jpeg quality quality; Il

image filter jpeg quality 75;RBETHEHIPECEIGHN BRE . FiEE
B 1 - 100 . BINEEHREEENEGRENREOESERIKE, B
NREAXERIS. SHNERNEITE.

image filter sharpen percent; image filter sharpen 0; IBINERR
EGHWEBE. SEESLAET100. 0hEREN. SHNETNEATE.
image filter transparency on|off; image filter transparency on;
E X HXIPNG, EGIFEGATHEETRNEERTEREEAE., MKRBEREFH
BERDURISESHIBIGRE. PNGEIEFMalphaBERIEREIRIAS—EWIRE

EEANFR B RIE F FHERTH 800x600

location ~* \.(Jjpg|gif|png)$ {
image filter resize 800 600;

}
L images BRMEBE R FHERRTH1920x1080

location ~* /images/.*\.(jpg|gif|png)$ {
image filter resize 1920 1080;

}
B LN AurlIgE
location ~* (.*\.(jpg|gif|png))!(.*)x(.*)$ {
set $width $3;
set S$height S4;

rewrite "(.*\.(jpg|gif|png))(.*)$" $1;
}

location ~* .*\.(jpg|gif|png)$ {
image filter resize $width $height;
}




location ~* /images/(.+) (d+)x(d+).(jpg|gif|png)$ {
set $height $2;
set Swidth $3;
if (Sheight = "0") {
rewrite /images/(.+)_ (d+)x(d+).(Jjpg|gif|png)s$
/images/$1.$4 last;
}
if ($width = "0") {
rewrite /images/(.+) (d+)x(d+).(Jjpg|gif|png)$
/images/$1.$4 last;
}

#IRYELA EAIR B A BB RS

image filter resize S$height S$width;

#REIRA2M, BEHBIAEHBE2MREI415581%, RIBMAIFERKIBETHSE
image filter buffer
image filter buffer 2M;

#error page 415 /images/404.3jpg;
try files /images/$1.$4 /images/404.3jpg;
}

location ~* /images ({

}

location ~* “/images/resize/([\d\-1+) ([\d\-1+)/(.+) {
alias /www/example.com/img.example.com/$3;
image filter test;
image filter resize $1 $2;
image filter buffer 2M;
image filter jpeg quality 95;
image filter sharpen 90;
expires 60d;

4.9. ngx_stream_proxy_module

ngx_stream_proxy_module [ 5 ngx_http_proxy_module 2 FHAFH
UL, i T tepRBLB BT . J538 HBEM T hitp A



LB proxy_passts & H AETEserver B il , $2 44 slip ik
i 2 %, Whln] Dltep, #0A BLZudp.

server {

listen 127.0.0.1:80;

proxy pass 127.0.0.1:8080;
}
server {

listen 25;

proxy connect timeout ls;

proxy timeout 1lm;

proxy pass mail.example.com:25;
}
server {

listen 53 udp;

proxy responses 1;

proxy timeout 20s;

proxy pass dns.example.com:53;
}
server {

listen [::1]:8000;

proxy pass unix:/tmp/stream.socket;
}

4.10. ngx_http_mirror_module

location / {

mirror /mirror;

proxy pass http://backend;
}

location /mirror {
internal;
proxy pass http://test backend$request uri;




4.11. limit_except

location /api/ {

limit except PUT DELETE {
proxy pass http://127.0.0.1:9080;
}

4.12. geoip_country_code

location /google {
if ( $Sgeoip country code ~ (RU|CN) ) {
proxy pass http://www.google.hk;
}




5. Exa

mple

5.1. Nginx + Tomcat

] 1.5. Nginx + Tomcat

server ({

#

}

}

}

}

}

location ~ \.(html]|js

location ~ \.(ico|fla

listen 80;
server name www.example.com;

charset utf-8;
access log /var/log/nginx/www.example.com.access.log;

location / {

proxy pass http://127.0.0.1:8080;

proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;

proxy set header X-Forwarded-For S$proxy add x forwarded for;
}
#error page 404 /404 .html;

# redirect server error pages to the static page /50x.html

error_page 500 502 503 504 /50x.html;
location = /50x.html {

root /usr/share/nginx/html;

location ~ "“/WEB-INF/ {

deny all;

css|Jjpg|png|gif|swf)$ {
root /www/example.com/www.example.com;
expires 1d;

flv|mp3 |mp4 |wma | wmv
root /www/example.com/www.example.com;
expires 7d;

exe)$ {

location ~ \.flv {

flv;

location ~ \.mp4$ {

mp4;




}

5.2. F:#index.html
TR PO HR TR R R BB B, Hofth VO IR R
oK BRI E U B & UL

server {

listen 80;
server name any.netkiller.cn;

charset utf-8;
access _log /var/log/nginx/any.netkiller.cn.access.log;
error log /var/log/nginx/any.netkiller.cn.error.log;

location /index.html {
ssi on;
proxy set header Accept-Encoding "";
proxy pass http://172.16.0.1/www/temp.html;
proxy set header Host www.netkiller.cn;

}

location / {
ssi on;
rewrite "/$ /zt/your.html;

proxy set header Accept-Encoding "";
proxy pass http://127.0.0.1:8080;
proxy set header Host Shost;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
}
error_page 404 /error/404.html;
error_page 403 /error/403.html;
error page 502 /error/502.html;

error page 500 502 503 504 /error/500.html;

location ~ "/WEB-INF/ {
deny all;
}

location ~ \.(html|js|css|jpg|png|gif|swf)$ {
root /www/netkiller.cn/www.netkiller.cn;




expires 1d;
}
location ~ \.(ico|fla|flv|mp3|mp4 |wma|wnv|exe)$ {
root /www/netkiller.cn/www.netkiller.cn;
flv;
mp4 ;
expires 7d;
}
location /zt {
root /www/netkiller.cn/www.netkiller.cn;
rewrite "“(.*)\;jsessionid=(.*)$ $1 break;
expires 1d;

}
location "~ /zt/other/ ({
ssi on;
proxy set header Accept-Encoding "";
proxy pass http://172.16.0.1/www/;
proxy set header Host www.netkiller.cn;
proxy cache www;
proxy cache valid 200 302 1m;
}

location /module {
root /www/netkiller.cn/www.netkiller.cn;

}

5.3. Session 1] Cookie J34LFH

78

User -> Http2 CDN -> Http2 Nginx -> proxy pass 1.1 -> Tomcat

BT, BUAEOL T tomeat A4 E 3% Cookie 35, 4N T HFHTTPL

Set-Cookie: JSESSIONID=8542E9F58C71937B3ABC97F002CE039F;path=/;HttpOnly

XA R —AN )8, FEN Y28 o BRiA Cookieti 4 F HTTP_HOST =k
(www.example.com) , LRRIuEHE—MELAA RS, GREILECookiesy
T4 T4 * .example.com Tk BN




.

18 1 it & Tomcat sessionCookieDomain="example.com" A] DL sZH#E 1% Cookie
1,

<Context path="" docBase="/www/netkiller.cn/www.netkiller.cn"
reloadable="false" sessionCookieName="PHPSESSID"
sessionCookieDomain="netkiller.cn" sessionCookiePath="/" />

XEERECE — M P B 7 R AT DL 2 o BRI TR R E A —Il, TEARS %%
BELZNWA (ZFI84) o MK T Tomeat Bi52¢4Ei% netkiller.cn XA,
HAth e 44 T 1 IE 1 & Cookie

$ curl -s -I -H https://www.netkiller.cn/index.jsp | grep Set-Cookie
Set-Cookie:
PHPSESSID=4DBAF36AA7B79CE1ACBA8DD67702B945;domain=netkiller.cn;path=/;Ht
tpOnly

$ curl -s -I -H 'Host: www.test.com' https://www.test.com/index.jsp |
grep Set-Cookie

Set-Cookie:
PHPSESSID=4DBAF36AA7B79CE1ACBA8DD67702B945;domain=netkiller.cn;path=/;Ht
tpOnly

$ curl -s -I -H 'Host: www.example.com'
https://www.example.com/index.jsp | grep Set-Cookie

Set-Cookie:
PHPSESSID=4DBAF36AA7B79CE1ACBA8DD67702B945;domain=netkiller.cn;path=/;Ht
tpOnly

ERRALBFRYE, BT ANTTE, —DITRE iNginXEPEEE, 75
FR ARG o EPNngLIEi_EEHﬁﬁLK{E% AP RSN A

nginx J7 &

server {
listen 443 ssl http2 default server;
server name _;
location ~ \.(do|jsp|action)$ {

ssi on;
proxy set header Accept-Encoding "";




proxy pass http://127.0.0.1:8080;

proxy set header Host Shost;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

set $domain Shost;
if ($host ~* “(["\.IH)\.(["\.1H)\.(["\.1H)$) {
set $Sdomain $2.S$3;
}

proxy cookie domain netkiller.cn $domain;

server_name _; 2 A 4 %€, default_server $¥4vhost 35 B A ERIAEHL-
A5 R

$ curl -s -I -H https://www.netkiller.cn/index.jsp | grep Set-Cookie
Set-Cookie:
PHPSESSID=4DBAF36AA7B79CE1ACBA8DD67702B945;domain=netkiller.cn;path=/;Ht
tpOnly

$ curl -s -I -H https://www.example.com/index.jsp | grep Set-Cookie
Set-Cookie:
PHPSESSID=4DBAF36AA7B79CE1ACBA8DD67702B945;domain=example.com;path=/;Htt

pOnly

$ curl -s -I -H https://www.domain.com/index.jsp | grep Set-Cookie
Set-Cookie:
PHPSESSID=4DBAF36AA7B79CE1ACBA8DD67702B945;domain=domain.com;path=/;Http
Only




6. FAQ

6.1. 405 Not Allowed?

6.1.1. 405 Not Allowed?

FH AT HPOSTE /405 Not Allowed4Ei%.

# curl -d name=neo http://www.mydoamin.com/index.html
<html>

<head><title>405 Not Allowed</title></head>

<body bgcolor="white">

<center><h1>405 Not Allowed</hl></center>
<hr><center>nginx</center>

</body>

</html>

server {
listen 80 default;
server name myid.mydomain.com;

charset utf-8;
access_log /var/log/nginx/myid.mydomain.com.access.log main;

if ($Shttp user agent ~* "§$){
return 412;

}
HHAHHHHHAHHHHHHH A A

location / {
root /www/mydomain.com/myid.mydomain.com;
index index.html index.php;
#error page 405 =200 $request filename;

}

#error page 404 /404 .html;

#

error page 405 =200 @405;

location @405 {
#proxy set header Host S$host;
proxy method GET;
proxy pass http://myid.mydomain.com;




# redirect server error pages to the static page /50x.html
#
error page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

6.2. 413 Request Entity Too Large

AR RN BRI

6.2.1. 413 Request Entity Too Large

error.log &7 :

client intended to send too large body

client_max_body_size 8m:;

B Jete/nginx/nginx.conf LA

http {
include /etc/nginx/mime.types;
default type application/octet-stream;

log format main 'Sremote addr - S$remote user [$time local]
"Srequest" '

'$status $body bytes sent "S$http referer"
'"Shttp _user agent" "S$http x forwarded for"';

access_log /var/log/nginx/access.log main;

sendfile on;
#tcp_nopush on;

keepalive timeout 65;

server_ tokens off;

gzip on;

gzip min length 1k;

gzip types text/plain text/html text/css application/javascript
text/javascript application/x-javascript text/xml application/xml
application/xml+rss application/json;

gzip vary on;

client max body size 8m;




include /etc/nginx/conf.d/*.conf;

6.3. 499 Client Closed Request

6.3.1.

Nginx access.log H & B~

111.85.11.15 - - [25/Jun/2016:19:20:35 +0800] "GET /xXX/XXX/XXX.jSp

HTTP/1.1" 499 88 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_3)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/43.0.2357.130 Safari/537.36
JianKongBao Monitor 1.1"

Jit ‘B proxy_ignore_client_abort on;

location / {

ssi on;
proxy set header Accept-Encoding
proxy pass http://127.0.0.1:8080;

nn o
4

proxy set header Host S$host;
proxy set header X-Real-IP $remote_ addr;
proxy set header X-Forwarded-For

Sproxy add x forwarded for;
proxy ignore client abort on;

}
6.4.502 Bad Gateway?
64.1. 502 Bad Gateway

error.log &7~ :

upstream sent too big header while reading response header from upstream?

&M fastcgifit &

location ~ \.php$ {

fastcgi buffers 8 16k;
fastcgi_buffer size 32k;

o o o




6.5. 504 Gateway Time-out

6.5.1.

504 Gateway Time-out

[ — B BUAE nginx 3 proxy_pass B AMIRSS #3757

R

&K fastegifit &

- HP PRI E i s AL R, AL T timeout BfELL R i S04

client max_body size
client header_ timeout
client body timeout
proxy connect timeout
proxy read timeout
proxy send timeout

EBTSHNERE:

client max body size
:L%O

client header_ timeout
R
client body timeout
iR [E]4 1351,

proxy connect timeout
3755,

proxy read timeout

proxy send timeout

NginxHJFES, BAIA60FY,

50m; //XMHAR/NRE, BAIAIm
1m;
1m;
60s;
1m;
1m;

0l
RENERLAEBRIRT(E], FHEIAMKERIAN,
A KRSLRRVEBRTRT 8], EBEFMREAIAN,
S EANFFENRKITE, RiAN6o?), ENRERRIERE

httpiERRIEE, nginxSHESUHBER, LS

httplEREIRSERLIET G, IBEUEEIRDES

PR EEBIRNRIA/), FEIFMRENAD, RE4135
IR

El408%E

M

B0 BR % SRRz (8), BRiA60FD,

6.6. proxy_pass

nginx:

[emerg]

"proxy pass" cannot have URI part in location given by regular
expression, or inside named location, or inside "if" statement, or inside
"limit except" block in /etc/nginx/conf.d/www.mydomain.com.conf:25

nginx: configuration file /etc/nginx/nginx.conf test failed




YElocation,if H i Fi{IE U U i proxy _pass K B A REH/

if (Srequest uri ~* ""/info/{cn|tw}/{news|info}/\d\.html") {
proxy pass http://info.example.com/;
break;

}

location ~ "/info/ {
proxy pass http://info.example.com/;
break;

proxy_pass http://info.example.com/; #{ >k proxy_pass http://info.example.com; A D) fi# b
6.7. proxy_pass SESSION % 4 n] {5

U2 H 7 Cookiefis B A 43 proxy_pass fRidi 225545 . SESSION{E B4 %
&K, RIS

proxy set header Cookie $http cookie;

6.8. [alert] 55785#0: *11449 socket() failed (24: Too many open files) while
connecting to upstream

Bt & worker_rlimit_nofile 4RI 7]

user nginx;
worker processes 8;
worker rlimit nofile 65530;

A E ulimit WEEIK B RIREROR . (HEFZ K worker_rlimit_nofile B 4 EAUNAE AT
nginx, i AN 42 JR AL & -

6.9. server_name 5 SSI 732 FI0

server name www.example.com www.example.net www.example.org;

TR SSHRZ TSR AE FH ARk 4% 35 1), 46 HS 7K 47 A server_name i) 55 —15 44

www.example.com

L!-—#echo var="SERVER_NAME"-->



e i@t SERVER_NAMEH| ¢ J& 7~ A~ [|) 45 5 i e B
6.10. location 5 document_root 5|, 7|H] document_root 2 4P % 5

1 B2 Document root 4& /www/netkiller.com/m.netkiller.com, A ]755
/www/netkiller.com/www.netkiller.com H [ % i .

server {
listen 80;
server name m.netkiller.com;

charset utf-8;
access_log /var/log/nginx/m.netkiller.com.access.log;
error log /var/log/nginx/m.netkiller.com.error.log;

location / {
root /www/netkiller.com/m.netkiller.com;
index.html

}

location /module {
root /www/netkiller.com/www.netkiller.com;

}
}
server {
listen 80;

server name m.netkiller.com;

charset utf-8;
access_log /var/log/nginx/m.netkiller.com.access.log;
error log /var/log/nginx/m.netkiller.com.error.log;

location / {
root /www/netkiller.com/m.netkiller.com;
index.html

}

location "~ /module/ {
root /www/netkiller.com/www.netkiller.com;

}




_E T B Flocation /module 4238 /www/netkiller.com/www.netkiller.com + /module, %]
H /'www/netkiller.com/www.netkiller.com H 3 FH A module H 32 H #1404, errorlog
B~ "/www/netkiller.cn/www.netkiller.cn/module/index .html" failed (2: No such file or
directory)

6.11. nginx: [warn] duplicate MIME type "text/html" in /etc/nginx/nginx.conf
text/html 42 gzip_types #RINHE, Fr LA Z0F text/htmlIfiil A B gzip_typesFl| N
6.12.127.0.0.1:8080 failed
SERA L LRI, © R MR k55, RN curl http://127.0.0.1:8080 — I IEF
H s B

2018/09/07 12:31:27 [crit] 10202#10202: *4 connect() to [::1]:8080 failed (13:
Permission denied) while connecting to upstream, client: 47.90.97.183, server:
www.api.netkiller.cn, request: "GET /api/ HTTP/2.0", upstream:
"http://[::1]1:8080/api/", host: "api.netkiller.cn"

2018/09/07 12:31:27 [warn] 10202#10202: *4 upstream server temporarily disabled
while connecting to upstream, client: 47.90.97.183, server:
www.api.netkiller.cn, request: "GET /api/ HTTP/2.0", upstream:
"http://[::1]1:8080/api/", host: "api.netkiller.cn"

2018/09/07 12:31:27 [crit] 10202#10202: *4 connect() to 127.0.0.1:8080 failed
(13: Permission denied) while connecting to upstream, client: 47.90.97.183,
server: www.api.netkiller.cn, request: "GET /api/ HTTP/2.0", upstream:
"http://127.0.0.1:8080/api/", host: "api.netkiller.cn"

2018/09/07 12:31:27 [warn] 10202#10202: *4 upstream server temporarily disabled
while connecting to upstream, client: 47.90.97.183, server:
www.api.netkiller.cn, request: "GET /api/ HTTP/2.0", upstream:
"http://127.0.0.1:8080/api/", host: "api.netkiller.cn"

)R BLAE AWS W2 2ifh = Fl. Bl i & B SELINUX [a]7

[root@netkiller ~]# cat /var/log/audit/audit.log | grep nginx | grep denied |
more

type=AVC msg=audit(1536320093.274:345): avc: denied { sys_resource } for
Pid=9544 comm="nginx" capability=24 scontext=system u:system r:httpd t:s0
tcontext=system u:system r:httpd t:s0 tclass=capabi

lity

type=AVC msg=audit(1536320093.274:346): avc: denied { sys _resource } for
Pid=9545 comm="nginx" capability=24 scontext=system u:system r:httpd t:s0
tcontext=system u:system r:httpd t:s0 tclass=capabi




lity

type=AVC msg=audit(1536320093.275:347): avc: denied { sys resource } for
Pid=9546 comm="nginx" capability=24 scontext=system u:system r:httpd t:s0
tcontext=system u:system r:httpd t:s0 tclass=capabi

lity

type=AVC msg=audit(1536321850.706:459): avc: denied { sys_resource } for
Pid=9798 comm="nginx" capability=24 scontext=system u:system r:httpd t:s0
tcontext=system u:system r:httpd t:s0 tclass=capabi

lity

type=AVC msg=audit(1536321850.707:460): avc: denied { sys_resource } for
Pid=9799 comm="nginx" capability=24 scontext=system u:system r:httpd t:s0
tcontext=system u:system r:httpd t:s0 tclass=capabi

lity

type=AVC msg=audit(1536321920.108:461): avc: denied { name connect } for
Pid=9796 comm="nginx" dest=8080 scontext=system u:system r:httpd t:s0
tcontext=system u:object r:http cache port t:s0 tclass=t

cp_socket

type=AVC msg=audit(1536321920.109:462): avc: denied { name connect } for
Pid=9796 comm="nginx" dest=8080 scontext=system u:system r:httpd t:s0
tcontext=system u:object r:http cache port t:s0 tclass=t

cp_socket

6.13. failed (13: Permission denied) while connecting to upstream

IS4, A 7E SELINUX

2021/07/13 02:18:52 [crit] 6671#0: *3 connect() to 192.168.60.7:8000 failed (13:
Permission denied) while connecting to upstream, client: 192.168.90.137, server:
www.netkiller.cn, request: "GET / HTTP/2.0", upstream:
"http://192.168.60.7:8000/", host: "www.netkiller.cn"

A F SELINUX % &

[root@localhost ~]# getsebool -a | grep httpd
httpd anon write --> off

httpd builtin scripting --> on
httpd can check spam --> off

httpd can connect ftp --> off

httpd can_connect ldap --> off

httpd can_connect mythtv --> off

httpd can connect zabbix --> off

httpd can network connect --> on

httpd can network connect cobbler --> off
httpd can network connect db --> off
httpd can network memcache --> off

httpd can network relay --> off
httpd can sendmail --> off




httpd dbus_avahi --> off

httpd dbus_sssd --> off

httpd dontaudit search dirs --> off
httpd enable cgi --> on

httpd enable ftp server --> off
httpd enable homedirs --> off

httpd execmem --> off

httpd graceful shutdown --> off
httpd manage ipa --> off

httpd mod auth ntlm winbind --> off
httpd mod auth pam --> off

httpd read user content --> off
httpd run_ipa --> off
httpd run preupgrade --> off
httpd run stickshift --> off

httpd serve cobbler files --> off
httpd setrlimit --> off
httpd ssi exec --> off

httpd sys_script anon write --> off
httpd_tmp_exec --> off

httpd_tty comm --> off

httpd unified --> off
httpd use cifs --> off
httpd use fusefs --> off
httpd use gpg --> off

httpd _use nfs --> off

httpd use opencryptoki --> off
httpd use openstack --> off
httpd_use_sasl --> off

httpd verify dns --> off

BRI AT LU R

[root@localhost ~]# setsebool -P httpd can network connect true




%5 2 2 Caddy

Caddy is a powerful, enterprise-ready, open source web server
with automatic HTTPS written in Go.

1. %35 Caddy




caddy run --config /etc/caddy/Caddyfile --adapter caddyfile

2.1. ¥ )5 QUIC

caddy run --config /etc/caddy/Caddyfile --adapter caddyfile --quic




3. AT
3.1 XA 55w
ST A SO 28 (AR I

$ caddy file-server

S caddy file-server --listen :8080

AHTFH index html, BRCHEHF*

S caddy file-server --browse

8 58 S S5 AR H R

$ caddy file-server --root ~/public html




4. /etc/caddy/Caddyfile
https://caddyserver.com/docs/caddyfile

4.1. Wy HhE

localhost
example.com

:443
http://example.com
localhost:8080
127.0.0.1
[¢21]:2015
example.com/foo/*
* .example.com
http://

localhost:8080, example.com, www.example.com

Z AT

* .example.com

4.2, J AR

http://api.netkiller.cn {
reverse proxy /* http://192.168.30.10:8080


https://caddyserver.com/docs/caddyfile

tls netkiller@msn.com

1% X-Forwarded-For 3k

http://www.netkiller.cn {

root * /opt/netkiller.cn/www.netkiller.cn
file server

reverse proxy /api/* 192.168.30.10:8080 {
header up X-Real-IP {http.request.remote.host}
header up X-Forwarded-For {http.request.remote.host}

SR HZZUESS . N tls_insecure_skip_verify it & 1

netkiller.cn {
reverse proxy * {
to https://192.168.0.10
transport http {
tls_insecure_skip verify

}
}

api.netkiller.cn {
reverse proxy * {
to 192.168.10.10:443
transport http {
tls
tls_insecure_skip verify




S AR BLURL i 25 7] 5

=H
www.netkiller.cn {
reverse proxy /api/* http://api.netkiller.cn:8080

}
15[BJURL:
http://www.netkiller.cn/api/adduser

SCRRTA IR URLAE :
http://api.netkiller.cn:8080/api/adduser

AR ENURLE
http://api.netkiller.cn:8080/adduser

fig g

www.netkiller.cn {
route /api* {
uri strip prefix /api
reverse proxy api.netkiller.cn:8088

}




A

% 3 & Apache Tomcat

1. Tomcat Z3E 5l &

1.1. Tomcat 6

iR I 25

chmod +x jdk-6ul-linux-i586.bin
./jdk-6ul-1linux-i586.bin
N "yes"[B%F

mv jdkl.6.0 01 /usr/local/
ln -s /usr/local/jdkl.6.0 01/ /usr/local/java

/etc/profile.d/java.sh

{5 3.1. /etc/profile.d/java.sh

kb i ik b i i b i i b i

### Java environment
i

export JAVA HOME=/usr/local/java

export JRE HOME=/usr/local/java/jre

export PATH=$PATH:/usr/local/java/bin:/usr/local/java/jre/bin
export
CLASSPATH="./:/usr/local/java/lib:/usr/local/java/jre/lib:/usr/
local/memcached/api/java"

export JAVA OPTS="-Xms512m -Xmx1024m"

N #binaryf# [k 5| /usr/local/

T EE



wget http://archive.apache.org/dist/tomcat/tomcat-
6/v6.0.13/bin/apache-tomcat-6.0.13.tar.gz

wget http://archive.apache.org/dist/tomcat/tomcat-
connectors/native/tomcat-native-1.1.10-src.tar.gz

wget http://archive.apache.org/dist/tomcat/tomcat-
connectors/jk/source/jk-1.2.23/tomcat-connectors-1.2.23-
src.tar.gz

tar zxvf apache-tomcat-6.0.13.tar.gz
mv apache-tomcat-6.0.13 /usr/local/
ln -s /usr/local/apache-tomcat-6.0.13/ /usr/local/tomcat

tomcat-native

tar zxvf tomcat-native-1.1.10-src.tar.gz
cd tomcat-native-1.1.10-src/jni/native

with-java-home=/usr/local/java/
make
make install

./configure --with-apr=/usr/local/apache/bin/apr-l-config --

catalina.sh

CATALINA OPTS="-Djava.library.path=/usr/local/apr/lib"

XX :MaxPermSize=256m -XX:MaxNewSize=256m"

JAVA OPTS="-Xss128k -Xmsl128m -Xmx1024m -XX:PermSize=128M -

=)

startup.sh

tomcat-native



cd /usr/local/tomcat-6.0.18/bin

tar zxvf tomcat-native.tar.gz

cd tomcat-native-1.1.1l4-src/jni/native

./configure --with-apr=/usr/local/apr --with-java-
home=/usr/java/jdkl.6.0 11

make && make install

JE B REAR

{5 3.2. /etc/init.d/tomcat

# cat /etc/init.d/tomcat

#!/bin/bash

# description: Tomcat Start Stop Restart
# processname: tomcat

# chkconfig: 234 20 80

JAVA HOME=/srv/java
CATALINA HOME=/srv/apache-tomcat

# Source function library.
. /etc/init.d/functions

# Source networking configuration.
. /etc/sysconfig/network

if [ -f /etc/sysconfig/tomcat ]; then
. /etc/sysconfig/tomcat
fi

prog=tomcat

lockfile=/var/lock/subsys/$prog
pidfile=${PIDFILE-/var/run/$prog.pid}
lockfile=${LOCKFILE-/var/lock/subsys/$prog}
RETVAL=0

OPTIONS="--pidfile=${pidfile}"

start(){




# Start daemons.

echo -n $"Starting $prog:
#daemon S$prog SOPTIONS
$SCATALINA HOME/bin/startup.sh
RETVAL=$7?

echo

[ SRETVAL -eq 0 ] && touch $lockfile
return SRETVAL

}

stop() {
echo -n $"Stopping $prog: "

# killproc -p ${pidfile} -d 10 Shttpd
SCATALINA HOME/bin/shutdown.sh
RETVAL=$?
echo
[ SRETVAL = 0 ] && rm -f ${lockfile} ${pidfile}

}

case $1 in

start)
start
stop)
stop
restart)
start
stop
esac
exit 0

B 7 /etc/init.d/tomeat ST, & FERE G LT A S B AR

vim /etc/init.d/tomcat

chmod +x /etc/init.d/tomcat
chkconfig --add tomcat
chkconfig --level 234 tomcat on
chkconfig --list tomcat




1.2. Tomcat 7
Server JRE

Y

24 Server JRE

cd /usr/local/src/

tar zxvf server-jre-7u2l-linux-x64.gz
mv jdkl1.7.0 21 /srv/
ln -s /srv/jdkl.7.0 21 /srv/java

%

curl -sS
https://raw.github.com/netkiller/shell/master/java/server-
jre.sh | bash

Tomcat

AN e Tomeat,  1E B AZAS Ffroot)3 Bljtomceat, 31X HL{fi
Fwww ' 8 3litomeat ;X H 21 tomeat3EFE 4k &K www F F1AY
{48

cd /usr/local/src/

wget
http://ftp.cuhk.edu.hk/pub/packages/apache.org/tomcat/tomcat-
7/v7.0.40/bin/apache-tomcat-7.0.40.tar.gz

tar zxvf apache-tomcat-7.0.40.tar.gz

mv apache-tomcat-7.0.40 /srv/
ln -s /srv/apache-tomcat-7.0.40 /srv/apache-tomcat
rm -rf /srv/apache-tomcat/webapps/*




cat > /srv/apache-tomcat/bin/setenv.sh <<'EOF'

export JAVA HOME=/srv/java

export JAVA OPTS="-server -Xms512m -Xmx8192m -XX:PermSize=64M
-XX:MaxPermSize=512m"

export CATALINA HOME=/srv/apache-tomcat

export

CLASSPATH=$JAVA HOME/lib:$JAVA HOME/jre/lib:$CATALINA HOME/lib:
export

PATH=$PATH: $JAVA HOME/bin:$JAVA HOME/jre/bin:$CATALINA HOME/bin

EOF

cp /srv/apache-tomcat/conf/server.xml{, .original}

groupadd -g 80 www

adduser -o --home /srv --uid 80 --gid 80 -c "Web Application"
WWW

chown www:www -R /srv/*

su - www -c "/srv/apache-tomcat/bin/startup.sh"

B BT T A P 2

curl -sS
https://raw.github.com/netkiller/shell/master/apache/tomcat/ins
tall.sh | bash

1.3. Java 8 + Tomcat 8

ZZAEJava 8

cd /usr/local/src/

tar zxf server-jre-8u20-linux-x64.gz
mv jdk1.8.0 20 /srv/




ln -s /srv/jdkl.8.0 20 /srv/java

cat >> /etc/profile.d/java.sh <<'EOF'

export JAVA HOME=/srv/java

export JAVA OPTS="-server -Xms512m -Xmx8192m"

export

CLASSPATH=$JAVA HOME/lib:$JAVA HOME/jre/lib:$CATALINA HOME/lib:
export

PATH=$PATH: $JAVA HOME/bin:$JAVA HOME/jre/bin:$CATALINA HOME/bin

EOF

=3

Java 8 BUBET PermSize 5 MaxPermSize ECEIN"

cd /usr/local/src/

wget
http://ftp.cuhk.edu.hk/pub/packages/apache.org/tomcat/tomcat-
8/v8.0.12/bin/apache-tomcat-8.0.12.tar.gz

tar zxf apache-tomcat-8.0.12.tar.gz

mv apache-tomcat-8.0.12 /srv/

ln -s /srv/apache-tomcat-8.0.12 /srv/apache-tomcat
rm -rf /srv/apache-tomcat/webapps/*

cp /srv/apache-tomcat/conf/server.xml{, .original}

cat > /srv/apache-tomcat/bin/setenv.sh <<'EOF'

export JAVA HOME=/srv/java

export JAVA OPTS="-server -Xms512m -Xmx8192m"

export CATALINA HOME=/srv/apache-tomcat

export
CLASSPATH=$JAVA_HOME/lib:$JAVA_HOME/jre/lib:$CATALINA_HOME/lib:
/srv/IngriandCE/lib/ext/IngrianNAE-5.1.1.jar

export

PATH=$PATH: $JAVA HOME/bin:$JAVA HOME/jre/bin:$CATALINA HOME/bin

EOF




J& 3} Tomcat

groupadd -g 80 www
adduser -o --home /www --uid 80 --gid 80 -c "Web Application'
WwWwW

chown www:www -R /srv/apache-tomcat-*

su - www -c "/srv/apache-tomcat/bin/startup.sh”

systemctl 5 5 i A<

curl -s
https://raw.githubusercontent.com/oscm/shell/master/web/tomcat/
systemctl.sh | bash

Session 1L=

$ git clone https://github.com/chexagon/redis-session-
manager.git

$ cd redis-session-manager/

$ mvn package

$ 1ls target/redis-session-manager-with-dependencies-2.1.1-
SNAPSHOT. jar
redis-session-manager-with-dependencies-2.1.1-SNAPSHOT. jar

$ cp target/redis-session-manager-with-dependencies-2.1.1-
SNAPSHOT. jar /srv/apache-tomcat/apache-tomcat-8.5.11/1ib/

ISR Rediss2 127.0.0.1 fit & conf/context.xml I N F H—17,

<Manager
className="com.crimsonhexagon.rsm.redisson.SingleServerSessionM
anager" />




SR E.

<Manager
className="com.crimsonhexagon.rsm.redisson.SingleServerSessionM
anager"
endpoint="localhost:6379"
sessionKeyPrefix="JSESSIONID::"
saveOnChange="false"
forceSaveAfterRequest="false"
dirtyOnMutation="false"
ignorePattern=".*\\.
(ico|png|gif|jpg|jpeg|swt|css|js)s$"
connectionPoolSize="100"
database="16"
password="yourpassword"
timeout="60000"
pingTimeout="1000"
retryAttempts="20"
retryInterval="1000"
/>

4] 3.3. Example /srv/apache-tomcat/conf

cat context.xml
<?xml version="1.0" encoding="UTF-8"?>
<! —=

Licensed to the Apache Software Foundation (ASF) under one or
more
contributor license agreements. See the NOTICE file
distributed with
this work for additional information regarding copyright
ownership.
The ASF licenses this file to You under the Apache License,
Version 2.0
(the "License"); you may not use this file except in




compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing,
software

distributed under the License is distributed on an "AS IS"
BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express
or implied.

See the License for the specific language governing
permissions and
limitations under the License.

——>
<!-- The contents of this file will be loaded for each web
application -->
<Context>

<!—-- Default set of monitored resources. If one of these
changes, the -——>

<!-- web application will be reloaded.
——>

<WatchedResource>WEB-INF/web.xml</WatchedResource>

<WatchedResource>${catalina.base}/conf/web.xml</WatchedResource
>

<!-- Uncomment this to disable session persistence across
Tomcat restarts -->

<l--

<Manager pathname="" />

-——>

<Manager

className="com.crimsonhexagon.rsm.redisson.SingleServerSessionM

anager"
endpoint="localhost:6379"
sessionKeyPrefix="JSESSIONID"
saveOnChange="false"
forceSaveAfterRequest="false"
dirtyOnMutation="false"
ignorePattern=".*\\.

(ico|png|gif|jpg|jpeg|swf|css|js)s"
connectionPoolSize="100"
database="0"




password=
timeout="60000"
pingTimeout="1000"
retryAttempts="20"
retryInterval="1000"
/>
</Context>

test session

<%@ page language="java" contentType="text/html; charset=UTF-8"
pageEncoding="UTF-8"%>
<!DOCTYPE html>
<html>
<head>
<title>set session</title>
</head>
<body>
<%= session.getId() %>
<%
session.setAttribute("neo", "netkiller");
%>
</body>
</html>

<%@ page language="java" contentType="text/html; charset=UTF-8"
pageEncoding="UTF-8"%>
<!DOCTYPE html>
<html>
<head>
<title>get session</title>
</head>
<body>
<%= session.getId() %>
<br/>




<br/>
<%=(String)session.getAttribute("neo")%>

</body>
</html>

SSL k45 |

neo@MacBook-Pro-Neo ~ % keytool -genkey -v -alias tomcat -
keyalg RSA -keystore conf/tomcat.keystore -validity 36500

MABHEODS:

ERRAROR :

(EHBTSHREHA?
[Unknown]: Neo

MARBUZIRET A
[Unknown]: SF

RAVALRBIRZET A
[Unknown]: IT

(AT ER e X R IRE(T A2
[Unknown]: SZ

AERE/h/ BIARRIRET 42
[Unknown]: GD

ZRARNINFRER/MXABET A
[Unknown]: CN

CN=Neo, OU=SF, O=IT, L=SZ, ST=GD, C=CNE&H1E?
[B1: Y

EERAATIRRER 2,048 URSAREIANMBZRIET (SHA256withRSA) (B
HiJ9 36,500 K):

CN=Neo, OU=SF, O=1IT, L=SZ, ST=GD, C=CN
[ [EEFficonf/tomcat . keystore]

neo@MacBook-Pro-Neo ~ % 11 conf/tomcat.keystore
-rw-r--r-- 1 neo staff 2.6K 7 15 17:06
conf/tomcat.keystore




<Connector port="8443"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxThreads="150" SSLEnabled="true">
<SSLHostConfig>
<Certificate

certificateKeystoreFile="conf/tomcat.keystore"
certificateKeystorePassword="12345678"
certificateKeystoreType="PKCS12"
/>
</SSLHostConfig>
</Connector>

1.4. Tomcat 9/10

H 2 AL iy & :

keytool -genkey -alias tomcat -keyalg RSA -keystore
/srv/apache-tomcat/conf/localhost-rsa. jks

keytool -genkeypair -alias "tomcat" -keyalg "RSA" -keystore
"https.keystore"

IMAEREA: keytool -genkeypair -alias "tomcat" -keyalg "RSA"
keystore "e:\https.keystore" -validity 36000

# CNRER

keytool -genkeypair -alias "tomcat" -keyalg "RSA" -keystore
tomcat.keystore -keypass "123456" -storepass "123456" -validity
365000 -dname

"CN=www.netkiller.cn.cn,OU=tomcat, O=tomcat,L=SZ%,ST=GD,C="

<Connector port="443"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxThreads="150" SSLEnabled="true" scheme="https"
secure="true">

<SSLHostConfig>




<Certificate
certificateKeystoreFile="cert/www.netkiller.cn.pfx"
certificateKeystoreType="PKCS12"
certificateKeystorePassword="12345678" />
</SSLHostConfig>
</Connector>

<Connector port="443"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxThreads="150"
SSLEnabled="true"
defaultSSLHostConfigName="www.netkiller.cn" >
<SSLHostConfig hostName="www.netkiller.cn">
<Certificate
certificateKeystoreFile="cert/netkiller.pfx"
certificateKeystorePassword="*#***"
type="RSA" />
</SSLHostConfig>
</Connector>

L.5. i KL E.

iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport
8080 -j ACCEPT

80 Bk#% 8080 Ji 5

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --
to-port 8080

B Bkdt:



iptables -t nat -D PREROUTING -p tcp --dport 80 -j REDIRECT --
to-port 8080

AEHLN

iptables -t nat -L

5] 3.4. tomcat firewall

THAREZERGT, NS %, ZHlF] /etc/sysconfig/iptables S F
Hr, HJiptables B A ZERL

# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Mon Jul 22 15:58:35 2013
*nat

:PREROUTING ACCEPT [7:847]

:POSTROUTING ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

—A PREROUTING -p tcp -m tcp --dport 80 -j REDIRECT --to-port
8080

COMMIT

# Completed on Mon Jul 22 15:58:35 2013

# Generated by iptables-save v1.4.7 on Mon Jul 22 15:58:35 2013
*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [42303:3464247]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

—-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j
ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 8080 -j
ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j
ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT




r Completed on Mon Jul 22 15:58:35 2013

1.6. [A]ifia17 2 5245
A TAEH %

mkdir /srv/apache-tomcat

A A H %

tar zxvf apache-tomcat-7.0.x.tar.gz
mv apache-tomcat-7.0.x /srv/apache-tomcat/8080

tar zxvf apache-tomcat-7.0.x.tar.gz
mv apache-tomcat-7.0.x /srv/apache-tomcat/9090

&2 Server port="8006" £ Connector port="9090"¥z 1, AZEHIL
HE,

<Server port="8006" shutdown="SHUTDOWN">

<Connector port="9090" protocol="HTTP/1l.1"
connectionTimeout="20000"
redirectPort="8443" />

<!——
<Connector port="8009" protocol="AJP/1.3"

redirectPort="8443" />
——>




J& Blitomceat 285 WM ZE catalina.log H &30 AF . BN A HEAZHTIE R )5

i
1.7. Testing file
B

vim webapps/ROOT/index.jsp

<%@ page contentType="text/html;charset=utf-8"%>
<html>

<head>

<meta http-equiv="Content-Type" content="text/html;
charset=utf-8">

<title>helloworld!</title>

</head>

<body>

<hl>

<%$="It works!"%>

</hl>

<%

out.println("<h3>Hello World!</h3>");
%>

<hr />

<%=new java.util.Date()%>
</body>

</html>

il Flcurlay &M, S5 R T 1458 .

$ curl http://192.168.6.9/index.jsp

<html>

<head>

<meta http-equiv="Content-Type" content="text/html;
charset=utf-8">




<title>helloworld!</title>
</head>

<body>

<h1l>

It works!

</h1l>

<h3>Hello World!</h3>

<hr />
Mon Jul 22 16:41:46 HKT 2013
</body>
</html>
1.8. mod_jk
mod_jk 223

tar zxvf tomcat-connectors-1.2.23-src.tar.gz

cd tomcat-connectors-1.2.23-src/native/
./configure --with-apxs=/usr/local/apache/bin/apxs
make

make install

chmod 755 /usr/local/apache/modules/mod jk.so

httpd.conf FEEHEMAN

Include conf/mod_jk.conf

fit B workers properties

apache/conf/workers.properties

Define 1 real worker using ajpl3
orker.list=workerl
Set properties for workerl (ajpl3)



worker .workerl.type=ajpl3
worker.workerl.host=127.0.0.1
worker.workerl.port=8009
worker.workerl.lbfactor=1

worker .workerl.cachesize=128

worker .workerl.cache timeout=600
worker.workerl.socket keepalive=l
worker .workerl.reclycle timeout=300

mod_jk.conf

apache/conf/mod_jk.conf

[chenjingfeng@d3010 Includes]$ cat mod_ jk.conf
<IfModule mod jk.c>
# Load mod jk module

LoadModule jk module modules/mod_jk.so
# Where to find workers.properties
JkWorkersFile

/usr/local/apache/conf/workers.properties
# Where to put jk logs

JkLogFile /usr/local/apache/logs/mod jk.log
# Set the jk log level [debug/error/info]
JkLogLevel error

# Select the log format

JkLogStampFormat "[%a %$b %d $H:%M:%S %Y] "

# JkOptions indicate to send SSL KEY SIZE,
JkOptions +ForwardKeySize +ForwardURICompat -
ForwardDirectories

# JkRequestLogFormat set the request format
JkRequestLogFormat "Sw sV ST"

JkShmFile /usr/local/apache2/logs/mod_jk.shm
# Send Jjsp,servlet for context * to worker named workerl
JkMount /status/* workerl

JkMount /*.]jsp workerl

JkMount /*.]jsps workerl

JkMount /*.do workerl

JkMount /*Servlet workerl

JkMount /jk/* workerl

</IfModule>




413 apache tomcat
1.9. mod_proxy_ajp
(NSRS N W= L

# vi conf/httpd.conf

# Virtual hosts
Include conf/extra/httpd-vhosts.conf

HE L FEAHLH fic B ProxyPass ,ProxyPassReverse

# vi conf/extra/httpd-vhosts.conf

<VirtualHost *:80>
ServerName netkiller.8800.org
ProxyPass /images !
ProxyPass /css !
ProxyPass /js !
ProxyPass /ajp ajp://localhost:8009/ajp
ProxyPassReverse /ajp ajp://localhost:8009/ajp
</VirtualHost>

S i) AR X 47 DR AR

LoadModule proxy module modules/mod proxy.so
LoadModule proxy ajp module modules/mod proxy ajp.so
LoadModule proxy balancer module modules/mod proxy balancer.so

ProxyPass /admin balancer://tomcatcluster/admin




lbmethod=byrequests stickysession=JSESSIONID nofailover=0ff
timeout=5 maxattempts=3
ProxyPassReverse /admin balancer://tomcatcluster/admin

<Proxy balancer://tomcatcluster>
BalancerMember ajp://localhost:8009 route=webl
BalancerMember ajp://localhost:10009 smax=10 route=web2
BalancerMember ajp://localhost:11009 route=web3
BalancerMember ajp://localhost:12009 smax=10 route=webi
</Proxy>

1.10. RewriteEngine i4:3% Tomcat

RewriteEngine On

RewriteRule "/(.*) ajp://localhost:8009/ajp/$1 [P]
RewriteRule "~/ (.*\.(jsp|do|sevlet)) ajp://localhost:8009/ajp/$1

[P]

1.11. SSL XX [AJIAUE

B IF A B ] tomeat SZILSSLILAEGIE, XA TAEW LIAS
2 Web RS #5 5E . (HA LG R RERRE, W LSH THH] T

g5

keytool -genkey -v -alias serverKey -dname "CN=localhost" -
keyalg RSA -keypass xxxxxXX -keystore server.ks -storepass
XX RXKXKXK

& P e S

keytool -genkey -v -alias clientKey -dname "CN=SomeOne" -keyalg



SA -keypass xxxxxX -keystore client.pl2 -storepass XXXXXX -
storetype PKCS12
keytool -export -alias clientKey -file clientKey.cer -keystore
client.pl2 -storepass xxxxxxX -storetype PKCS12

SIN TS

keytool -import -v -alias clientKey -file clientKey.cer -
keystore server.ks -storepass XXXXXX

AR A Windows JMEasH i, FTRANIERATA, Wi
client.p12 S, ZEEREN

BC'E Tomcat , %% server.xml {4

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="1024" scheme="https" secure="true"
clientAuth="true" sslProtocol="TLS"

keystoreFile="server.ks" keystorePass="xxxxxx"
truststoreFile="server.ks " truststorePass="xxxxxx" />




2. it & Tomcat k5575

2.1. server.xml

Connector

tomcat ¥ [T BRIA 48080, W DL 1 A& 5 T TH portIfi i A80um [, {HAE LK
XA 801 [ tomceat £ 4k AKrooth B, iX & JEH 75 Fo AY i

<Connector port="80" protocol="HTTP/1l.1"
connectionTimeout="20000"
redirectPort="8443" />

P RE

<Connector port="8080" protocol="HTTP/1l.1"
connectionTimeout="20000"
redirectPort="8443"
maxThreads="2048" />

<Connector port="8080" protocol="HTTP/1.1"
maxThreads="2048"
minSpareThreads="64"
maxSpareThreads="256"
acceptCount="128"
enableLookups="false"
redirectPort="8443"
debug="0"
connectionTimeout="20000"
disableUploadTimeout="true"
URIEncoding="UTF-8" />

maxThreads="4096" ERAEREL
minSpareThreads="50" =/NEREFE
maxSpareThreads="100" ®RAZTNEIE

enableLookups="false" 2 \Fim R R




acceptCount="15000"
connectionTimeout="30000" FBAT AT (8]
redirectPort="8443"

disableUploadTimeout="true'

URIEncoding="UTF-8" UTF-8%gh3
protocol="AJP/1.3" ATPIIYARAS
HTTPS

<Connector port="443" maxHttpHeaderSize="8192"
maxThreads="150" minSpareThreads="25"
maxSpareThreads="75"
enablelLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
SSLEngine="on"
SSLCertificateFile="${catalina.base}/conf/localhost.crt"

SSLCertificateKeyFile="${catalina.base}/conf/localhost.key" />

compression
F4a R 2409

compression="on"

compressionMinSize="2048"

noCompressionUserAgents="gozilla, traviata"
compressableMimeType="text/html,text/xml,text/plain,text/javascript,text
/css"

useBodyEncodingForURI
UNR AR 2 i G A JEUTF-8,25 45iURIEncoding="UTF-8"ffi Fi] T i 1 131 .
useBodyEncodingForURI="true"

[ Tomeat g 242 B,



¥£ConnectorH Jjf A\ server="Neo App Srv 1.0"

vim S$CATALINA HOME/conf/server.xml

<Connector port="80" protocol="HTTP/1l.1"
connectionTimeout="20000"
redirectPort="8443"
maxThreads="8192"
minSpareThreads="64"
maxSpareThreads="128"
acceptCount="128"
enablelLookups="false"
server="Neo App Srv 1.0"/>

# curl -I http://localhost:8080/
HTTP/1.1 400 Bad Request
Transfer-Encoding: chunked

Date: Thu, 20 Oct 2011 09:51:55 GMT
Connection: close

Server: Neo App Srv 1.0

Context

FACE AL H %
I FAT e X AR O

http://www.netkiller.cn/news
http://www.netkiller.cn/member
http://www.netkiller.cn/product

SEHLTT

<Host name="localhost" appBase="/www/example.com" unpackWARs="true"
autoDeploy="true">
<Alias>www.example.com</Alias>

<Context path="news" docBase="www.example.com/news"
reloadable="false"></Context>




<Context path="member" docBase="www.example.com/member"
reloadable="false"></Context>

<Context path="product" docBase="www.example.com/product"
reloadable="false"></Context>

</Host>

IR ES e’

& pHwar H 315738 unpackWARs="false" autoDeploy="false", BJj Il #%AE N AR5

4 reloadable="false" . F FBjj 1k #AE AR E

JSESSIONID

B Cookie A8 & JSESSIONID, 3iX““cookie J& F T-4iH:Session e R o &Y
YR HPHPSESSID,

<Context path="" docBase="path/to/your" reloadable="false"
sessionCookieDomain=".example.com" sessionCookiePath="/"
sessionCookieName="PHPSESSID" />

2.2. tomcat-users.xml

<?xml version='1l.0' encoding='utf-8'?>
<tomcat-users>

<role rolename="manager"/>
<user username="tomcat" password="QI0OAjp7" roles="manager"/>

</tomcat-users>

PRASMEEE http://localhost/manager/status

Ak 45 & 3 http://localhost/manager/html/list



<tomcat-users>

<l ==
NOTE: By default, no user is included in the "manager-gui" role
required
to operate the "/manager/html" web application. If you wish to use
this app,
you must define such a user - the username and password are arbitrary.
——>
<!-—-—
NOTE: The sample user and role entries below are wrapped in a comment
and thus are ignored when reading this file. Do not forget to remove
<!.. ..> that surrounds them.
=
<l ==

<role rolename="tomcat"/>

<role rolename="rolel"/>

<user username="tomcat" password="tomcat" roles="tomcat"/>
<user username="both" password="tomcat" roles="tomcat,rolel"/>
<user username="rolel" password="tomcat" roles="rolel"/>

<role rolename="manager-gui'/>
<role rolename="manager-script"/>
<role rolename="manager-jmx"/>
<role rolename="manager-status"/>

<user username="tomcat" password="tomcat" roles="manager-gui,manager-
script,manager-jmx,manager-status"/>

<role rolename="admin-gui"/>

<role rolename="admin-script"/>

<user username="admin" password="admin" roles="admin-gui,admin-
script"/>

</tomcat-users>

2.3. context.xml

context.xml F=E T AL E BOPR &
TR PGRE, HFE IR A I

<Context reloadable="true">




Resources

org.apache.catalina.webresources.Cache.getResource Unable to add the resource
at [/WEB-INF/lib/netkiller.jar] to the cache because there was insufficient free space
available after evicting expired cache entries - consider increasing the maximum size
of the cache

<Resources cachingAllowed="true" cacheMaxSize="100000" />

session cookie

<Context sessionCookieName="PHPSESSID"

sessionCookieDomain=".example.com" sessionCookiePath="/">
<l—— ... =-=>

</Context>

2.4. logging.properties
(CEENEES

lcatalina.org.apache.juli.FileHandler.level = FINE
#lcatalina.org.apache.juli.FileHandler.directory = ${catalina.base}/logs
lcatalina.org.apache.juli.FileHandler.directory = /www/logs/tomcat
lcatalina.org.apache.juli.FileHandler.prefix = catalina.

2.5. catalina.properties

Wi BB $ 38 jar

tomcat.util.scan.StandardJarScanFilter.jarsToSkip=\*.jar

context.xml




<JarScanner scanClassPath="false"/>




3. L EALAC A
e

Tomcat 8 BUH T =xmlvalidation="false"
xmlNamespaceAware="false" W PEEDI,

appBase J&[jj 1k war SCHFRYITHE H 3o
31. % —

B Hic 5 A server.xml S

<Host name="www.example.com" appBase="webapps"
unpackWARs="true" autoDeploy="true"
xmlValidation="false" xmlNamespaceAware="false">
<Context path=""
docBase="/www/example.com/www.example.comm" debug="0"
reloadable="false"/>
</Host>
<Host name="news.example.com" appBase="webapps"
unpackWARs="true" autoDeploy="true"
xmlValidation="false" xmlNamespaceAware="false">
<Context path=""
docBase="/www/example/news.example.com" debug="0"
reloadable="false"/>
</Host>

32. &R~

1 SCATALINA_HOME/conf/Catalina/ 1] 12 it B 4

im server.xml



<Engine name="Catalina" defaultHost="neo">
<Host name="neo" appBase="webapps" />
<Host name="other" appBase="webapps"/>
</Engine>
Webapps Directory

mkdir $CATALINA HOME/conf/Catalina/neo

Configuring Your Contexts

mkdir $CATALINA HOME/conf/Catalina/neo

cp S$SCATALINA HOME/conf/Catalina/localhost/manager.xml
SCATALINA HOME/conf/Catalina/neo/ROOT.xml

or

cp $SCATALINA HOME/conf/Catalina/localhost/manager.xml
SCATALINA HOME/conf/Catalina/neo

3.3. Alias 51| #4

B 2 B D REE M FE I NS E 2 44

<Host name="www.example.com" debug="9" appBase="webapps"
unpackWARs="false"
autoDeploy="false"
xmlValidation="false"
xmlNamespaceAware="false">
<Alias>www.example.net</Alias>




<Alias>exmaple.com</Alias>
<Alias>224.25.22.70</Alias>
</Host>

3.4. access_log

<Host name="localhost" ...>
<Valve className="org.apache.catalina.valves.AccessLogValve"
prefix="localhost access log." suffix=".txt"
pattern="common" />

</Host>

<Valve
className"org.apache.catalina.valves.AccessLogValve"
directory="logs/access"
prefix="www.netkiller.cn.access"
suffix=".log"
pattern="%{X-Forwarded-FOR}i %a %v %U %t %m $%s
${User-Agent}i" resolveHosts="false"/>

3.5. Context fif &

<Host appBase="webapps" autoDeploy="true"
name="localhost" unpackWARs="true">
<Valve
className="org.apache.catalina.valves.AccessLogValve"
directory="logs" pattern="%h %1 %u %$t &quot;%r&quot; %s %b"
prefix="localhost access log" suffix=".txt"/>




<Context docBase="Struts" path="/Struts"
reloadable="true" source="org.eclipse.jst.jee.server:Struts"/>
</Host>

docBase ] 5240 %} B A2 2> ZL i appBase="webapps" it 1% B o

<Context path=""
docBase="/www/example.com/www.example.com/WebContent"
reloadable="false">

appBase + docBase /7%

<Host name="localhost" appBase="/www/example.com"
unpackWARs="true" autoDeploy="true">
<Alias>www.example.com</Alias>

<Context path="" docBase="www.example.com"
reloadable="false"></Context>

</Host>

3.6. EHLIBEIPHIHLE

<Host name="223.225.22.72" appBase="/www/netkiller.cn"
unpackWARs="true" autoDeploy="true">
<Alias>www.netkiller.cn</Alias>
<Valve

className="org.apache.catalina.valves.AccessLogValve"
directory="logs"

prefix="www.netkiller.cn access log."
suffix=".log"




pattern="%h %1 %u %t &quot;%r&quot; %s %b" />
<Logger
className="org.apache.catalina.logger.FileLogger"
directory="logs" prefix="web log."
suffix=".txt" timestamp="true"/>
<Context path="" docBase="www.netkiller.cn"
reloadable="true"></Context>

</Host>
<Host name="223.225.22.73" appBase="/www/netkiller.cn"
unpackWARs="true" autoDeploy="true">
<Alias>admin.netkiller.cn</Alias>
<Valve
className="org.apache.catalina.valves.AccessLogValve"
directory="logs"
prefix="admin.netkiller.cn access log."
suffix=".log"

pattern="%h %1 %u %$t &quot;%r&quot; %s
$b" />

<Context path="" docBase="admin.netkiller.cn"
reloadable="true" />

</Host>




4. SSI

ZmiE context.xml /4, N privileged="true &%

# vim /srv/apache-tomcat/conf/context.xml
<Context privileged="true">

<!-- Default set of monitored resources -->
<WatchedResource>WEB-INF/web.xml</WatchedResource>

<!-- Uncomment this to disable session persistence across
Tomcat restarts -->

<l-—-

<Manager pathname="" />

-—>

<!-- Uncomment this to enable Comet connection tacking
(provides events

on session expiration as well as webapp lifecycle) -->
<l-—-
<Valve

className="org.apache.catalina.valves.CometConnectionManagerVal
Ve" />
-—>

</Context>

iR web.xml SCHF, BUH T I HIEERE

# vim /srv/apache-tomcat/conf/web.xml

<servlet>
<servlet-name>ssi</servlet-name>
<servlet-class>
org.apache.catalina.ssi.SSIServlet




</servlet-class>

<init-param>
<param-name>buffered</param-name>
<param-value>1l</param-value>

</init-param>

<init-param>
<param-name>debug</param-name>
<param-value>0</param-value>

</init-param>

<init-param>
<param-name>expires</param-name>
<param-value>666</param-value>

</init-param>

<init-param>
<param-name>isVirtualWebappRelative</param-name>
<param-value>false</param-value>

</init-param>

<load-on-startup>4</load-on-startup>

</servlet>

P B 5 S ST HL Y LA

# vim /srv/apache-tomcat/webapps/ROOT/WEB-INF/web.xml

<web-app xmlns="http://java.sun.com/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-
app 3 0.xsd"
version="3.0"
metadata-complete="true">

<display-name>Welcome to Tomcat</display-name>
<description>

Welcome to Tomcat
</description>

<servlet-mapping>
<servlet-name>ssi</servlet-name>
<url-pattern>*.shtml</url-pattern>




<url-pattern>*.html</url-pattern>
</servlet-mapping>

</web-app>

537 J3 3l Tomceat
A1) ST A

# vim webapps/ROOT/index.html

<!--#echo var="DATE LOCAL" -->

I I U 45 2R

# curl http://224.25.22.70:8080/
Tuesday, 03-Nov-2015 09:32:30 HKT




5. Logging H &
5.1. JF)3 debug iz

XEBATTHETIF JAdebug R HE A bE, RFEENH B M e
WEB-INF/classes/log4j.properties [N 241

log4j.rootLogger=debug,console,file

3T )A shitomeatks ik A DebughtizX, REF B KENHIXEE.

5.2. Y] catalina.out H 7k

1) log4j.properties: Add the console to the root logger
log4j.rootLogger = INFO, CATALINA, CONSOLE

2) log4j.properties: Change the DailyRollingFileAppender to:
log4j.appender.CATALINA=org.apache.log4j.rolling.RollingFileAppe
nder
log4]j.appender.CATALINA.RollingPolicy=org.apache.log4j.rolling.T
imeBasedRollingPolicy

log4]j.appender . .CATALINA.RollingPolicy.FileNamePattern=${catalina
.base}/logs/catalina.%d{yyyy-MM-dd}.log




6. Init.d Script

6.1. Script 1

#!/bin/bash
i
# Script for Apache and Tomcat

# File:/etc/rc.d/init.d/www
i
# Setup environment for script execution

#

# chkconfig: - 91 35

# description: Starts and stops the apache and tomcat daemons \
v used to provide Neo Chen

#

# pidfile: /var/run/www/apache.pid

# pidfile: /var/run/www/tomcat.pid

# config: /etc/apache2/apache2.conf

#APACHE HOME=/usr/local/apache
#TOMCAT HOME=/usr/local/tomcat
#APACHE USER=apache
#TOMCAT USER=tomcat

APACHE HOME=/usr/local/apache-evaluation

TOMCAT HOME=/usr/local/apache-tomcat-evaluation
APACHE USER=root

TOMCAT USER=root

OPEN_FILES=20480

# Source function library.

if [ -f /etc/init.d/functions ] ; then
/etc/init.d/functions
elif [ -f /etc/rc.d/init.d/functions ] ; then

/etc/rc.d/init.d/functions
else
exit 0




fi

if [ ! -d /var/run/www ] ; then
mkdir /var/run/www
fi
if [ -f /var/lock/subsys/tomcat ] ; then
echo n n
fi
start() {
if [ "ulimit -n~ != ${OPEN FILES} ]; then

ulimit -n ${OPEN FILES}
fi
echo -en "\\033[1;32;1m"
echo "Starting Tomcat $TOMCAT HOME ..."
echo -en "\\033[0;39;1m"
if [ -s /var/run/www/tomcat.pid ]; then
echo "tomcat (pid “cat
/var/run/www/tomcat.pid”) already running"
else
su - ${TOMCAT USER} -c
"$TOMCAT HOME/bin/catalina.sh start > /dev/null"
echo “pgrep java~ > /var/run/www/tomcat.pid
touch /var/lock/subsys/tomcat
fi
sleep 2
echo -en "\\033[1;32;1m"
echo "Starting Apache $APACHE HOME ..."
echo -en "\\033[0;39;1m"
su - ${APACHE USER} -c "$APACHE HOME/bin/apachectl

start"
touch /var/lock/subsys/apache
}
stop() {
echo -en "\\033[1;32;1m"
echo "Shutting down Apache $APACHE HOME ..."
echo -en "\\033[0;39;1m"
su - ${APACHE USER} -c "$APACHE HOME/bin/apachectl
stop"

sleep 2

echo -en "\\033[1;32;1m"

echo "Shutting down Tomcat $TOMCAT HOME ..."
echo -en "\\033[0;39;1m"




su - ${TOMCAT USER} -c "$TOMCAT HOME/bin/catalina.sh

stop > /dev/null"
rm -rf /var/run/www/tomcat.pid
rm -f /var/lock/subsys/tomcat
rm -f /var/lock/subsys/apache

}
restart() {
stop
if [ ""pgrep java " = "" ]&& [ " “pgrep httpd
then
start
exit 0
else
echo "Usage: $0 killall (°C)"
echo -n "Waiting: "
fi
while true;
do
sleep 1
if [ ""pgrep java " = "" ] && [ "
"" 1; then
break
else
echo -n "."
#echo -n "Enter your [y/n]:
ISKILL;
fi
done
echo
start
}
status() {

psS -—-aux | grep -e tomcat -e apache

echo -en "\\033[1;32;1m"
echo ulimit open files: “ulimit -n~
echo -en "\\033[0;39;1m"

echo -en "\\033[1;32;1m"
echo -en "httpd count:"
ps axf|grep httpd|wc -1
echo -en "\\033[0;39;1m"

~n nn

“pgrep httpd

; read

~n




killall() {
if [ "~ pgrep httpd\ n != mn ] ; then
echo -en "\\033[1;32;1m"

kill -9 “pgrep httpd"
echo -en "\\033[0;39;1m"

fi
if [ ""pgrep java " != "" ]; then
echo -en "\\033[1;32;1m"
echo "kill Tomcat pid( pgrep java )
kill -9 “pgrep java
echo -en "\\033[0;39;1m"
fi

rm -rf /var/run/www/tomcat.pid
rm -f /var/lock/subsys/tomcat
rm -f /var/lock/subsys/apache

}

case "S1" in
start)
start

rs

stop)
stop

rs

restart)
restart

status)
status
7
killall)
killall

*)
echo -en "\\033[1;32;1m"
echo "Usage: $1
{start|stop|restart|status|killall}"
echo -en "\\033[0;39;1m"

rrs
esac

echo -en "\\033[0;39;m"
exit 0

echo "kill Apache pid( pgrep httpd’)

# Determine and execute action based on command line parameter




6.2. Shell Script 2
Apache,Tomcat =174~

5 3.5. /etc/re.d/init.d/www

#!/bin/bash
i
# Script for Apache and Tomcat

# File:/etc/rc.d/init.d/www
HHAHHAHHHHHHHHHHHAHHHHHHHHAHAHHHHHHHHAHAHHHHHHHHAHAHHH A A A A
# Setup environment for script execution

#

# chkconfig: - 91 35

# description: Starts and stops the apache and tomcat daemons \
# used to provide Neo Chen<openunix@163.com>

#

# pidfile: /var/run/www/apache.pid

# pidfile: /var/run/www/tomcat.pid

# config: /etc/apache2/apache2.conf

#APACHE HOME=/usr/local/apache
#TOMCAT HOME=/usr/local/tomcat
#APACHE USER=apache
#TOMCAT USER=tomcat

APACHE HOME=/usr/local/apache
TOMCAT HOME=/usr/local/tomcat
APACHE USER=root
TOMCAT USER=root
WAIT TIME=10
get apache pid(){
APACHE PID="pgrep -o httpd"
echo S$APACHE PID
}
get tomcat pid(){
TOMCAT PID="ps axww | grep catalina.home | grep -v 'grep' |




sed g | awk '{print $1}'"
echo $TOMCAT PID
}

#OPEN_FILS=40960

# Source function library.

#if [ -f /etc/init.d/functions ] ; then

# . /etc/init.d/functions

#elif [ -f /etc/rc.d/init.d/functions ] ; then

# . /etc/rc.d/init.d/functions

#else

# exit O

#EL

if [ ! -d /var/run/www ] ; then

mkdir /var/run/www

fi

#if [ -f /var/lock/subsys/tomcat ] ; then

#fdi

start() {
#if [ “ulimit -n~ -le ${OPEN FILES} ]; then
# ulimit -n ${OPEN _FILES}
#£1

echo -en "\\033[1;32;1m"
echo "Starting Tomcat $TOMCAT HOME ..."
echo -en "\\033[0;39;1m"
if [ -s /var/run/www/tomcat.pid ]; then
echo "tomcat (pid “cat
/var/run/www/tomcat.pid”) already running"
else
su - ${TOMCAT USER} -c
"$TOMCAT HOME/bin/catalina.sh start > /dev/null"
echo “get tomcat pid~ > /var/run/www/tomcat.pid
touch /var/lock/subsys/tomcat
fi
sleep 2
echo -en "\\033[1;32;1m"
echo "Starting Apache $APACHE HOME ..."
echo -en "\\033[0;39;1m"
su - ${APACHE USER} -c "S$SAPACHE HOME/bin/apachectl
start"
touch /var/lock/subsys/apache




}

stop() {
echo

echo
echo
su -
stop"
sleep 2
echo
echo
echo

-en "\\033[1;32;1m"
"Shutting down Apache $APACHE HOME ..."
-en "\\033[0;39;1m"
${APACHE USER} -c "S$APACHE HOME/bin/apachectl

-en "\\033[1;32;1m"
"Shutting down Tomcat $TOMCAT HOME ..."
-en "\\033[0;39;1m"
su - ${TOMCAT USER}

stop > /dev/null"
rm -rf /var/run/www/tomcat.pid
rm -f /var/lock/subsys/tomcat
rm -f /var/lock/subsys/apache

]&& [ -z “get apache pid~

] && [ -2

}
restart() {
stop
sleep 2
if [ -z “get tomcat pid"
start
exit 0
else
echo "Usage: $0 killall (°C)"
echo -n "Waiting: "
fi
while true;
do
sleep 1
if [ -z "get tomcat pid"
“get _apache pid~ ]; then
break
else
echo -n "."
fi
done
echo
start

}

k9restart () ({

ISEXIT='false'

]

14

-c "STOMCAT HOME/bin/catalina.sh

then




stop

for i in "seq 1 ${WAIT TIME} ;

do
if [ -z "get tomcat pid ] && [ -z
“get _apache pid~ ]; then
ISEXIT="true'
break
else
sleep 1
fi
done
if [ SISEXIT == 'false' ]; then
while true;
do
if [ -z "“get tomcat pid~ ] && [
“get_apache pid~ ]; then
ISEXIT="true'
break
fi
if [ -n "get apache pid~ ]; then
kill -9 “pgrep httpd"
fi
if [ -n "get tomcat pid" ]; then
kill -9 “get tomcat pid"
fi
done

rm -rf /var/run/www/tomcat.pid
rm -f /var/lock/subsys/tomcat
rm -f /var/lock/subsys/apache

fi
echo
if [ SISEXIT == 'true' ]; then
start
fi
}
status() {

#ps -aux | grep -e tomcat -e apache

echo -en "\\033[1;32;1m"
echo ulimit open files: “ulimit -n~

4




}

echo -en "\\033[0;39;1m"

echo -en "\\033[1;32;1m"
echo -en "httpd count:"
let hc="ps axf|grep httpd|wc -1"-1

echo $hc
echo -en "apache count:"
netstat -alp | grep '*:http' | wc -1

echo -en "tomcat count:"

netstat -alp | grep '*:webcache' | wc -1

echo -en "dbconn count:"
netstat -a | grep ':3433' | wc -1
echo -en "\\033[0;39;1m"

}
kall() {
if [ “get _apache pid" ]; then
echo -en "\\033[1;32;1m"
echo "kill Apache pid( pgrep httpd’)
kill “pgrep httpd"
echo -en "\\033[0;39;1m"
fi
if [ “get _tomcat pid® ]; then
echo -en "\\033[1;32;1m"
echo "kill Tomcat pid( pgrep java )
kill “pgrep java"
echo -en "\\033[0;39;1m"
fi
rm -rf /var/run/www/tomcat.pid
rm -f /var/lock/subsys/tomcat
rm -f /var/lock/subsys/apache
}

reload() {

killall -HUP httpd

tomcat restart() {

su - ${TOMCAT USER} -c "$TOMCAT HOME/bin/catalina.sh stop >

/dev/null"

rm -rf /var/run/www/tomcat.pid
rm -f /var/lock/subsys/tomcat
sleep 2

if [ -z “get _tomcat pid" ]; then

su - ${TOMCAT USER} -c "$TOMCAT HOME/bin/catalina.sh




start > /dev/null"”
exit 0
else

echo "Usage: $0 killall (°C)"
echo -n "Waiting: "

> /dev/null"

touch /var/lock/subsys/tomcat

case $1 in

apache)
case "$2" in
reload)
reload

*)
su - ${APACHE USER} -c
"${APACHE HOME}/bin/apachectl $2"

r7s

esac
T
tomcat)
case "$2" in
restart)

tomcat restart

rs

*)

su - ${TOMCAT USER} -c

fi
while true;
do
sleep 1
if [ -z “get tomcat pid  ];
echo
break
else
echo -n "."
#echo -n "Enter your [y/n]:
ISKILL;
fi
done

su - ${TOMCAT USER} -c "$TOMCAT HOME/bin/catalina.sh start

echo “get tomcat pid~ > /var/run/www/tomcat.pid

# Determine and execute action based on command line parameter

; read




"${TOMCAT HOME}/bin/catalina.sh $2"

r7s

esac

r7s
start)
start

stop)
stop

rs

restart)
restart

rs

status)
status

r7s

killall)
kall

rs

k9restart)
k9restart >/dev/null
*) rirs
echo -en "\\033[1;32;1m"
echo "Usage: $0
{start|stop|restart|status|killall|k9restart}"
echo "Usage: $0 apache
{start|restart|graceful |graceful-stop|stop|reload}
echo "Usage: $0 tomcat
{debug|run|start|restart|stop|version}"
echo -en "\\033[0;39;1m"

r7s

esac
echo -en "\\033[0;39;m"
exit 0

chmod 700 /etc/init.d/www




%5 4 2 Apache httpd

LAMP

1. Install

1.1. Quick install apache with aptitude

$ sudo apt-get install apache2$ sudo apt-get install apache2-mpm-
worker

netkiller@Linux-server:~$ sudo apt-get install apache2

command

enable module: a2enmod

enable site: a2ensite

rewrite module

S sudo a2enmod rewrite

PHP module

$ sudo a2enmod php5

deflate module



root@neo:/etc/apache2# a2enmod deflate
Module deflate installed; run /etc/init.d/apache2 force-reload
to enable.
root@neo:/etc/apache2# /etc/init.d/apache2 force-reload
* Forcing reload of apache 2.0 web server...
[ ok ]
root@neo:/etc/apache2#

ssl module

a2enmod ssl
a2ensite ssl

/etc/apache2/httpd.conf Jif A\

ServerName 220.201.35.11

LA

netkiller@Linux-server:~$ sudo apt-get install libapache2-mod-
security

netkiller@Linux-server:/etc/apache2$ sudo vi ports.conf
netkiller@Linux-server:/etc/apache2$ cat ports.conf
Listen 80

Listen 443

NameVirtualHost *
NameVirtualHost *:443

netkiller@Linux-server:/etc/apache2$ sudo apache2-ssl-
certificate

or

netkiller@Linux-server:~$ apache2-ssl-certificate -days 365




netkiller@Linux-server:~$ aZ2enmod ssl

or

netkiller@Linux-server:/etc/apache2/mods-enabled$ sudo 1ln -s
../mods-available/ssl.conf
netkiller@Linux-server:/etc/apache2/mods-enabled$ sudo 1ln -s
../mods-available/ssl.load

netkiller@Linux-server:/etc/apache2/sites-enabled$ sudo mkdir
ssl/

netkiller@Linux-server:/etc/apache2/sites-enabled$ sudo cp
netkiller woodart ssl/

netkiller@Linux-server:/etc/apache2/mods-enabled$ sudo
/etc/init.d/apache2 reload

* Reloading apache 2.0 configuration...

[ ok ]
netkiller@Linux-server:/etc/apache2/mods-enabled$

VirtualHost

VirtualHost gl FE A1

netkiller@Linux-server:/etc/apache2/sites-available$ sudo vi
woodart

#NameVirtualHost neo.6600.o0rg
<VirtualHost 220.201.35.11>
ServerAdmin openx@163.com

DocumentRoot /home/netkiller/www
ServerName neo.6600.o0rg
ServerAlias www.neo.6600.org
<Directory /home/netkiller/www>
Options Indexes FollowSymLinks MultiViews
AllowOverride All
Order allow,deny
allow from all
# Uncomment this directive is you want to see




apache2's
# default start page (in /apache2-default) when
you go to /
#RedirectMatch "/$ /apache2-default/
</Directory>

# ScriptAlias /cgi-bin/ /home/netkiller/www/
v <Directory "/home/netkiller/www">

# AllowOverride None

# Options +ExecCGI -MultiViews
+SymLinksIfOwnerMatch

# Order allow,deny

# Allow from all

v </Directory>

ErrorLog /var/log/apache2/neo.error.log

# Possible values include: debug, info, notice, warn,
error, crit,

# alert, emerg.
# LogLevel warn

CustomLog /var/log/apache2/neo.access.log combined
# ServerSignature On

</VirtualHost>

netkiller@Linux-server:/etc/apache2/sites-available$ sudo
apache2 -k restart

~userdir module - /public_html

~web i

netkiller@Linux-server:~$ mkdir public_html
netkiller@Linux-server:~$ cd public html/
netkiller@Linux-server:~/public_html$
netkiller@Linux-server:~/public_html$ echo
helloworld>index.html
netkiller@Linux-server:~/public_html$ 1s




index.html

http://xxx xxx . xxx.xxx/~netkiller/
PHP 5

$ sudo apt-get install php5

netkiller@Linux-server:~$ sudo apt-get install php5

pgsqlFiii

netkiller@Linux-server:~$ sudo apt-get install php5-pgsql

netkiller@Linux-server:~$sudo cp
/usr/1lib/php5/20051025/pgsql.so /etc/php5/apache2/

php5-gd - GD module for php5

$ sudo apt-get install php5-gd

netkiller@Linux-server:~$ apt-cache search gd

1libgdbm3 - GNU dbm database routines (runtime version)
libgd2-xpm - GD Graphics Library version 2

php5-gd - GD module for php5

pnm2ppa - PPM to PPA converter

postgresql-doc-8.1 - documentation for the PostgreSQL database
management system

librubyl.8 - Libraries necessary to run Ruby 1.8

rubyl.8 - Interpreter of object-oriented scripting language
Ruby 1.8

klogd - Kernel Logging Daemon

sysklogd - System Logging Daemon

upstart-logd - boot logging daemon
netkiller@Linux-server:~$ sudo apt-get install php5-gd



http://xxx.xxx.xxx.xxx/~netkiller/

netkiller@Linux-server:~$

1.2. CentOS 6
Install

Apache

[root@development ~]# yum

-y install httpd

PHP

[root@development ~]# yum
[root@development ~]# yum
mbstring php-bcmath

[neo@development ~]$ sudo

-y install php
-y install php-mysqgl php-gd php-

yum -y install php-pecl-memcache

mysql

[root@development ~]# yum

-y install mysgl-server

Uninstall

# yum remove httpd




Configure

Apache

VirtualHost

[root@development ~]# vim /etc/httpd/conf.d/vhost.conf
#
# Use name-based virtual hosting.
#
NameVirtualHost *:80

NOTE: NameVirtualHost cannot be used without a port specifier
(e.g. :80) if mod ssl is being used, due to the nature of the
SSL protocol.

F FF F 5%k T

#
# VirtualHost example:
# Almost any Apache directive may go into a VirtualHost
container.
# The first VirtualHost section is used for requests without a
known
# server name.
#
<VirtualHost *:80>
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /www/docs/dummy-host.example.com
ServerName dummy-host.example.com
ErrorLog logs/dummy-host.example.com-error log
CustomLog logs/dummy-host.example.com-access log common
</VirtualHost>




MySQL

reset mysql's password

'new-password'

'new-password’

[root@development ~]# /usr/bin/mysgladmin -u root password

[root@development ~]# /usr/bin/mysqgladmin -u root -h
development.domain.org password

Alternatively you can run:

[root@development ~]# /usr/bin/mysqgl secure installation

Starting

levels

[root@development ~]#
mysqgld O:off
6:0ff
[root@development ~]#
httpd O:off
6:0ff

[root@development ~]#

[root@development ~]#
httpd O:off
6:0ff

[root@development ~]#

chkconfig
l:0ff

chkconfig
l:0ff

chkconfig
chkconfig
l:0ff

chkconfig

--list mysqgld

2:0ff 3:0ff
—--list httpd
2:0ff 3:0ff
httpd on
--list httpd
2:0n 3:0n
mysqld on

4:0ff 5:0ff
4:0ff 5:0ff
4:0n 5:0n




[root@development ~]# chkconfig --list mysqgld

ysqld O:off l:o0ff 2:0n 3:0n 4:0n 5:0n
6:0ff

Apache
[root@development ~]# service httpd start

MySQL
[root@development ~]# service mysqld start
[root@development ~]# netstat -nat | grep 80
tcp 0 0 :::80 8388%
LISTEN
[root@development ~]# netstat -nat | grep 3306
tcp 0 0 0.0.0.0:3306 0.0.0.0:*
LISTEN
FAQ
compile php
[root@development php-5.3.0]1# yum install libxml2-devel
[root@development php-5.3.0]1# yum install curl-devel
[root@development php-5.3.0]# yum install gd-devel
[root@development php-5.3.0]1# yum install libjpeg-devel




[root@development php-5.
[root@development php-5.
[root@development php-5.
[root@development php-5.

.0]# yum install libpng-devel
.0]# yum install openldap-devel
.0]# yum install mysql-devel
.0]# yum install net-snmp-devel

w w ww

1.3. Compile and then install Apache

Apache ZH 5L E
configure
—-with-mpm=worker 52 &R G 7T AR 2 AP
--enable-modules='dir mime' ¥ A E LA 2lindex.* U4
--enable-rewrite=shared Rewrite ] T &4k
--enable-expires=shared 2% || i [H] #% cache
--enable-authz_host=shared Orderf¥ [}
--enable-setenvif=shared
--enable-log_config=shared H &&=
—-enable-speling=shared i H 31& IEBF4EHIURL
--enable-deflate=shared &g 1535

--enable-mods-shared='cache file-cache disk-cache mem-cache proxy
proxy-ajp proxy-balancer' {XJH 12217

HTFJava

tar zxvf httpd-2.2.4.tar.gz
cd httpd-2.2.4
./configure --prefix=/usr/local/httpd-2.2.4 \



--with-mpm=worker \
--enable-modules="'dir mime' \
--enable-rewrite=shared \
--enable-authz_host=shared \
--enable-alias=shared \
-—-enable-setenvif=shared \
--enable-log config=shared \
--enable-speling=shared \
--enable-filter=shared \
--enable-deflate=shared \
—-—-enable-headers=shared \
--enable-expires=shared \
—--enable-mods-shared="'cache file-cache disk-cache mem-cache
Proxy proxy-ajp proxy-balancer' \
--disable-include \
--disable-actions \
--disable-alias \
--disable-asis \
--disable-autoindex \
--disable-auth basic \
--disable-authn file \
--disable-authn default \
--disable-authz groupfile \
--disable-authz user \
--disable-authz default \
--disable-cgi \
--disable-cgid \
--disable-env \
--disable-negotiation \
--disable-status \
--disable-userdir

A FPHP

[root@development httpd-2.2.14]# yum install zlib-devel.x86 64

./configure --prefix=/usr/local/httpd-2.2.14 \
--with-mpm=worker \

--enable-so \

--enable-mods-shared=all \
--enable-static-support \
--enable-static-htpasswd \
--enable-static-htdigest \




--enable-static-ab \
--disable-include \
--disable-actions \
--disable-alias \
--disable-asis \
--disable-autoindex \
--disable-auth basic \
--disable-authn file \
--disable-authn default \
--disable-authz groupfile \
--disable-authz user \
--disable-authz default \
--disable-cgi \
--disable-cgid \
--disable-env \
--disable-negotiation \
--disable-status \
--disable-userdir

make; make install

JE 3l

ln -s /usr/local/httpd-2.2.4/ /usr/local/apache

/usr/local/httpd/bin/apachectl start

DLAL i %A

# vim server/mpm/worker/worker.c

# define DEFAULT SERVER LIMIT 256
# define MAX SERVER LIMIT 20000
# define DEFAULT THREAD LIMIT 512
# define MAX THREAD LIMIT 20000

PHP



cd /usr/local/src

wget http://cn2.php.net/get/php-
5.3.0.tar.bz2/from/cn.php.net/mirror
tar jxvf php-5.3.0.tar.bz2

cd php-5.3.0

2.9

./configure --prefix=/usr/local/php-5.3.0 \
--with-config-file-path=/usr/local/php-5.3.0/etc \
--with-apxs2=/usr/local/apache/bin/apxs \
--with-curl \

--with-gd \

--with-1ldap \

--with-snmp \

--enable-zip \

--enable-exif \

--with-1libxml-dir \

--with-mysql \

--with-mysqli \

--with-pdo-mysql \

--with-pdo-pgsqgl

make
make test
make install

a. NI AT T

ln -s /usr/local/php-5.3.0 /usr/local/php

b. php.ini



cp php.ini-dist /usr/local/php/etc/php.ini

c. conf/httpd.conf

AddType application/x-httpd-php .php .phtml
AddType application/x-httpd-php-source .phps

reload apache

A

phpinfo() M & 2% Fapache H 5%

{5 4.1. index.php

| <?php phpinfo(); 2> |

__________________________________________________________________________________________________________________

--with-snmp

redhat as4 B --with-snmp FEELZETHEHE

rpm
rpm
rpm
rpm

-i elfutils-libelf-devel-0.97.1-3.i386.rpm
-i elfutils-devel-0.97.1-3.i386.rpm
-i beecrypt-devel-3.1.0-6.i386.rpm
-i net-snmp-devel-5.1.2-11.EL4.7.i386.rpm

Automation Installing

{5 4.2. autolamp.sh



#!/bin/bash

HTTPD SRC=httpd-2.2.15.tar.gz

PHP SRC=php-5.2.13.tar.gz

MYSQL SRC='mysqgl-5.1.45.tar.gz'

MYSQL LIBS SRC='mysql-5.1.45-1linux-x86_ 64-glibc23.tar.gz’

SRC_DIR=$ (pwd)

HTTPD DIR=${HTTPD SRC%%.tar.gz}

PHP DIR=${PHP SRC%%.tar.*}

MYSQL DIR=${MYSQL SRC%%.tar.*}

MYSQL LIBS DIR=${MYSQL LIBS SRC%%.tar.*}

function clean(){
rm -rf $HTTPD DIR
rm -rf $PHP DIR
rm -rf $MYSQL DIR
rm -rf $MYSQL LIBS DIR
}
function mysql(){
rm -rf $MYSQL DIR
tar zxf $MYSQL SRC
cd $MYSQL DIR
./configure \
--prefix=/usr/local/$MYSQL DIR \
--with-mysgld-user=mysql \
--with-unix-socket-path=/tmp/mysql.sock \
--with-charset=utf8 \
--with-collation=utf8 general ci \
--with-pthread \
--with-mysgld-1ldflags \
--with-client-1dflags \
--with-openssl \
--without-docs \
--without-debug \
--without-ndb-debug \
--without-bench
#-—without-isam
#--without-innodb \
#--without-ndbcluster \
#--without-blackhole \
#--without-ibmdb2i \
#--without-federated \
#--without-example \




#--without-comment \
#--with-extra-charsets=gbk,gb2312,utf8 \

#--localstatedir=/usr/local/mysql/data
#--with-extra-charsets=all

make clean

make && make install

cd ..
/usr/local/$MYSQL_DIR/bin/mysqgl_install db
}
function httpd(){

rm -rf $HTTPD_DIR

tar zxf $HTTPD_SRC

cd $HTTPD_DIR

./configure --prefix=/usr/local/$HTTPD DIR \
--with-mpm=worker \

--enable-so \

--enable-mods-shared=all \
--disable-authn file \

--disable-authn default \
--disable-authz groupfile \
--disable-authz user \

--disable-authz default \
--disable-auth basic \

--disable-include \

--disable-env \

--disable-status \

--disable-autoindex \

--disable-asis \

--disable-cgi \

--disable-cgid \

--disable-negotiation \
--disable-actions \

--disable-userdir \

--disable-alias

make clean

make && make install
cd ..

}
function php(){

rm -rf $MYSQL LIBS DIR
tar zxf $MYSQL LIBS SRC
rm -rf $PHP DIR

tar zxf $PHP_SRC




cd $PHP_DIR

./configure --prefix=/usr/local/$PHP DIR \
--with-config-file-path=/usr/local/$PHP DIR/etc \
--with-apxs2=/usr/local/$HTTPD DIR/bin/apxs \
--with-curl \

--with-gd \

--with-jpeg-dir=/usr/1lib64 \

--with-iconv \

--with-zlib-dir \

--with-pear \

--with-1libxml \

--with-dom \

--with-xmlrpc \

--with-openssl \
--with-mysqgl=/usr/local/mysqgl-5.1.45-1inux-x86 64-glibc23 \
--with-mysqgli \

--with-pdo-mysql \

--enable-memcache \

--enable-zip \

--enable-sockets \

-—-enable-soap \

--enable-mbstring \

--enable-magic-quotes \
--enable-inline-optimization \

—-—enable-xml

#make && make test && make install
make && make install
cp /usr/local/src/$PHP DIR/php.ini-dist
/usr/local/$PHP DIR/php.ini
}
function depend(){
yum install gcc gcc-c++ -y
yum install -y libxml2-devel libxslt-devel
yum install curl-devel -y
yum install gd-devel libjpeg-devel libpng-devel -y
yum install ncurses-devel -y
yum install mysqgl-devel -y
yum install libevent-devel -y
}
function java()({
#yum install java-1.6.0-openjdk -y
chmod +x jdk-6u20-linux-x64.bin
./jdk-6u20-1linux-x64.bin




}

}

clean)

httpd)

php)

mysqgl)

java)

all)

mv jdkl.6.0 20 ..
1n -s /usr/local/jdkl.6.0 20 /usr/local/java

function memcached(){

MEMCACHED_ PKG=memcached-1.4.5.tar.gz
MEMCACHED_SRC=memcached-1.4.5

rm -rf $MEMCACHED SRC

tar zxf $MEMCACHED PKG

cd SMEMCACHED_SRC

./configure --prefix=/usr/local/memcached-1.4.5
make && make install

# See how we were called.
case "S$1" in

clean
v
httpd

r7s

php

if [ -f $0 ] ; then
mysql

fi

o o
r7s

depend)

depend

java

o o
rs

memcached)

memcached

clean

eCho #H#HH#HHHHAHHHHHAHHHHAHHHHAHHHHAAHHHAHHHH AR HH A S H A
echo # $MYSQL DIR Installing...

echo ###HAHHHHHHH#HH#HAHHHHHHAHHHAHHHHHHHHAH A A A A A A A
mysql




echo #H#HHAHAAHAHHHHHHHHHHHHAAAAAAHHHHHHHHH A A A A
echo # $SHTTPD DIR Installing...

echo #H#HHHHHHHHBRHHHHHHHHHHHHHA R BB B R BB R BB AR
httpd

echo ##HHHH#HHHHHHHHHHHHHHHTHHHHHHHHHHHHHAHH A A A
echo # S$PHP DIR Installing...
echo #H#HHHHHHHHHHHHHTHATHHHHHHHHHHHHHHHHHHAHHAHHAHHHHHH

php

In -s /usr/local/$HTTPD DIR /usr/local/apache
1In -s /usr/local/$MYSQL DIR /usr/local/mysql
1n -s /usr/local/$PHP DIR /usr/local/php

clean

*)
echo $"Usage: $0 {httpd|php|mysqgl|all|clean}"
RETVAL=2

esac

exit S$SRETVAL

1.4. XAMPP
XAMPP for Linux

http://www.apachefriends.org/en/xampp-linux.html

install

tar xvfz xampp-linux-1.7.3a.tar.gz -C /opt

start

/opt/lampp/lampp start



stop

/opt/lampp/lampp stop

remove

rm -rf /opt/lampp

php3

./lampp php5
XAMPP: PHP 5.3.8 already active.

./lampp startapache
XAMPP: Starting Apache with SSL (and PHPS5)...

./lampp startmysql
XAMPP: Starting MySOQL...




2. Module

SRR AN T -

mod access REETENRE IS GRL

mod_actions BEIZIZITETMIMERBIMNCGIMIASHTTPIE R E

mod alias BEMITURLEE @RS

mod asis BT R B HTTPAARRYIE L MR R EEIE Fim
mod_auth SIHERFREENAXXGPRNAFRE. O<KSEIIAL

mod_auth dbm X¥F{ERDBMX4HZEE AETTPIAIE
mod_auth_mysql XIFFERAMySQLEIEREZIMEARRTTPIAILE
mod_auth_anon ARFUAERZANIHRIFEIANENXE
mod_auth external X¥HERE=F1AILE

mod_autoindex HiR/MDRSIXMHH, BaEMENSHERIIR

mod_cern meta RN ITEEMNXZE

mod_cgi SHCeT
hod_dir BB EEREAN T OERSIMI TR HIER
nod_env BT REB T T R B ACCI SSTHIA

mod expires 1HRAEApacheE RSB ZEMNIE KT AN{a]4MEExpires
mod headers BEUSIRIEHTTPIZ LR

mod imap R EI AR ET T 5
mod include {¥373#5FSSI
mod info SARSBEREEERE T 2 EAVER

mod_log_agent AFERMIBTEXHFEFEAFAENGER

mod log config XFFICERHE

mod_log_referer R TIEIFEKPHIRefererkinE N\ HERIINAEE
mod_mime FIRMEZEFimiRHAE X XEHNITER

mod_negotiation RHTXABHEIMNSIF

mod_setenvif {E{REEWECIEEFIFIETE

mod_speling {EfREEFBSLMIEZBHE BIRUA/NEHIRAIURLIFK

mod status AFEEABIWEBEEApache

mod_unique_id A/ MEKRREMEIFBHFHRNFM MRILEE —RIFRIR

Dz, e
H R

LoadModule dir module modules/mod dir.so

LoadModule mime module modules/mod mime.so

LoadModule expires module modules/mod_ expires.so

LoadModule config log module modules/mod log config.so
LoadModule alias module modules/mod_alias.so




oadModule rewrite module modules/mod rewrite.so
oadModule access module modules/mod_ access.so
oadModule auth module modules/mod_auth.so

2.1. Output a list of modules compiled into the server.

This will not list dynamically loaded modules included using the
LoadModule directive.

[root@development bin]# httpd -1
Compiled in modules:

core.c

worker.c

http core.c

mod so.c

2.2. Core

Listen

HEZNIP

#Listen 80

Listen 192.168.3.40:80
Listen 192.168.4.40:80
Listen 192.168.5.40:80

Filesystem and Webspace

ref: http://httpd.apache.org/docs/2.2/en/sections.html

Filesystem Containers




<Directory /var/web/dirl>
Options +Indexes
</Directory>

<Files private.html>
Order allow,deny
Deny from all
</Files>

<Directory /var/web/dirl>
<Files private.html>
Order allow,deny
Deny from all
</Files>
</Directory>

Webspace Containers

<LocationMatch "/private>
Order Allow,Deny
Deny from all

</LocationMatch>

Wildcards and Regular Expressions

A non-regex wildcard section that changes the configuration of
all user directories could look as follows:

<Directory /home/*/public html>

Options Indexes

</Directory>

Using regex sections, we can deny access to many types of image
files at once:

<FilesMatch \.(?i:gif|jpe?g|png)s$>
Order allow,deny




Deny from all
</FilesMatch>

Options

<DirectoryMatch (/var/www/logs|/var/www/logs/*)>
Options FollowSymLinks MultiViews Indexes

DirectoryIndex index.html

AllowOverride AuthConfig
Order Allow,Deny
Allow From All

AuthName "Logs Access"
AuthType Basic
AuthUserFile /etc/nagios3/htpasswd.users
require valid-user
</DirectoryMatch>

1. None/22% ||
2. Indexes 243% findex.html 54 5 H 5

3. FollowSymLinks VA5 i%#E, ] DLEL A5 % 42 15 4

DocumentRoot

4. AllowOverride & X &= 5 H 3= H H 3 9| htaccess7
X Bk E B Options

5.

Etag



<Directory /www>
<Files ~ "\.(gif|jpe?g|png|html|css|js)s$">
FileETag INode MTime Size
</Files>
</Directory>

fed Apache fift 445 2,

ServerTokens ProductOnly
ServerSignature Off

2.3. mpm

event

ThreadLimit &3 H T EIN

ServerLimit F5% H 17U

<IfModule mpm event module>
ThreadLimit 256
ServerLimit 4096
StartServers 4
MinSpareThreads 75
MaxSpareThreads 250
ThreadsPerChild 128
MaxRequestWorkers 4096
MaxConnectionsPerChild 0

</IfModule>

worker



worker

# Server-pool management (MPM specific)
Include conf/extra/httpd-mpm.conf

conf/extra/httpd-mpm.conf

mpm_worker_module

<IfModule mpm worker module>

ServerLimit 16
ThreadLimit 128
StartServers 8
MaxClients 2048
MinSpareThreads 64
MaxSpareThreads 128
ThreadsPerChild 128
MaxRequestsPerChild 10000
</IfModule>

<IfModule mpm worker module>

ServerLimit 24
ThreadLimit 128
StartServers 8
MaxClients 3072
MinSpareThreads 64
MaxSpareThreads 128
ThreadsPerChild 128
MaxRequestsPerChild 10000
</IfModule>

<IfModule mpm worker module>

ServerLimit 16
ThreadLimit 256
StartServers 8
MaxClients 4096
MinSpareThreads 64
MaxSpareThreads 256
ThreadsPerChild 256

MaxRequestsPerChild 10000




</IfModule>

ServerLimit EKIAZ16, ERERARZZMN/L T httpdi#tiz,

ThreadLimit EAIAE64,

ThreadsPerChild* ServerLimit=RAXIFNRAHL.
MaxClients<ThreadsPerChild* ServerLimit, MaxClientsi1ERAKTF400%%
PR HI7E400.

400 RZRBIBHRAH L, Ll LM EMaxClientsE,

IR H LB T 2AEAFE,

FE <21t :

StartServers:' RERSZFIBIINZIUINFHEZENEZE, BATFHZRED
SHEBURTFRAENRE, IE—RRSEVEREX TSN,

ServerLimit: ARZBEFBAFEEMNAREN LR, REEMREER
MaxClients#IThreadsPerChildiX B EEEITHRINMELI6 T FHEZNNEAEE
ERAXMES ., TEFZIELHEIREMNEMaxClients FThreadsPerChildFEE
N HERERES. BRIIESHEVITEFEIERZEBRoIZ 8L, Mrestart
ANERIBEARSEN.

ThreadLimit: ®RES T FHAREEENZTIE ThreadsPerchild F[R,
ZIESMEN HFlThreadsPerChil1d A BEIARIM R AERIT—. EULIELHIEY
N EILRSEBEMTEEER, NUrestart AR ERBIEAEN,

MaxClients: BFEREFIHEKNEAEBNBEREE (RREREER) .
(EOlBidMaxClientsRHEIRNIEREBIGHNFIZBAT, BRIMER"400", 16
(ServerLimit)3€LA25 (ThreadsPerchild)HIE R, FLtEIENMMaxClientsh
B®, {RATIERIEN ServerLimitBI{H., EEFEIVCEVIREIRN (MMbANREAMINER
KIMIBATE/2) , ARRIEASIERHEITEHSARE, tbil—&84cAFINEE, FBAHLE
{ER=4000/2=2000,

MinSpareThreads: BR/N\TNEIEE, BAIMER"75" ., X TMPMIGE T
TIRF R EMT AEIZE ., WRRSB[BPREHNZTREEZHAR), FHEETEFHNZSA

ts =N

MaxSpareThreads: RERATHNERELN., FRAMER"250", X TMPME
ETENMRZB[UBNTAELREN. IRBRB[PENTREREHLRZ, FHEBRES
RNT HNEFZ, MaxSpareThreadsHIEVESEEEBRHIA., ApacheFigIRAI TR
BolfE I EMRIRERE: workerBEXRHEATHT MinSpareThreadsil Lt
ThreadsPerChildf9#l,

ThreadsPerChild: B FHIERIIMNLIE. BIAMER 25, FHREER
IR R XL HREEMABEILFNEET .. ST FHEMBENMELAENEHER
15K, CAERIALMER]RERVIB K SE,

MaxRequestsPerChild: RES T FHREEEAFHAAITEIRNGZEAR




EXKEHE., FliAMaxRequestsPerChildMIfRHIfE, FHBEESER., IR
MaxRequestsPerChildA"0", FIFHEREKIZARLER, &
MaxRequestsPerChildiRBENIFFEBEMNIFL: AIUBALE (BARN) RERIKRIIR
HITMERAE
cittiE— 1 BREw, MMABTHRSZ B NERENMER N EHIZENHE.
NRIKERNIEFTE, EEFRINIZN10000-30000ZBE—ME.

YN

ThreadLimit >= ThreadsPerChild

MaxClients <= ServerLimit * ThreadsPerChild #h7i=
ThreadsPerChildiI{S%

MaxSpareThreads >= MinSpareThreads+ThreadsPerChild

2.4. Apache Log

LogLevel

H &

1B LogLevel level

A BUEE T level, KEBEEMLEFHET:
emerg K2 (RARLEFER)
alert AT BN ENE Tite

crit ManlE)
error SAELH
warn ZE5BR
notice —MREEIE)
info EEER

debug FHIHER

LogLevel crit

LogFormat

o1 #log H &L



<IfModule log config module>

#

# The following directives define some format nicknames for
use with

# a CustomLog directive (see below).

#

#LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}il\" \"$%
{User-Agent}i\"" combined

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}il\" \"%
{User-Agent}i\" %{email}C %{nickname}C" combined

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

<IfModule logio module>
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}il\" \"%
{User-Agent}i\" %I %0" combinedio
</IfModule>

#

# The location and format of the access logfile (Common
Logfile Format).

# If you do not define any access logfiles within a
<VirtualHost>

# container, they will be logged here. Contrariwise, if
you *do*

# define per-<VirtualHost> access logfiles, transactions
will be

# logged therein and *not* in this file.

#

#CustomLog logs/access log common

#

# If you prefer a logfile with access, agent, and referer
information

# (Combined Logfile Format) you can use the following
directive.

#

CustomLog logs/access log combined

#CookieLog logs/cookie log
</IfModule>




Compressed

# compressed logs
$ CustomLog "|/usr/bin/gzip -c >> /var/log/access_log.gz"
common

rotatelogs - Piped logging program to rotate Apache logs

rotatelogs+&=—/ Mt & Apache 518 H ST aEf H A R B2 P . 2%
1) :

rotatelogs logfile [ rotationtime [ offset ]] | [ filesizeM ]

Ll
logfile
e LEERMEBEXHE. tzu%logflleqﬂ@a s', WESHEMABETH
strftime (3)MERFE; TN, ESW BN LM HEAIA . nnnnnnnnnn/g
o ifoﬁﬂJ*%Eﬁ%‘B%n_'\?ﬁE’\JEIIUT-Fil‘*ﬁﬁHE’JHTIE?
rotationtime

B &4 BB AT 9 BV (E) fRAY (8]
offset
TEX FUTCRIRTZR D #HEN. MREHE, NEREN0, FHEMRuTchtiE, tbil, EiEE
UTCRSZ 7 -5/\ITa9itt X 9 ZtthAt(a), Mt SENH-300,

filesizeM

HEE BB U F T A BMUNERFEMNXHEARN, MAZIEECENEENE,

THBEXHRA TR AN ENstrftime (3) SMAAX IS, MEFY BEX N
strftime(3)FM,

sA EHRER (A1)

sa 3ITERNER (AKiHY)
B BIp BIIEIR (AHERY)
b 3ITFRNBM B (AHRY)
sc  HEAFNAT(E) (ZSHhhY)

sd 2fEEI— B e HERER
$H 2{ELAY/ TR (24/) VBl )
ST 2 ENAY/NETER ( 127\
%3 3EEI—FE AR HER%ER
M 21 ENA0 D EPER




sm 21U B 1%

p am/pm 12/)\SHIEY ETFF (AhEY)

%S 2{UEEIFDER

U 2 —F RN ERRE((ERA—ANE—X)
sW 2 —F I ERRR ((E—A—BANE—X)
sw LU ERRL (EBRRA—BNE—XK)

sx B8] (AHERY)

sx HER (AHERY)

Y 4UERES

CustomLog "|bin/rotatelogs /var/logs/logfile 86400" common
IR E ST N " /var/logs/logfile.nnnn", EfFfnnnnE & X FHHERE
ETAY R SUE (8] (LR (B B2 RRNAT B RIS LY, RIAR FeronfilARIEY ) . ERRIAT(E]
ZARY (EWBIRZE 24/ E), RFE—THINES.

CustomLog "|bin/rotatelogs /var/logs/logfile 5M" common
It e B =7 A3 R/IME K EISIKFHEHREIZH .

ErrorLog "|bin/rotatelogs /var/logs/errorlog.%Y-%m-%d-%H %M %S
5M"

ItEE E SRz HEARIMEREISKFTRIARMZAS, BAEXGBEESIREBU TS
Bl errorlog.YYYY-mm-dd-HH MM SS

ErrorLog "| /usr/local/apache/bin/rotatelogs
/www/logs/www.example.com/error %Y %m %d log 86400 480"
CustomLog "| /usr/local/apache/bin/rotatelogs

/www/logs/www.example.com/access %Y %m %d _log 86400 480" common

CustomLog "|/usr/local/httpd/bin/rotatelogs
/www/logs/www.example.com/access.%Y-3m-%d.log 86400 480"
combined

86400: I~ 24/NI] 60*60%24

480: FRIbf X A% 8 INfIX T 60*8
cronolog

cronolog

cd /usr/local/src/



wget http://cronolog.org/download/cronolog-1l.6.2.tar.gz
tar zxvf cronolog-1.6.2.tar.gz

cd cronolog-1.6.2

./configure --prefix=/usr/local/cronolog

make

make install

CustomLog "l/usr/local/cronolog/sbin/cronolog
/opt/apache/logs/access_log.%Y %em%d" combined

BEIH

G2 ARG AH HESME (Alogls log2. log3) , F-4 i 2
log_allH F) J7 5 -

$ sort -m -t " " -k 4 -0 log all logl log2 log3

H & A

30 4 * * * /usr/bin/gzip -f /www/logs/access. date -d yesterday
+2Y-%m-%d" .log

logger

https://www.sit.auckland.ac.nz/LLogging_to_syslog_with_Apache

Logging to syslog with Apache

First you will need to install syslog-ng. This is the logging
server that will send the log data to the syslog box.

apt-get update && apt-get install syslog-ng
syslog-ng uses a socket device to accept data from apache or




whatever program is creating the logs.
Use the configuration here: Syslog-ng default config.

The first part indicates what the socket will be called and
where it will live. The second part tells syslog-ng where to
send the collected data. The restart syslog-ng
(/etc/init.d/syslog-ng restart)l.

Configure apache's logging

Add these directives to send apache's logs via a socket to
syslog

CustomLog "|/usr/bin/logger -s -t 'monitor.cs.auckland.ac.nz' -
p info -u /var/log/apache log.socket" Combined

ErrorLog "|/usr/bin/logger -s -t 'monitor.cs.auckland.ac.nz' -p
err -u /var/log/apache log.socket"

Apache will then use the logger program to send data to syslog.
/var/log/apache log.socket refers to the device that syslog-ng
has created. Data sent to this device is sent over the network
to the main syslog box.

Troubleshooting

It seems that apache 2.0.54-5 does not like logging to a file
and to a process at the same time. In this case log entries
will become re-ordered or missed out. You can use the test
scripts below to check if this is happening.

Testing

Here are some useful scripts that can help with testing to make
sure the logging is working as expected.

You can simulate http accesses using lynx with this command:

watch lynx -source http://monitor.cs.auckland.ac.nz/
Which will make a http request every two seconds. Or, for a
better test:

for i in "seq 1 100" ; do lynx -source
http://monitor.cs.auckland.ac.nz/$i;sleep 3;done

The result of this test is a sequence of log entires from 1 to
100. If entries are missing or in the wrong order, you know




there is a problem.

other

CustomLog "|/usr/bin/your_ script" Combined
ErrorLog "|/usr/bin/your_ script"

2.5. mod_access

<Directory /www>
Order Allow,Deny
</Directory>

<Directory /www>

Order Deny,Allow

Deny from all

Allow from apache.org
</Directory>

<Directory /www>
Order Allow,Deny
Allow from apache.org
Deny from foo.apache.org
</Directory>

A (partial) domain-name
Example: Allow from apache.org

A full IP address
Example: Allow from 10.1.2.3

A partial IP address
Example: Allow from 10.1




A network/netmask pair
Example: Allow from 10.1.0.0/255.255.0.0

A network/nnn CIDR specification
Example: Allow from 10.1.0.0/16

<DirectoryMatch (/usr/share/nagios3/htdocs|/usr/lib/cgi-
bin/nagios3|/etc/nagios3/stylesheets)>
Options FollowSymLinks

DirectoryIndex index.html

AllowOverride AuthConfig
Order Allow,Deny
Allow From All

AuthName "Nagios Access"
AuthType Basic
AuthUserFile /etc/nagios3/htpasswd.users
# nagios 1l.x:
#AuthUserFile /etc/nagios/htpasswd.users
require valid-user

</DirectoryMatch>

Apache httpd 2.4 .x

<Directory "/www/www.example.com">
Options Indexes FollowSymLinks
AllowOverride None
Require all granted
</Directory>

2.6. VirtualHost



conf/extra/httpd-vhosts.conf
or

/etc/httpd/conf.d/vhost.conf

NameVirtualHost *:80

<VirtualHost *:80>

ServerAdmin webmaster@dummy-host.example.com

DocumentRoot "/usr/local/httpd-2.2.14/docs/dummy-
host.example.com"

ServerName dummy-host.example.com

ServerAlias www.dummy-host.example.com

ErrorLog "logs/dummy-host.example.com-error log"

CustomLog "logs/dummy-host.example.com-access log"
</VirtualHost>

common

ServerName/ServerAlias

ServerName dummy-host.example.com
ServerAlias www.dummy-host.example.com

rotatelogs

CustomLog "|/usr/local/httpd/bin/rotatelogs

combined
ErrorLog "|/usr/local/httpd/bin/rotatelogs

/www/logs/www.example.com/error.%Y-%m-%d.log 86400 480"

/www/logs/www.example.com/access.%Y-%m-%d.log 86400 480"

2.7. Alias / AliasMatch




Alias /image /ftp/pub/image
AliasMatch "/icons(.*) /usr/local/apache/icons$1l

cat /etc/httpd/conf.d/logs.conf
Alias /logs "/www/logs"

<Directory "/www/logs">

Options FollowSymLinks MultiViews Indexes
AllowOverride None

Order allow,deny
Allow from all

Order deny,allow

Deny from all
Allow from 127.0.0.1

AuthName "Logs Access"

AuthType Basic

AuthUserFile /etc/httpd/htpasswd.users
Require valid-user
</Directory>

FHRHIEFTHFHFFF

2.8. Redirect / RedirectMatch

Redirect

Redirect /service http://foo2.example.com/service
Redirect permanent /one http://example.com/two
Redirect 303 /three http://example.com/other

RedirectMatch



RedirectMatch (.*)\.gif$ http://www.domain.com$1l. jpg

<VirtualHost *:80>
ServerName www.old.com
DocumentRoot /path/to/htdocs
<Directory "/path/to/htdocs">
RedirectMatch "“/(.*)$ http://www.new.com/$1
</Directory>
</VirtualHost>

2.9. Rewrite

Rewrite §5% AllowOverride All

<Directory "/www">

#

# Possible values for the Options directive are "None",
Tl

# or any combination of:

# Indexes Includes FollowSymLinks SymLinksifOwnerMatch
ExecCGI MultiViews

#

# Note that "MultiViews" must be named *explicitly* ---
"Options All"

# doesn't give it to you.

#

# The Options directive is both complicated and important.
Please see

# http://httpd.apache.org/docs/2.2/mod/core.html#options

# for more information.

#

Options Indexes FollowSymLinks

#

# AllowOverride controls what directives may be placed in




.htaccess files.

# It can be "All", "None", or any combination of the
keywords:

#  Options FileInfo AuthConfig Limit

#

#AllowOverride None

AllowOverride All

#

# Controls who can get stuff from this server.
#

Order allow,deny

Allow from all

</Directory>

R=301

RewriteEngine on
RewriteCond ${HTTP_HOST} "xX.x.xX.X [NC]
RewriteRule "/(.*)$ http://www.example.com/$1 [L,R=301]

5] 4.3. R=301

<VirtualHost *:80>
ServerAdmin webmaster@example.com
ServerName www.example.com
ServerAlias www.second.com

RewriteEngine On

RewriteCond %{HTTP HOST} “www.example.com [NC]

RewriteRule "/(.*)$ http://www.other.com/$1 [L,R=301]

RewriteCond ${HTTP_ HOST} "“www.second.com [NC]

RewriteRule "/(.*)$ http://www.other.com/$1 [L,R=301]
</VirtualHost>




Rewrite + JkMount

JkMount 5 Rewrite [@] g A i

RewriteRule A/communtiy/top/(.*)$ /community.do?
method=activeContent&id=$1 [PT]

J& 181 F [PT]

Apache redirect domain.com to www.domain.com

S vi .htaccess

RewriteEngine on

RewriteCond % {HTTP_ HOST} "“domain\.com

RewriteRule " (.*)$ http://www.domain.com/$1 [R=permanent,L]

=N DL ey g 44

<VirtualHost *:80>

ServerAdmin webmaster@example.com

DocumentRoot "/www/www.example.com/images"

ServerName images.example.com

RewriteEngine On

RewriteRule " (.+)(Jjpg|gif|bmp|jpeg|ico|png|css)s
http://images.other.com/$1$2 [R]

ErrorLog "logs/images.example.com-error.log"
</VirtualHost>

<VirtualHost *:80>
ServerAdmin webmaster@example.com
ServerName images.example.com




RewriteEngine On

RewriteCond ${HTTP HOST} "images.example.com [NC]

RewriteRule "/(.*) http://images.other.com/$1 [L]

CustomLog "|/usr/local/httpd/bin/rotatelogs
/www/logs/images/access.%Y-%3m-%d.log 100M" common
</VirtualHost>

2.10. Proxy

ProxyRequests Off

<Proxy *>
Order deny,allow
Allow from all
</Proxy>
ProxyPass / http://your.domain.com:8080/
ProxyPassReverse / http://your.domain.com:8080/

Reverse proxy

/etc/httpd/conf.d/rails.conf

Listen 8080

ProxyRequests Off

<Proxy balancer://cluster>
BalancerMember http://127.0.0.1:3001
BalancerMember http://127.0.0.1:3002
BalancerMember http://127.0.0.1:3003
BalancerMember http://127.0.0.1:3004
BalancerMember http://127.0.0.1:3005

</Proxy>

<VirtualHost *:8080>
ServerName www.example.com:8080
DocumentRoot /var/www/project/public




ProxyPass /images !
ProxyPass /stylesheets !
ProxyPass /Jjavascripts !
ProxyPass / balancer://cluster/
ProxyPassReverse / balancer://cluster/
ProxyPreserveHost on

</VirtualHost>

2.11. Deflate

mod_deflate

httpd.confH TN T Sl A -

<IfModule mod deflate.c>
SetOutputFilter DEFLATE
DeflateCompressionLevel 9
AddOutputFilterByType DEFLATE text/html text/plain
text/xml application/x-httpd-php
AddOutputFilter DEFLATE txt css js
SetEnvIfNoCase Request URI \.(?:gif|jpe?g|png)$ no-gzip
dont-vary
SetEnvIfNoCase Request URI \.(?:exe|t?
gz |zip|bz2|sit|rar)$ no-gzip dont-vary
SetEnvIfNoCase Request URI \.pdf$ no-gzip dont-vary
DeflateFilterNote Input input info
DeflateFilterNote Output output info
DeflateFilterNote Ratio ratio_info
LogFormat '"%r" %{output info}n/%${input info}n (%

{ratio_info}n%%)' deflate
CustomLog logs/deflate log.log deflate
</IfModule>

Xt H 3% /usr/local/apache/htdocs 2%




<Directory "/usr/local/apache/htdocs">
AllowOverride None
Options None
Order allow,deny
Allow from all
SetOutputFilter DEFLATE
DeflateCompressionLevel 9
AddOutputFilterByType DEFLATE text/html text/plain
text/xml application/x-httpd-php
AddOutputFilter DEFLATE txt css js
SetEnvIfNoCase Request URI \
\.(?:9if|jpe?g|png)$ no-gzip dont-vary
</Directory>

<Location />
AddOutputFilterByType DEFLATE text/html text/plain
text/xml text/css text/javascript
AddOutputFilterByType DEFLATE application/javascript
application/x-javascript application/x-httpd-php
AddOutputFilter DEFLATE txt css Jjs
SetOutputFilter DEFLATE
</Location>

LogiE X

DeflateFilterNote Input instream # RIE4EHI
DeflateFilterNote Output outstream # [E4Ef5
DeflateFilterNote Ratio ratio # BZLE
LogFormat '"%r" %{outstream}n/%{instream}n (%{ratio}n%%)’
deflate # BAENX

CustomLog logs/deflate log.log deflate # HAEMUE
CustomLog " |/usr/local/httpd/bin/rotatelogs
/www/logs/deflate.%Y-%m-%3d.log 86400 480" deflate # DEIAETMNUE

A gzip deflate Fbit



telnet www.bg7nyt.cn 80

GET /index.html HTTP/1.0
Host: www.bg7nyt.cn
Accept-Encoding: gzip,deflate

1’ B ALAS, 1T A2 HTML.

curl -H Accept-Encoding:gzip,defalte
http://www.example.com/index.html | gunzip

gunzip 1] DL Hs R 4H N 7%

2.12. Expires

ExpiresActive On

ExpiresByType image/gif "access plus 1 month"
ExpiresByType image/jpeg "access plus 1 month"
ExpiresByType image/x-icon "access plus 1 month"
ExpiresByType image/png "access plus 1 month"
ExpiresByType text/html "access plus 30 minutes”
ExpiresByType text/css "access plus 30 minutes”
ExpiresByType text/js "access plus 30 minutes"
ExpiresByType application/x-javascript "access plus 30
minutes"

ExpiresByType application/x-shockwave-flash "access plus 30
minutes"

FilesMatch

<FilesMatch “\.
(ico|jpg|jpeg|png|gif|js|css|swf|html|htm|gzip)$”>




ExpiresActive on
ExpiresDefault “access plus 2 hours”
</FilesMatch>

Cache-Control

<FilesMatch "\.(gif|jpe?g|png|ico|css|js|swf)s$">
Header set Cache-Control “max-age=1800, public”
Header set Cache-Control "s-maxage=600"
</FilesMatch>

max-age B Y3 gtk Z2 A7 i) )
s-maxage £ X AR R 55 85 HE 16 2 A7 I ]

ETag

<FilesMatch "\.(gif|jpe?g|png|ico|css|js|swf)$">
FileETag none
</FilesMatch>

<FilesMatch "\.(gif|jpe?g|png|ico|css|js|swf)s$">
FileETag MTime
</FilesMatch>

2% HETag, FileETag none
INode fifi ] 32 4-i-node {4 etag
MTime il & 50T [E] g etag



Size i FI SUHE R R etag

All #H4F FileETag INode MTime Size

2.13. Cache

htcacheclean -- program for cleaning the disk cache.

mod_disk_cache

<IfModule mod cache.c>
CacheDefaultExpire 86400
<ifModule mod disk cache.c>
CacheEnable disk /
CacheRoot /tmp/apacheCache
CacheDirLevels 5
CacheDirLength 5
CacheMaxFileSize 1048576
CacheMinFileSize 10
</ifModule mod disk cache.c>
</IfModule mod cache.c>

mod_mem_cache

<IfModule mod cache.c>
<ifModule mod mem cache.c>
CacheEnable mem /
MCacheMaxObjectCount 20000
MCacheMaxObjectSize 1048576
MCacheMaxStreamingBuffer 65536
MCacheMinObjectSize 10
MCacheRemovalAlgorithm GDSF
MCacheSize 131072
</ifModule mod disk cache.c>
</IfModule mod cache.c>




2.14. usertrack
REHPE R
PR P i cookie fif Flog H 7 301 5% FH P i cookie

LoadModule usertrack module modules/mod usertrack.so

CookieTracking on
CookieDomain .example.com
CookieExpires "10 years"
CookieStyle Cookie

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-
Agent}i\" %{cookie}n" combined

2.15. Charset

Default charset

AddCharset UTF-8 .html
AddType 'text/html; charset=UTF-8' html

AddDefaultCharset UTF-8

Files match

<FilesMatch "\.(htm|html|css|Jjs)$">
ForceType 'text/html; charset=UTF-8'
</FilesMatch>

<FilesMatch "\.(htm|html|css|js)s$">




AddDefaultCharset UTF-8
</FilesMatch>

Changing the occasional file

<Files "example.html">
AddCharset UTF-8 .html
</Files>

<Files "example.html">
ForceType 'text/html; charset=UTF-8'
</Files>

2.16. Dir

<IfModule dir module>
DirectoryIndex index.html index.php
</IfModule>

2.17. Includes

<Directory "/www">
Options Indexes FollowSymLinks +Includes
</Directory>

<IfModule mime module>
AddType text/html .shtml




AddOutputFilter INCLUDES .shtml
</IfModule>

2.18. Apache Status

JF J5 Apache iy status#&idfh , FFZEKhttpd.conf, B4 DL FBc BB :

ExtendedStatus On
<Location /server-status>
SetHandler server-status
Order deny,allow
Deny from all
Allow from 125.76.229.113
</Location>

http://www.domain.com/server-status

Automatic Updates

http://your.server.name/server-status?refresh=N

http://localhost/server-status?auto

PIRRAS, 1RAEIEAAIEE

ExtendedStatus On

2.19. Mod Perl



ref: http://search.cpan.org/~agrundma/Catalyst-Engine- Apache-
1.07/1ib/Catalyst/Engine/ Apache2/MP20.pm

$ sudo apt-get install libapache2-mod-perl2 $ sudo apt-get install
libcatalyst-engine-apache-perl

$ sudo vi /etc/apache2/sites-available/catalyst.conf

{5 4.4. mod_perl.conf

PerlSwitches -I/var/www/MyApp/lib
# Preload your entire application
PerlModule MyApp

<VirtualHost 192.168.245.129:80>
ServerName 192.168.245.129
DocumentRoot /var/www/MyApp/root

<Directory /var/www/MyApp/root>
Options Indexes FollowSymLinks
AllowOverride None
Order allow,deny
Allow from all

</Directory>

# If the server is started as:
# httpd -X -D PERLDB
# then debugging will be turned on
<IfDefine PERLDB>
PerlRequire conf/db.pl
<Location />
PerlFixupHandler Apache::DB
</Location>
</IfDefine>

FHRFTFRFHFF

<Location />
SetHandler modperl
PerlResponseHandler MyApp
</Location>




Alias /static /var/www/MyApp/root/static

<Location /static>
SetHandler default-handler

</Location>
</VirtualHost>

db.pl

use APR::Pool ();
use Apache::DB ();
Apache: :DB->init();

enable site

$ sudo a2ensite mod perl.conf
$ sudo /etc/init.d/apache2 restart

2.20. mod_pagespeed -

https://developers.google.com/speed/pagespeed/mod

2.21. Module FAQ

[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 358 of
/etc/httpd/conf/httpd.conf:

Invalid command 'Order', perhaps mis-spelled or defined by a
module not included

in the server configuration

[FAILED]
LoadModule access module /etc/httpd/modules/mod access.so

LoadModule auth module /etc/httpd/modules/mod auth.so



https://developers.google.com/speed/pagespeed/mod

[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 368 of
/etc/httpd/conf/httpd.conf:

Invalid command 'UserDir', perhaps mis-spelled or defined by a
module not includ

ed in the server configuration

[FAILED]

LoadModule userdir module /etc/httpd/modules/mod userdir.so
[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 396 of
/etc/httpd/conf/httpd.conf:

Invalid command 'DirectoryIndex', perhaps mis-spelled or
defined by a module not

included in the server configuration

[FAILED]

LoadModule dir module /etc/httpd/modules/mod dir.so
[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 419 of
/etc/httpd/conf/httpd.conf:

Invalid command 'TypesConfig', perhaps mis-spelled or defined
by a module not in

cluded in the server configuration

[FAILED]

LoadModule mime module /etc/httpd/modules/mod mime.so
[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 491 of
/etc/httpd/conf/httpd.conf:

Invalid command 'LogFormat', perhaps mis-spelled or defined by
a module not incl

uded in the server configuration

[FAILED]

LoadModule log config module
/etc/httpd/modules/mod log config.so

[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 555 of
/etc/httpd/conf/httpd.conf:

Invalid command 'Alias', perhaps mis-spelled or defined by a
module not included

in the server configuration

[FAILED]

LoadModule alias _module /etc/httpd/modules/mod_alias.so
[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 582 of
/etc/httpd/conf/httpd.conf:

Invalid command 'SetEnvIf', perhaps mis-spelled or defined by a




module not inclu

ded in the server configuration

[FAILED]

LoadModule setenvif module /etc/httpd/modules/mod_setenvif.so
[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 636 of
/etc/httpd/conf/httpd.conf:

Invalid command 'IndexOptions', perhaps mis-spelled or defined
by a module not i

ncluded in the server configuration

[FAILED]

LoadModule autoindex module /etc/httpd/modules/mod autoindex.so
[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: Syntax error on line 784 of
/etc/httpd/conf/httpd.conf:

Invalid command 'LanguagePriority', perhaps mis-spelled or
defined by a module n

ot included in the server configuration

[FAILED]

LoadModule negotiation module

/etc/httpd/modules/mod negotiation.so

[root@srv-2 modules]# /etc/init.d/httpd start

Starting httpd: [
OK ]

[root@srv-2 modules |#

2.22. mod_setenvif

PR

<directory "/www/example.com">
Order allow,deny
Allow from all
BrowserMatchNoCase "iaskspider" badguy
BrowserMatchNoCase "QihooBot" badguy
BrowserMatchNoCase "larbin" badguy
BrowserMatchNoCase "iearthworm" badguy
BrowserMatchNoCase "Outfoxbot" badguy
BrowserMatchNoCase "lanshanbot" badguy
BrowserMatchNoCase "Arthur" badguy




BrowserMatchNoCase "InfoPath" badguy
BrowserMatchNoCase "DigExt" badguy
BrowserMatchNoCase "Embedded" badguy
BrowserMatchNoCase "EmbeddedWB" badguy
BrowserMatchNoCase "Wget" badguy
BrowserMatchNoCase "CNCDialer" badguy
BrowserMatchNoCase "LWP::Simple" badguy
BrowserMatchNoCase "WPS" badguy
deny from env=badguy

</directory>

SR %

BrowserMatch "NetAnt" badguy
BrowserMatch "GetRight" badguy
BrowserMatch "JetCar" badguy
BrowserMatch "Mass Downloader" badguy
BrowserMatch "ReGet" badguy
BrowserMatch "DLExpert" badguy
BrowserMatch "FlashGet" badguy
BrowserMatch "Offline Explorer" badguy
BrowserMatch "Teleport" badguy

order deny,allow
deny from env=badguy
allow from all

2.23. PHP &% 408 php_admin_value

php 224

php admin value open basedir /var/www/htdocs/




<IfModule mod php5.c>
php value include path ".:/usr/local/lib/php"
php admin flag engine on

</IfModule>

<IfModule mod php4.c>
php value include path ".:/usr/local/lib/php"
php admin flag engine on

</IfModule>

2.24. mod_spdy

mod_spdy & F Apache HTTP Ji 55 %31 Google SPDY il SE¥L
P,

SPDY FE AN —Fh H FERHTTPR WML, T & XTHTTPE LAY 1
e AP EE ARSI 2 M E A iERIEES, DUKHTTPA
SLIEYE . R ELETF K —MEIRS e RAINL, DL ZHRSPDY MY
JChrome k] Yo 23 A AN o

https://code.google.com/p/mod-spdy/



https://code.google.com/p/mod-spdy/

3. BB Apache L HLB %

SetEnvIf Referer "http://news.netkiller.com/" local referal
SetEnvIf Referer "$" local referral

Order Deny,Allow
Deny from all
Allow from env=local referal

fit ‘B httpd.conf 3 {4

#lL.oadModule rewrite_module modules/mod_rewrite.so
P T R

AllowOverride None

B

AllowOverride All

fid & htaccess A4
RewriteEngine on
RewriteCond % !“http://xxx.cn/.*$ [NC]
RewriteCond % ! “http://xxx.cn$ [NC]
RewriteCond % ! “http://www.xxx.cn/.*$ [NC]
RewriteCond % !“http://www.xxx.cn$ [NC]

RewriteRule .*\.(jpg|jpeg|gif|png|bmp|rar|zip|exe)$
http://download.example.com/err.html [R,NC]




4. .htaccess

AllowOverride None I & AllowOverride All

<VirtualHost *:80>
ServerAdmin neo.chen@live.com
DocumentRoot "/www/example.com/www.example.com"
ServerName example.com
ServerAlias www.example.com
ErrorLog "logs/www.example.com-error log"
CustomLog "logs/www.example.com-access log" common

<Directory "/www/example.com/www.example.com">
Options Indexes FollowSymLinks
#AllowOverride None
AllowOverride All
Require all granted
</Directory>
<IfModule dir module>
DirectoryIndex index.html index.php
</IfModule>

# The following lines prevent .htaccess and .htpasswd files
from being
# viewed by Web clients.
#
<Files ".ht*">
Require all granted
</Files>

</VirtualHost>




S. Error Prompt

5.1. Invalid command 'Order', perhaps misspelled or defined
by a module not included in the server configuration

WA INZE mod_authz_host ##iik

LoadModule authz host module modules/mod authz host.so

5.2. Invalid command 'AuthUserFile', perhaps misspelled or
defined by a module not included in the server configuration

LoadModule auth basic module
/usr/lib/apache2/modules/mod_auth basic.so
LoadModule authz_ owner_module
/usr/lib/apache2/modules/mod authz owner.so
LoadModule authn file module
/usr/lib/apache2/modules/mod authn file.so




%5 5 £ Lighttpd

1. Z % Lighttpd

1.1. quick install with aptitude

if you OS is Ubuntu/Debian

apt-get install lighttpd

netkiller@shenzhen:~$ sudo apt-get install lighttpd

the config file in /etc/lighttpd

netkiller@shenzhen:~/document/Docbook/Linux$ find
/etc/lighttpd/

/etc/lighttpd/

/etc/lighttpd/lighttpd.conf
/etc/lighttpd/conf-enabled
/etc/lighttpd/conf-available
/etc/lighttpd/conf-available/10-userdir.conf
/etc/lighttpd/conf-available/10-fastcgi.conf
/etc/lighttpd/conf-available/10-cgi.conf
/etc/lighttpd/conf-available/README
/etc/lighttpd/conf-available/10-ssl.conf
/etc/lighttpd/conf-available/10-proxy.conf
/etc/lighttpd/conf-available/10-auth.conf
/etc/lighttpd/conf-available/10-simple-vhost.conf
/etc/lighttpd/conf-available/10-ssi.conf

Enabling and disabling modules could be done by provided e.g.

/usr/sbin/lighty-enable-mod fastcgi



/usr/sbin/lighty-disable-mod fastcgi

when you enabled a mod please force-reload it

netkiller@shenzhen:/etc/lighttpd$ sudo lighty-enable-mod
fastcgi
Available modules: auth cgi fastcgi proxy simple-vhost ssi ssl
userdir
Already enabled modules: userdir
Enabling fastcgi: ok
Run /etc/init.d/lighttpd force-reload to enable changes
netkiller@shenzhen:/etc/lighttpd$ sudo /etc/init.d/lighttpd
force-reload

* Stopping web server lighttpd

[ OK ]

* Starting web server lighttpd

1.2. yum install

# yum install lighttpd lighttpd-fastcgi -y
# chkconfig lighttpd on

QI Z2AF H R

# mkdir -p /var/cache/lighttpd/compress
# chown lighttpd:lighttpd -R /var/cache/lighttpd

25 Hipv6

# vim /etc/lighttpd/lighttpd.conf

#server.use-ipv6 = "enable"




1.3. to compile and then install lighttpd

1.

T EAA SRR

TN

)

$ sudo apt-get install libpcre3=*

cd /usr/local/src/

wget http://www.lighttpd.net/download/lighttpd-
l.4.15.tar.gz

tar zxvf lighttpd-1.4.15.tar.gz

cd lighttpd-1.4.15

ZELSS

./configure --prefix=/usr/local/lighttpd-1.4.15 \
--with-bzip2 \

--with-memcache

make

make install

A H % 5 BCE

ln -s /usr/local/lighttpd-1.4.15/ /usr/local/lighttpd
mkdir -p /www/pages

mkdir /www/logs

mkdir /usr/local/lighttpd/htdocs

mkdir /usr/local/lighttpd/logs

mkdir /usr/local/lighttpd/etc

cp ./doc/lighttpd.conf /usr/local/lighttpd/etc/

cd /usr/local/lighttpd/

fil & lighttpd.conf

vi etc/lighttpd.conf


http://www.lighttpd.net/download/lighttpd-1.4.15.tar.gz

F£ 2| server.modules

Mg mod_fastegi /i B 1R

PR AR A T RASZ BT T2 X

server.document-root = "/usr/local/lighttpd/htdocs/"
server.errorlog = "/usr/local/lighttpd/logs/lighttpd.error.log"
accesslog.filename = "/usr/local/lighttpd/logs/access.log"

7R SHTTP["url"]

#SHTTP[ "url"] =~ "\.pdf$" {
# server.range-requests = "disable"
#}

5. 1a17lighttpd

/usr/local/lighttpd/sbin/lighttpd -f
/usr/local/lighttpd/etc/lighttpd.conf

I3
curl http://ip/ A h/www/pages/ F % AHTMLTA 18 57 DL Bl -
404 - Not Found

shell script

lighttpd script

{5 5.1. /etc/init.d/lighttpd



#!/bin/bash

# lighttpd init file for web server
#
# chkconfig: - 100 100

# description: Security, speed, compliance, and flexibility--
all of these describe LightTPD which is rapidly redefining
efficiency of a webserver;

# as it is designed and optimized
for high performance environments.

# author: Neo Chen<openunix@163.com>

#
# processname: $PROG

# config:

# pidfile: /var/run/lighttpd

# source function library
. /etc/init.d/functions

PREFIX=/usr/local/lighttpd
PROG=$PREFIX/sbin/lighttpd

OPTIONS="-f /usr/local/lighttpd/etc/lighttpd.conf"
USER=daemon

RETVAL=0

prog="lighttpd"

start() {
echo -n $"Starting Sprog: "
if [ SUID -ne 0 ]; then
RETVAL=1
failure
else

daemon --user=SUSER S$PROG S$SOPTIONS

RETVAL=$?

[ SRETVAL -eq 0 ] && touch
/var/lock/subsys/lighttpd

fi;

echo

return SRETVAL
}
stop() {

echo -n $"Stopping $prog:
if [ SUID -ne 0 ]; then




RETVAL=1
failure
else
killproc $PROG
RETVAL=$?
[ SRETVAL -eq 0 ] && rm -f
/var/lock/subsys/lighttpd
fi;
echo
return SRETVAL

}

reload(){
echo -n $"Reloading S$prog:
killproc $PROG -HUP
RETVAL=$?
echo
return SRETVAL

}

restart () {
stop
start

}

condrestart () {
[ -e /var/lock/subsys/lighttpd ] && restart
return 0

case "S1" in
start)
start

rs

stop)
stop

r7s

restart)
restart

reload)

reload

rs

condrestart)
condrestart




14
status)

status lighttpd
RETVAL=S$?

~e

*)
echo $"Usage: $0

{start|stop|status|restart|condrestart|reload}"
RETVAL=1
esac

exit $SRETVAL




2. /etc/lighttpd/lighttpd.conf

2.1. max-worker / max-fds

max-worker $—MRBCE 5 AL 25 H AR ]

max-fds f KIEFEEL

server .max-worker = 24
server . .max-fds = 4096

2.2. accesslog.filename

1 i3 cronolog ) # H 75

#### accesslog module

#accesslog.filename = "/www/logs/lighttpd.access.log"
accesslog.filename = "| /usr/local/sbin/cronolog
/www/logs/%Y/%m/%d/access.log"

2.3. ETags

disable etags

static-file.exclude-extensions = ( ".php", ".pl", ".fcgi" )
static-file.etags = "disable"

2.4. server.tag

PR R 55 4% 5 2



server.tag = "Apache"

M 45 S Server: Apache

curl -I http://172.16.0.7/

HTTP/1.1 200 OK

Content-Type: text/html
Content-Length: 4692

Date: Fri, 04 Nov 2011 12:33:19 GMT
Server: Apache




3. Module

server .modules = (

# "mod rewrite",
# "mod redirect",
# "mod alias",

"mod access",

"mod trigger b4 dl",
"mod_auth",
"mod_status",
"mod_setenv",

"mod fastcgi',

"mod proxy",

"mod _simple vhost",
"mod_evhost",

"mod userdir",

"mod cgi',

"mod compress",
"mod ssi',

"mod usertrack",
"mod expire",
"mod_secdownload",
"mod rrdtool",
"mod_accesslog" )

FHREHRRFTFTFTFTHRFRHRRFTFFTFHFFHFT

3.1. simple_vhost

$ sudo lighty-enable-mod simple-vhost

simple-vhost.default-host = "www.example.com"

create your virtual host directory

$ mkdir -p /var/www/www.example.com/html




create a test file

$ echo helloworld!!!> /var/www/www.example.com/html/index.html

3.2.ssl

JEH sl A

$ sudo lighttpd-enable-mod ssl

[sudo] password for neo:

Available modules: auth cgi fastcgi proxy rrdtool simple-vhost
ssi ssl status userdir

Already enabled modules: cgi fastcgi simple-vhost

Enabling ssl: ok

Run /etc/init.d/lighttpd force-reload to enable changes

B3 ssl IE$

$ sudo openssl req -new -x509 -keyout server.pem -out
server.pem -days 365 -nodes
$ sudo chmod 400 server.pem

3.3. redirect

url.redirect = ( ""/music/(.+)" =>
"http://www.example.org/$1" )

301 %€ ]

ewriteCond ${HTTP_ HOST} “example\.org$ [NC]



FewriteRule “(.*)$ http://www.example.org/$1 [R=301,L]

lighttpd SZH_F1Ai apacheT)jfE

SHTTP[ "host"] =~ ""example\.org" {
url.redirect = (
"M/ (.*)$" => "http://www.example.org/$1"
)

}
SHTTP[ "host"] =~ "“example\.com$" {

url.redirect = ( ""/(.*)" => "http://www.example.com/$1" )
}

3.4. rewrite

example 1
url.rewrite-once = ( ""/wiki/(.*)$" => "/wiki/awki.cgi/$1" )
SHTTP[ "url"] =~ ""/wiki" {
SHTTP[ "url"] !~ ""/wiki/awki.cgi/" {
url.access-deny = ("")
}
}
example 2
SHTTP[ "host"] =~ "".*\.(example.org)$" {
url.rewrite-once = ( ""/(.*)" => "/index.php/$1" )
}

example 3




SHTTP[ "host"] =~ "".*\.(example.org)s$" {
url.rewrite = (
"~/(images|stylesheet).*" => "/$0",
"*/(.*)" => "/index.php/$1"

Lighttpd Rewrite QSA

# Apache
RewriteRule "/index\.html$ /index.php [QSA]
RewriteRule "“/team (.*)\.html$ /team.php?id=$1 [QSA]

#lighttpd

"~/index\.html(.*)" => "/index.php$1",
"*/team_ (\w+)\.html\?2(.*)" => "/team.php?
id=$1&$2",

ref: http://redmine.lighttpd.net/wiki/lighttpd/MigratingFromApache

url.rewrite = (

"?/index\.html(.*)" =>
"/index.php$1",

"~/index\.html" =>
"/index.php",

"*/team (.*)\.html" => "/team.php?
id=$1",

"*/team_ (\w+)\.html\?2(.*)" => "/team.php?
id=$1&$2"
)

3.5. alias



SHTTP[ "host"] =~ "".*\.(example.org)s$" {
alias.url = (

"/images" =>
"/home/neo/workspace/Development/photography/application/photog
raphy/images",

"/stylesheet" =>
"/home/neo/workspace/Development/photography/application/photog
raphy/stylesheet"

)
}

3.6. auth

enable auth

$ sudo lighttpd-enable-mod auth

/etc/lighttpd/conf-enabled/05-auth.conf

S sudo vim conf-enabled/05-auth.conf

auth.backend = "plain"
auth.backend.plain.userfile = "/etc/lighttpd/.secret”

auth.require = ( "/tmp/" =>
(
"method" => "basic",
"realm" => "Password protected area",
"require" => "user=neo"

)

create a passwd file



S sudo vim .secret
neo:chen

$ sudo chmod 400 .secret
$ sudo chown www-data /etc/lighttpd/.secret

$ sudo /etc/init.d/lighttpd reload

3.7. compress

Bl i#Ecache H 5%

mkdir -p /var/cache/lighttpd/compress

fit ‘B lighttpd .conf 344

& #server.modules 1| £ .45 "mod_compress" {1 8:, 4] Hcompress
modulef{] 1 F B

#### compress module
compress.cache-dir
compress.filetype

"/var/lighttpd/cache/compress/"
("text/plain"”, "text/html")

Compressing Dynamic Content

php.ini

zlib.output compression = On
zlib.output handler = On

i J5 i F telnet {3,

telnet www.bg7nyt.cn 80



GET /index.html HTTP/1.0
Host: 10.10.100.183
Accept-Encoding: gzip,deflate

A 2IEL A4 L M JEHTML 2 7s Be R

5] 5.2. lighttpd compress

SHTTP[ "host"] =~ "www\.example\.com$" {

compress.cache-dir = "/www/compress/"

compress.filetype = ("text/plain", "text/html",
"application/x-javascript", "text/css",
"application/javascript", "text/javascript")

SHTTP["url"] =~ "(\.png|\.css|\.js|\.Jjpg|\.gif)s$" {
expire.url = (""=>"access 30 seconds")

}

3.8. expire

<accessimodification> <number>
<yearsimonthsldayslhoursiminuteslseconds>

expire.url = ( "/images/" => "access 1 hours" )

Example to include all sub-directories:

SHTTP[ "url"] =~ ""/images/" {
expire.url = ( "" => "access 1 hours" )

}

f5i] 5.3. lighttpd expire



SHTTP[ "host"] =~ "www\.examplel.com$" {
SHTTP[ "url"] =~ "(\.png|\.css|\.js|\.Jjpg|\.gif)s" {
expire.url = (""=>"access 30 seconds")
}
}
3.9. status

$ sudo lighty-enable-mod status
$ sudo /etc/init.d/lighttpd force-reload

3.10. setenv
$HTTP["url"] —— "A/(.*)H {
setenv.add-response-header = ( "Cache-Control" => "no-

store, no-cache, must-revalidate, post-check=0, pre-check=0,
max-age=-1" )
}
SHTTP[ "url"] =~ ".swf" {

setenv.add-response-header = ("Pragma" =>"no-
cache", "Expires" => "-1")
}
SHTTP[ "url"] =~ ".swf" {

setenv.add-response-header = ("Cache-Control" =>"max-
age=0")
}
$HTTP[ "url"] =~ ".html" {

setenv.add-response-header = ("Cache-Control" =>"s-
maxage=3600")
}
SHTTP[ "url"] =~ ".css" {

setenv.add-response-header = (
"Content-Encoding" => "gzip"
)




Automatic Decompression

SHTTP[ "url"] =~ "(README|ChangeLog|\.txt)\.gz$" {
setenv.add-response-header = ( "Content-Encoding" =>
"gzip")
mimetype.assign = ("" => "text/plain" )
}
3.11. fastcgi

enable fastcgi

enable fastcgi

$ sudo lighty-enable-mod fastcgi

spawn-fcgi

#### fastcgi module
## read fastcgi.txt for more info
## for PHP don't forget to set cgi.fix pathinfo = 1 in the
php.ini
fastcgi.server = ( ".php" =>
( "localhost" =>
(
"socket" => "/tmp/php-
fastcgi.socket",
"bin-path" =>
"/usr/local/bin/php-cgi",
"max-procs" => 16,
"bin-environment" => (
"PHP_FCGI_CHILDREN" =>




II128",

—=> "1000"

"enable"

fastcgi.server

((

))

"PHP _FCGI_ MAX REQUESTS"

)

"broken-scriptfilename" =>

)
= ( ".php" =>

"bin-path" => "/usr/bin/php-cgi",
"socket" => "/tmp/php.socket",
"max-procs" => 2,
"idle-timeout" => 200,
"bin-environment" => (
"PHP_FCGI_CHILDREN" => "10",
"PHP_FCGI_MAX REQUESTS" => "10000"
) s
"bin-copy-environment" => (
"PATH", "SHELL", "USER"
) s

"broken-scriptfilename" => "enable"

php-fpm

(

fastcgi.server = ( ".php" =>
( "localhost"

=>

"host" => "127.0.0.1",
" port "=

"9000"




PHP
i %A PHP

1. T #PHP

cd /usr/local/src/

wget http://cn2.php.net/get/php-
5.2.3.tar.bz2/from/cn.php.net/mirror
tar jxvf php-5.2.3.tar.bz2

cd php-5.2.3

2. configure

./configure --prefix=/usr/local/php-5.2.3 \
--with-config-file-path=/usr/local/php-5.2.3/etc \
--enable-fastcgi \
--enable-force-cgi-redirect \

--with-curl \

--with-gd \

--with-1ldap \

--with-snmp \

-—-enable-zip \

--enable-exif \

--with-pdo-mysql \

--with-pdo-pgsql \

make
make test
make install

He A R

——enable-pcntl



St

P

ln -s /usr/local/php-5.2.3 /usr/local/php
ln -s /usr/local/php/bin/php /usr/local/bin/php

php.ini

cp php.ini-dist /usr/local/php/etc/php.ini

enyv

PHP FCGI_CHILDREN=384

8 FH php -v FastCGI -2 [F
php -v

B (cgi-feg) /R IET

# cd /usr/local/php/

# bin/php -v

PHP 5.2.2 (cgi-fcgi) (built: May 25 2007 15:50:28)
Copyright (c) 1997-2007 The PHP Group

Zend Engine v2.2.0, Copyright (c) 1998-2007 Zend
Technologies

(cgi-feg) AREIEH TAE

PHP 5.2.2 (cli) (built: May 25 2007 15:50:28)
Copyright (c) 1997-2007 The PHP Group
Zend Engine v2.2.0, Copyright (c) 1998-2007 Zend



Technologies

{#i i php -m £ & PHP Modules

# bin/php -m
[PHP Modules]
cgi-fcgi
ctype

date

dom

filter

gd

hash

iconv

json

ldap
1libxml
mssql

pcre

PDO

pdo mysql
pdo _sqglite
posix
Reflection
session
SimpleXML
snmp

SPL

SQLite
standard
tokenizer
xml
xmlreader
xmlwriter
zip

[Zend Modules]

apt-get install



$ sudo apt-get install php5 php5-cli php5-cgi

S phpdlids
HF fastcgi.server TR

bin-path ¥ JyPHPFE /75235 H 5

fastcgi.server = ( ".php" =>
( "localhost" =>

(
"socket" => "/tmp/php-
fastcgi.socket",
"bin-path" =>
"/usr/local/php/bin/php"

R R L
1. /usr/local/lighttpd/etc/lighttpd.conf

include /usr/local/lighttpd/etc/php-fastcgi.conf

2. /usr/local/lighttpd/etc/php-fastcgi.conf

fastcgi.server = ( ".php" =>

( "localhost" =>

( "socket" => "/tmp/php-fastcgi.socket",
"bin-path" => "/usr/local/php/bin/php",
"min-procs" => 1,
"max-procs" => 5,
"max-load-per-proc" => 4,
"idle-timeout" => 20



file:///private/var/folders/2f/jfnljdpn1t1dj_f61z2s8bwm0000gn/C/calibre_5.24.0_tmp_0i5mvl1b/8yfw4ckm_pdf_out/OEBPS/

3. PHP FastCGIIf 8% M,
echo "<?php phpinfo(); ?>" > /www/pages/index.php

curl http://127.0.0.1/index.php

Python

sudo apt-get install python
sudo apt-get install python-setuptools

Django

wget http://www.djangoproject.com/download/0.96/tarball/
tar zxvf Django-0.96.tar.gz

cd Django-0.96

python setup.py install

A H

django-admin.py startproject newtest

web server

cd newtest/
./manage.py runserver

helloworld.py



from django.http import HttpResponse

def index(request):
return HttpResponse("Hello, Django.")

urls.py

from django.conf.urls.defaults import *

urlpatterns = patterns('',
# Example:
# (r'“newtest/', include( 'newtest.foo.urls')),

(r'"$', 'newtest.helloworld.index'),

# Uncomment this for admin:
# (r'"admin/', include('django.contrib.admin.urls')),

J& 3l'Web Server

# ./manage.py runserver
Validating models...
0 errors found.

Django version 0.96, using settings 'newtest.settings'
Development server is running at http://127.0.0.1:8000/
Quit the server with CTRL-BREAK.

curl http://127.0.0.1:8000/
Python Imaging Library

Debian/Ubuntu

sudo apt-get install libjpeg62-dev



sudo apt-get install python-imaging

>R F IR A 222

tar zxvf Imaging-1l.l.6.tar.gz
cd Imaging-1.1.6/

sudo python setup.py install

decoder jpeg not available
BN jpedERERR
find / -name jpeglib.h
NI S G

Imaging-1.1.6/libImaging
&2 Ipeg.h, #include "jpeglib.h" A

#include "/usr/include/jpeglib.h"
Perl

install fastcgi module

$ sudo apt-get install libfcgi-perl libfcgi-procmanager-
perl

Installing lighttpd and FastCGI for Catalyst

The examples also use a virtual host regexp that matches either
www.myapp.com or myapp.com

SHTTP[ "host"] =~ ""(www.)?mysite.com"



Starting the FastCGI server

MyApp/script/myapp fastcgi.pl -1 /tmp/myapp.socket -n 5 -d

lighttpd.conf

server.document-root = "/var/www/MyApp/root"

$ sudo vim /etc/lighttpd/conf-available/10-fastcgi.conf

fastcgi.server = (
nmn => (
"MyApp" => (
"socket" => "/tmp/myapp.socket",
"check-local" => "disable"
)
)
)
restart lighttpd

neo@master:~$ sudo /etc/init.d/lighttpd restart
* Stopping web server lighttpd
* Starting web server lighttpd

Testing
http://127.0.0.1/
More advanced configuration

5] 5.4. fastcgi.conf




fastcgi.server = (
nnos
"MyApp" => (
"socket" => "/tmp/myapp.socket",
"check-local" => "disable",
"bin-path" =>
"/var/www/MyApp/script/myapp fastcgi.pl",
"min-procs” = 2,
"max-procs” => 5,
"idle-timeout" => 20
)
)
)
Ruby
UNIX domain sockets

php-fpm.conf

listen = /var/run/fastcgi.socket

nginx it &

location ~ /index.php/ {
root /www/example.com/api.example.com/htdocs;
fastcgi pass unix:/var/run/fastcgi.socket;
fastcgi index index.php;
fastcgi param SCRIPT FILENAME
/www/example.com/api.example.com/htdocs$fastcgi script name;
include fastcgi params;

}

3.12. user-agent



SHTTP[ "user-agent"] =~

"Googlebot | Sosospider+|eMule |Wget | “Java| "PHP |Ruby |Python" {
url.rewrite = ( "*/(.*)" => "/crawler.html" )

}

SHTTP[ "user-agent"] =~ "Baiduspider+" {

connection.delay-seconds = 10

}

3.13. spdy

server {

listen 443 ssl spdy;

ssl certificate server.crt;
ssl certificate key server.key;




4. FABAR

4.1. mod_secdownload [Jj % 4%



5. Example

5.1. s-maxage

s-maxage kAT 51 AR AR 55

5 5.5. Cache
SHTTP[ "url"] =~ ""/images/2010" {
expire.url = ( "" => "access 15 minutes" )
}
SHTTP[ "host"] =~ "(imgl|img2|img3)\.example\.com" {
expire.url = ( "" => "access 15 minutes" )
setenv.add-response-header = ("Cache-Control" =>"s-

maxage=3600")
}




4 6 = Resin

http://www.caucho.com

1. Z%EResin

JRE

$ sudo apt-get install sun-javaé6-jre

T #Resin

1F:2: Resin Pro 5 Resin {ij35 ELicence
L.1. B
18 2y "%, ELEEMREYE 5 B AT 4 A

wget http://www.caucho.com/download/resin-4.0.1l.tar.gz
tar zxvf resin-4.0.l.tar.gz

sudo mv resin-4.0.1 ..

cd ..

sudo 1ln -s resin-4.0.1 resin

v nn -nn

1.2. Debian/Ubuntu

$ wget http://www.caucho.com/download/resin 4.0.1-1386.deb



http://www.caucho.com/

Y

2248 Resin

$ sudo dpkg -i resin 4.0.1-i386.deb

1.3. JE g2z Resin

SRR

$ cd /usr/local/src/

$ wget http://www.caucho.com/download/resin-4.0.1l.tar.gz
$ tar zxvf resin-4.0.l.tar.gz

$ ./configure --prefix=/usr/local/resin-4.0.1 \
--with-apxs=/usr/local/httpd/bin/apxs \
--with-java-home=/usr/local/java \
--enable-64bit \

--enable-1fs \

-—-enable-ssl \

—--enable-debug

S make && make install

S cd ..

S sudo 1ln -s resin-4.0.1 resin

BCE. resin DUARSFHIIERITHLE JE 3)

$ sudo cp /usr/local/resin/contrib/init.resin /etc/init.d/resin
S sudo chmod 755 /etc/init.d/resin
$ sudo update-rc.d resin defaults 99




2. Compiling mod_caucho.so

unix> ./configure --with-apxs=/usr/local/apache/bin/apxs
unix> make && make install

#
# mod_caucho Resin Configuration
#
LoadModule caucho module
/usr/local/apache/modules/mod caucho.so
ResinConfigServer localhost 6802
CauchoConfigCacheDirectory /tmp
CauchoStatus yes
<Location /caucho-status>

SetHandler caucho-status
</Location>

<IfModule mod caucho.c>
ResinConfigServer localhost 6802
<Location /caucho-status>
SetHandler caucho-status
</Location>

</IfModule>

AddHandler caucho-request jsp
<Location /servlet/*>
SetHandler caucho-request
</Location>

<IfModule mod caucho.c>
<LocationMatch (.*?)\.action>
SetHandler caucho-request




</LocationMatch>

<LocationMatch (.*?)\.Jjsp>
SetHandler caucho-request

</LocationMatch>

<LocationMatch (.*?)\.do>
SetHandler caucho-request

</LocationMatch>

</IfModule>




3. resin.conf

3.1. Maximum number of threads

Maximum number of threads.

<thread-max>4096</thread-max>

thread-max %0 (B 75 2l Habfiy &80 1, B2 % .

3.2. Configures the keepalive

<!-- Configures the keepalive -->
<keepalive-max>128</keepalive-max>
<keepalive-timeout>15s</keepalive-timeout>

3.3.ssl

<http address="*" port="443">

<openssl>

<certificate-
file>/srv/keys/example.com/star.example.com.crt</certificate-
file>

<certificate-key-
file>/srv/keys/example.com/star.example.com.key</certificate-
key-file>
<password>4fff74da-aead4-a9fc-4b5f-e6d497588726</password>
</openssl>
</http>




HAURIES, & 5ol Hlkeytool T H2Z24EE S

A RIES :

keytool —genkeypair —keyalg RSA —keysize 2048 SHAlwithRSA —
validity 3650 -alias neo —keystore server.keystore —storepass
password —dname "CN=www.example.com, OU=test, O=example.com,
=S%, ST=GD, C=CN"

S
-keytool —exportcert —alias neo —keystore server.keystore —
storepass password —file server.cer —rfc

FTEMIE+
Keytool -printcert —file server.cer
SHIEPE R BRI

Keytool —certreg —aias neo —keystore server.keystore —storepass
password —file ins.csr —v

SNIEH
Keytool —importcert —trustcacerts —alias neo —file server.cer —
keystore server.keystore —storepass password

EEHFIUS
Keytool -list

SRS N T IEBEMES P HITEEZ 7 UMERA

B e BIEIEPPRIFED server.keystore Ml server.cer XM PMXHFHMAE
ResinfRSZ2RMkeys XM HFEF NREEIE MFEENNEILXPDXHERE
MEE config R FECERAVEE N+

Hffresin X B2RFPNEEAT

<http address="*" port="443">
<jsse-ssl>
<key-store-file>keys/server.keystore</key-store-file>
<password>password</password>
</jsse-ssl>
</http>







4. virtual hosts

4.1. explicit host

5] 6.1. explicit host in resin.conf

<resin xmlns="http://caucho.com/ns/resin">
<cluster id="">

<host host-name="www.foo.com">
<host-alias>foo.com</host-alias>
<host-alias>web.foo.com</host-alias>
<root-directory>/opt/www/www.foo.com</root-directory>
<web-app id="/" document-directory="webapps/ROOT">
</web-app>

</host>

</cluster>
</resin>

4.2. regexp host

5] 6.2. regexp host in resin.conf

<resin xmlns="http://caucho.com/ns/resin">
<cluster id="">

<host regexp="([".]+)\.foo\.com">
<host-name>${host.regexp[l]}.foo.com</host-name>

<root-




directory>/var/www/hosts/www.${host.regexp[l]}.com</root-
directory>

</host>

</cluster>
</resin>

4.3. host-alias

5] 6.3. host-alias in the resin.conf

<resin xmlns="http://caucho.com">
<cluster id="">

<host id="www.foo.com" root-directory="/var/www/foo.com">
<host-alias>foo.com</host-alias>

<web-app id=""/>
</host>

</cluster>
</resin>

4l 6.4. host-alias in a /var/www/hosts/foo/host.xml

<host xmlns="http://caucho.com">

<host-name>www.foo.com</host-name>
<host-alias>foo.com</host-alias>

<web-app id= root-directory="htdocs" />

</host>




5] 6.5. host-alias-regexp in the resin.conf

<resin xmlns="http://caucho.com">
<cluster id="">

<host id="www.foo.com" root-directory="/var/www/foo.com">
<host-alias-regexp>.*foo.com</host-alias-regexp>

<web-app id=""/>
</host>

</cluster>
</resin>

4.4. configures a deployment directory for virtual hosts

<resin xmlns="http://caucho.com/ns/resin">
<cluster id="app-tier">
<root-directory>/var/www</root-directory>

<host-deploy path="hosts">
<host-default>
<resin:import path="host.xml" optional="true"/>

<web-app-deploy path="webapps"/>
</host-default>
</host-deploy>
</cluster>
</resin>

$RESIN_HOME/hosts =~ A H 3250 B — A Bl FEWL. 18
$RESIN_HOME/hosts -, 7] LUK & jar XA, Ha 9k @ A8 sl — A~ 1



FHL.

SRESIN HOME/hosts/www.example.com
SRESIN_HOME/hosts/www.example.net
SRESIN HOME/hosts/www.example.org

4.5. Resources

{5 6.6. shared database in host

<resin xmlns="http://caucho.com/ns/resin">
<cluster id="app-tier">
<server id="a" .../>

<host id="www.foo.com">
<database jndi-name="jdbc/test">
<driver type="org.postgresql.Driver">
<url>jdbc:postgresqgl://localhost/test</url>
<user>caucho</user>
</driver>
</database>

<web-app-default path="webapps"/>
</host>
</cluster>
</resin>

Oracle JDBC

<database>

<jndi-name>jdbc/test</jndi-name>

<driver
type="oracle.jdbc.pool.OracleConnectionPoolDataSource">

<url>jdbc:oracle:thin:@172.16.0.1:1521:database</url>

<user>user</user>




<password>password</password>
</driver>
<prepared-statement-cache-size>8</prepared-statement-
cache-size>
<max-connections>1024</max-connections>
<max-idle-time>20s</max-idle-time>
</database>

{5 6.7. rewrite-dispatch

<resin xmlns="http://caucho.com/ns/resin">
<cluster id="app-tier">

<host host-name="www.foo.com">
<rewrite-dispatch>
<redirect regexp=""/foo" target="/index.php?foo="/>
</rewrite-dispatch>
</host>

</cluster>
</resin>




5. FAQ

5.1. javalang.OutOfMemoryError: PermGen space

vim /usr/local/resin/conf/resin.conf

<jvm-arg>-XX:PermSize=128M</jvm-arg>
<jvm-arg>-XX:MaxPermSize=512m</jvm-arg>




99
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7 & Application Server

1. Zope

2.

4.

2% Python e

N # Zope-3

wget http://www.zope.org/Products/Zope3/3.3.1/Zope-
3.3.1.tgz

tar zxvf Zope-3.3.1l.tgz

cd cd Zope-3.3.1

configure

./configure --prefix=/usr/local/Zope --with-
python=/usr/local/python2.4/bin/python

make
make check
make install

A —4Zope L

cd /usr/local/Zope

./bin/mkzopeinstance -u neo:chen -d /usr/local/Zope/webapps
cd webapps

./bin/runzope

s

http://netkiller.8800.0rg:8080/


file:///private/var/folders/2f/jfnljdpn1t1dj_f61z2s8bwm0000gn/C/calibre_5.24.0_tmp_0i5mvl1b/8yfw4ckm_pdf_out/OEBPS/ch07.xhtml




2. JBoss - JBoss Enterprise Middleware
HFJavaiedt

1. T EZSE JBoss

cd /usr/local/src/

wget
http://nchc.dl.sourceforge.net/sourceforge/jboss/jboss-
5.0.0.Beta2.zip

unzip jboss-5.0.0.Beta2.zip

mv jboss-5.0.0.Beta2

cd ..

ln -s jboss-5.0.0.Beta2 jboss

2. 1247 Jboss

cd jboss/bin
chmod +x *.sh
./run.sh



file:///private/var/folders/2f/jfnljdpn1t1dj_f61z2s8bwm0000gn/C/calibre_5.24.0_tmp_0i5mvl1b/8yfw4ckm_pdf_out/OEBPS/ch07s02.xhtml
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% 8 E2 Web Server Optimization

RGEE

1. Intel(R) Xeon(TM) CPU 3.00GHz
2. Memory 4G
3. Ethernet adapter 1000M

1. ulimit

& ulimit
ulimit -a
core file size (blocks, -c) 0
data seg size (kbytes, -d) unlimited
file size (blocks, -f) unlimited
pending signals (-1i) 1024
max locked memory (kbytes, -1) 32
max memory size (kbytes, -m) unlimited
open files (-n) 1024
pipe size (512 bytes, -p) 8
POSIX message queues (bytes, -g) 819200
stack size (kbytes, -s) 2048
cpu time (seconds, -t) unlimited
max user processes (-u) 77824
virtual memory (kbytes, -v) unlimited
file locks (-x) unlimited
1.1. open files

XFFlinux 248, B Bea#R AU e SCHE 07 e, 96
REAE (AL, BUPR, FTERPL, Eoxgs, B0, JREO, USB, H#E, KN
7, W&, AR, BR, S5 WARIFEEIE, socket), PiAX
SRR, WM S ST A S



FirLL"open files" SCAF AL BRFIMREZL, BRIMEMRAAGET L F AT
HH ST I

$ cat /proc/sys/fs/file-nr

3200 0 197957
BN EXHaiRrE R EERXHaMmEEE XHaRRAEE

EE A HEN ST
lsof |wec -1
EBEEMHRRFTFRIXGHER
lsof -p pid |we -1

I B R A
# ulimit -n 65536
or
# ulimit -SHn 65536
or

# echo "65535" > /proc/sys/fs/file-max

KA

/etc/security/limits.conf
nobody soft nofile 40960
root soft nofile 40960
nobody hard nofile 40960
root hard nofile 40960
daemon soft nofile 40960
daemon hard nofile 40960

HABEN

* soft nofile 40960



* hard nofile 40960

B REFEE PR i threads-max
EE Y HE

# cat /proc/sys/kernel/threads-max
32624

WHE

A LR 7N Kk Linuxffthreads%y, T 3L I ) 5

sysctl -w kernel.threads-max=65536
echo 65536 > /proc/sys/kernel/threads-max

/N T

“miE/etc/sysctl.conf

iyl

kernel.threads-max = 65536
#sysctl -p G EAR

DI EBEMNMISE, WEHHELRE, LRREELEARES,
T RAT IR SS e o



2. khttpd

homepage: http://www.fenrus.demon.nl



3. php.ini
3.1. Resource Limits

Resource Limits

rrrrrrrrrrrrrrririririr
;: Resource Limits ;

rrrrrrrrrrrrrrrrrrg

max execution time = 30 ; Maximum execution time of each
script, in seconds
max input time = 60 ; Maximum amount of time each script may

spend parsing request data

;jmax_input nesting level = 64 ; Maximum input variable nesting
level

memory limit = 512M ; Maximum amount of memory a script
may consume (16MB)

3.2. File Uploads

rrrrrrrrrrrririririr
; File Uploads ;

rrrrrrrrrrrorrriria

; Whether to allow HTTP file uploads.
file uploads = On

; Temporary directory for HTTP uploaded files (will use system
default if not

; specified).

;jupload tmp dir =

; Maximum allowed size for uploaded files.
upload max filesize = 5M




3.3. Session Shared

%’ php.ini 7E [Session]{i; B ¥

extension=memcache.so
memcache.allow failover = 1
memcache.max failover_ attempts = 20
memcache.chunk size = 8192
memcache.default port = 11211

session.save handler = memcache
session.save path =
"udp://172.16.0.10:11211,tcp://172.16.0.11:11211"

3.4. PATHINFO

cgi.fix pathinfo=1




4. APC Cache (php-apc - APC (Alternative PHP
Cache) module for PHP 5)

$ apt-cache search php-apc
php-apc - APC (Alternative PHP Cache) module for PHP 5

$ sudo apt-get install php-apc

apc cache IR MG
http://pecl.php.net/package/APC

T &R AL B ape php i # webfr 55 &% L



5. Zend Optimizer

http://www.zend.com/

tar zxvf ZendOptimizer-3.2.8-linux-glibc21-i386.tar.gz
cd ZendOptimizer-3.2.8-1linux-glibc21-i386
./install

I FE 8.1. 223 Zend Optimizer

1. I 5

| Zend Optimizer 3.2.8
|

Welcome to the Zend Optimizer 3.2.8 Installation!

For more information regarding this procedure, please see
the
Zend Optimizer Installation Guide.



http://www.zend.com/

i < OK > #41
2. LICENSE

Page Down / Page Up [ 33

| Zend Optimizer 3.2.8
|

ZEND LICENSE AGREEMENT

Zend Optimizer

ZEND TECHNOLOGIES LTD. ("ZEND") SOFTWARE LICENSE
AGREEMENT ( "AGREEMENT")

IMPORTANT: READ THESE TERMS CAREFULLY BEFORE INSTALLING
THE SOFTWARE KNOWN

AS THE "ZEND OPTIMIZER," AS INSTALLED BY THIS
INSTALLATION PROCESS, IN |
| MACHINE-EXECUTABLE FORM ONLY, AND ANY RELATED
DOCUMENTATION (COLLECTIVELY, |

THE "SOFTWARE") BY INSTALLING, OR OTHERWISE USING THIS
SOFTWARE, YOU (THE
| "LICENSEE") ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, AND THAT YOU |
| AGREE TO BE BOUND BY ITS TERMS AND CONDITIONS. IF YOU DO
NOT AGREE TO ALL
OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, YOU ARE
NOT AN AUTHORIZED
| USER OF THE SOFTWARE AND IT IS YOUR RESPONSIBILITY TO
EXIT THIS |

INSTALLATION PROGRAM WITHOUT INSTALLING THE SOFTWARE, OR
TO DELETE THE
SOFTWARE FROM YOUR COMPUTER.

1. License. Subject to the terms and conditions of this
Agreement,




| including, without limitation, Section 2 hereof, Zend

hereby grants to |
| Licensee, during the Term (as defined below), a limited,

a non-exclusive
| license (the "License") to: (i) install and operate the

Software on a
| computer or a computer network owned or operated by

Licensee; (ii) make
copies of the Software; and (iii) sublicense and

distribute a limited,
| non-exclusive sublicense to install, use and sublicense

such copies of the |
| Software, provided that any sub-license granted hereunder

shall be subject
| to the limitations and restrictions set forth in this

Agreement. |

2. Restrictions. Except as otherwise expressly set forth

herein, Licensee
| or any of its sub-licensees shall not: (a) translate or

decompile, or |
create or attempt to create, by reverse engineering or

otherwise, the
| source code form from the object code supplied hereunder;

(b) modify, |
adapt, translate or create a derivative work from the

Software; (c) remove
any proprietary notices, labels, or marks on the

Software.

3. Termination. This Agreement and the License hereunder

shall be in
| effect from and after the date Licensee installs the

Software on a |

| computer in accordance with the terms and conditions
hereof and shall

| continue perpetually unless terminated in accordance with
this Section 3.
| This Agreement shall be automatically terminated upon any

breach by
Licensee of any term or condition of this Agreement. Such

period shall be




( 21%)—]

< EXIT >

Hish < EXIT > #41

3. 5% LICENSE?

Zend Optimizer 3.2.8

IMPORTANT :

BY SELECTING THE 'YES' OPTION BELOW, DOWNLOADING,

INSTALLING, OR
OTHERWISE USING THIS SOFTWARE, YOU ACKNOWLEDGE THAT YOU

HAVE READ THE |
| LICENSE AGREEMENT, AND THAT YOU AGREE TO BE BOUND BY ITS

TERMS AND
CONDITIONS.

IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF

SUCH AGREEMENT, |
YOU ARE NOT AN AUTHORIZED USER OF THE SOFTWARE AND IT IS

YOUR
| RESPONSIBILITY TO EXIT THIS DOWNLOADING/INSTALLATION

PROCESS WITHOUT |
| DOWNLOADING OR INSTALLING THE SOFTWARE BY SELECTING THE

'NO' OPTION BELOW,
AND TO DELETE THE SOFTWARE FROM YOUR COMPUTER.

Do you accept the terms of this license?




< Yes > < No

i < Yes > 44l

4. Zend Optimizer 2235 4%

| Zend Optimizer 3.2.8

Please specify the location for installing Zend
Optimizer:

/usr/local/Zend

< OK > <Cancel>




Bt < OK > ##4H
BN 2R /usr/local/Zend_3.2.8

5. php.ini ZZ4%pE1E

Zend Optimizer 3.2.8

Enter the location of your php.ini file

/usr/local/php/etc (

< OK > <Cancel>

%y \php.ini"Z2 24 B 12
M < OK > #7241

6. =154 B T Apache?

Zend Optimizer 3.2.8

Are you using Apache Web server?

< Yes > < No >

Fe ) IR lighttpd fAr L+ No
M < Yes > #2411



T HRRER

| Zend Optimizer 3.2.8

The following configuration changes have been made:

- The php.ini file has been relocated from
/usr/local/php/etc to /usr/local/Zend 3.2.8/etc |

- A symbolic link for the php.ini file has been created
in /usr/local/php/etc. |

- The original php.ini was backed up to

/usr/local/php/etc/php.ini-zend optimizer.bak

< OK >

| Zend Optimizer 3.2.8



The installation has completed successfully.
Zend Optimizer is now ready for use.

You must restart your Web server for the modifications to
take effect.

< OK >

M < OK > #2241



6. eaccelerator

tar jxvf eaccelerator-0.9.5.3.tar.bz2

cd eaccelerator-0.9.5.3/

/opt/php/bin/phpize

./configure --enable-eaccelerator=shared --with-php-
config=/opt/php/bin/php-config

make

make install
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%5 9 £ varnish - a state-of-the-art,
high-performance HTTP
accelerator

1. Varnish Install

http://varnish.projects.linpro.no/

1. install

$ sudo apt-get install varnish

2. letc/default/varnish

S sudo vim /etc/default/varnish
DAEMON OPTS="-a :80 \
-T localhost:6082 \
-f /etc/varnish/default.vcl \
-S
file,/var/lib/varnish/$INSTANCE/varnish storage.bin,1G"

3. /etc/varnish/default.vcl

S sudo vim /etc/varnish/default.vcl

backend default {




.host "127.0.0.1";
.port = "8080";

4. reload

$ sudo /etc/init.d/varnish force-reload
* Stopping HTTP accelerator

OK ]
* Starting HTTP accelerator




2. varnish utility

2.1. status

S varnishstat
or
$ varnishstat -n /var/lib/varnish/atom-netkiller/

HTTP Head

$ curl -I http://bg7nyt.mooo.com/
HTTP/1.1 404 Not Found
X-Powered-By: PHP/5.2.6-3ubuntu4.?2
Content-type: text/html

Server: lighttpd/1.4.19
Content-Length: 539

Date: Wed, 23 Sep 2009 00:05:11 GMT
X-Varnish: 938430316

Age: 0

Via: 1.1 varnish

Connection: keep-alive

test gzip,defalte

$ curl -H Accept-Encoding:gzip,defalte -I
http://bg7nyt.mooo.com/

HTTP/1.1 200 OK

X-Powered-By: PHP/5.2.6-3ubuntu4.?2
Content-Encoding: gzip

Vary: Accept-Encoding

Content-type: text/html

Server: lighttpd/1.4.19

Date: Wed, 23 Sep 2009 00:08:51 GMT
X-Varnish: 938430335

Age: 0

Via: 1.1 varnish




Connection: keep-alive

2.2. varnishadm

help messages

$ varnishadm -T 127.0.0.1:6082 help

help [command ]

ping [timestamp]

status

start

stop

stats

vcl.load <configname> <filename>
vcl.inline <configname> <quoted VCLstring>
vcl.use <configname>

vcl.discard <configname>

vcel.list

vcl.show <configname>

param.show [-1] [<param>]

param.set <param> <value>

quit

purge.url <regexp>

purge.hash <regexp>

purge <field> <operator> <arg> [&& <field> <oper> <arg>]...
purge.list

BT
18 1) Varnish & # g 1, fd B IEN# Rt s
THET A 21

PREETT

/usr/local/varnish/bin/varnishadm -T 127.0.0.1:6082 url.purge



*$

http://bg7nyt.mooo.com/zh-cn/technology/news.html & [%2/zh-cn/
FIT 4%

/usr/local/varnish/bin/varnishadm -T 127.0.0.1:6082 url.purge
/zh-cn/

/usr/local/varnish/bin/varnishadm -T 127.0.0.1:3500 url.purge
wW* S

2.3. varnishtop

varnishtop -i rxurl
varnishtop -i txurl

varnishtop -i RxHeader -I Accept-Encoding

2.4. varnishhist

2.5. varnishsizes



3. log file

log file

$ sudo vim /etc/default/varnishlog

VARNISHLOG ENABLED=1

$ sudo /etc/init.d/varnishlog start

* Starting HTTP accelerator log deamon [ OK ]

S sudo vim /etc/default/varnishncsa
VARNISHNCSA ENABLED=1
$ sudo /etc/init.d/varnishncsa start
* Starting HTTP accelerator log deamon [ OK ]




4. Varnish Configuration Language - VCL

Varnish it & SV CL A B BRI 45 AR

P LAY 1R

vcl recv

BiaKEDAERINERFH DI EIRAR, —RUNA TN RBEFER,

error code [reason] JR[ElcodefE iR, HIFIEIZIEK

pass #HApassi&ED,, EEHIINZEvecl pass

pipe #HApipetEz, BIZTHIINRLEvel pipe

lookup EEEFEEWMIEKINIR, RIBEEHEREITHIINZAvel hitd]

vcl miss

vcl pipe

HApipetRIINKIAA ., BRFEEIZE L X EIbackend, FinHlEFinZ BAE4AENIE
ABHTANE, REEREGRE, HBE—AXPEERE. —RUAA T TXEBFER.
error code [reason]

pipe

vcl pass

it A\passtRINBIWIEMA . 15KKIEDEIR, FEiRNSBIEREGE iR, BFAHAE
7. A—EENEMEREZSLE, —MUNTLDXBEFER.

error code [reason]

pass

vcl hash

BRIAMER

vcel hit

£ LookuplA/Gall REcache PHENERMABTEFA ., —ARUNA TP XBEFLE
error code [reason]

pass

deliver MIHEIMABT L ELE iR, EBEHIINRLEvel deliver.

vcl miss

Llookup/FEISBHAEZFASIIAMR, AIMATHEERENGIRRFZEMAS,




—ARALATR LN R BFE R,
error code [reason]
pass

fetch MEIREVSIERIIAR, EEHINRLGAvcl fetch.

vcl fetch

MEIRESANBRIER. —RRUN T XBFER.
error code [reason]

pass

insert BEEINANBENER, ARRELAEFiR, EIEHIINR%Bvel deliver

vcl deliver

EFRNBRHDAEFIHINERE. —MRUN TN RXBFER.
error code [reason]

deliver NBKRIZLEFin

vcl timeout

EEFRBREIER. —RUUA T XBEFSE
fetch MBEIRESIZAS

discard EFIZABE

vcl discard
AT EHHEZEANEMERTEFASHIAR, —RUUATITRBFER.
discard EFH

keep YHEFRBEEEFE
MRXERNBEFIERBREN, MRITHRENE

R ENTE
how LRIETIE], FREMIER (19707 ) BRI

backend.host FiHAIIPELFH
backend.port [FimAIARSS A im

RPN SR GRS =)

client.ip EFIRIP

server.ip ARZFBIHIP

req.request 1HKEE, LEUIGETEEHEADD,EPOST
req.url I5XKHEJURL

req.proto EXAJHTTPRRAS




req.backend 1FXKXNGiH
req.http.header XNAYHTTPL

T IEERINEKRINARNEE
bereq.request LLAIGETE{HEAD
bereq.url URL

bereq.proto FMYARZA
bereqg.http.header HTTPk

McacheS FIRENEIABEERNEE

obj.proto HTTPIMYARZAS

obj.status HTTPIASH A

obj.response HTTPIRSIERE

obj.valid & 7533([3’ZIHTTPJ_‘_K

obj.cacheable @& FIMEFHNANE, WHMEIRNRITTPIREIE200, 203,
300, 301, 302, 404, 410FBEHIFoMLEE, NARIERE

obj.ttl AFHE, #

obj.lastuse E—RIEKEIMEE]EFE

NI = P im N BN AR EE

resp.proto responselJHTTPhRZA
resp.status [B4AEFIRAVHTTPIRSHES
resp.response [EI4EEFIRAVHTTRPIASER
resp.http.header HTTPk

4.1. unset / set

sub vcl deliver ({
##### Remove some headers
unset resp.http.Server;
unset resp.http.X-Powered-By;
unset resp.http.X-Varnish;
unset resp.http.Via;

HH#
if (obj.hits > 0){
set resp.http.X-Cache = "cdn cache server
v2.0";
}else{
set resp.http.X-Cache = "MISS ";
}

return (deliver);







5. example

5] 9.1. default.vcl

neo@netkiller:/etc/varnish$ cat default.vcl

# This is a basic VCL configuration file for varnish. See the
vel(7)

# man page for details on VCL syntax and semantics.

#
# Default backend definition. Set this to point to your
content

# server.

#

backend default {
.host = "127.0.0.1";
.port = "8080";

}

#

# Below is a commented-out copy of the default VCL logic. If
you
# redefine any of these subroutines, the built-in logic will be
# appended to your code.
#
sub vcl _recv {
if (reqg.http.x-forwarded-for) {
set req.http.X-Forwarded-For =
req.http.X-Forwarded-For ", " client.ip;
} else {
set req.http.X-Forwarded-For

client.ip;

}

if (reqg.request != "GET" &&
req.request != "HEAD" &&
req.request != "PUT" &&

reqg.request != "TRACE" &&

req.request != "OPTIONS" &&

reqg.request != "DELETE") {
/* Non-RFC2616 or CONNECT which is weird. */
return (pipe);

!

!
req.request != "POST" &&

!

!

|

}
if (reqg.request != "GET" && reqg.request != "HEAD") {




/* We only deal with GET and HEAD by default */
return (pass);

}
if (req.http.Authorization || req.http.Cookie) {
/* Not cacheable by default */
/* return (pass);*/
return (lookup);
}

return (lookup);

sub vcl pipe {
# Note that only the first request to the backend will have
# X-Forwarded-For set. If you use X-Forwarded-For and want
to
# have it set for all requests, make sure to have:
# set reqg.http.connection = "close";
# here. It is not set by default as it might break some
broken web
# applications, like IIS with NTLM authentication.
return (pipe);

}

sub vcl pass {
return (pass);

}

sub vcl hash {
set reqg.hash += req.url;
if (reqg.http.host) {
set reg.hash += req.http.host;
} else {
set reqg.hash += server.ip;

}

return (hash);

sub vcl hit {
if (!obj.cacheable) {
return (pass);

}

return (deliver);

}

sub vcl miss {




}

}

FHEHFHRFFTFFHFRHRERRFFFHFHRFRRHFRHFFFHFHRRY

return (fetch);

sub vcl fetch {

if (!beresp.cacheable) {
return (pass);

}

if (beresp.http.Set-Cookie) {
return (pass);
return (deliver);

}

return (deliver);

sub vcl deliver ({

return (deliver);

sub vcl error {
set obj.http.Content-Type = "text/html; charset=utf-8";
synthetic {"
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-strict.dtd">
<html>
<head>
<title>"} obj.status " " obj.response {"</title>
</head>
<body>
<hl>Error "} obj.status "
<p>"} obj.response {"</p>
<h3>Guru Meditation:</h3>
<p>XID: "} req.xid {"</p>
<hr>
<p>Varnish cache server</p>
</body>
</html>
"}i

obj.response {"</hl>

return (deliver);

}




%6 10 2 Apache Traffic Server

1. Install

yum install gcc gcc-c++ make autoconf -y
yum -y install tcl lzma tcl-devel expat expat-devel pcre-devel
perl perl-devel

cd /usr/local/src/

wget
http://mirror.bjtu.edu.cn/apache//trafficserver/trafficserver-
3.0.1.tar.bz2

tar -xvjf trafficserver-3.0.1l.tar.bz2

cd trafficserver-3.0.1
./configure --prefix=/srv/trafficserver-3.0.1 && make && make
install




2. Configure

(EBU=
vi records.config
CONFIG proxy.config.proxy name STRING cachel
### (L cachefserver nameB[J7]
CONFIG proxy.config.cluster.ethernet interface STRING ethO
## B BEEMITAinterface® R, EIAR null
CONFIG proxy.config.admin.user id STRING nobody
### FNIBIT traffic server WA, EiAEnobody
CONFIG proxy.config.http.server port INT 80
### traffic server NIIFEOIRC, ZAIAES8080

vi cache.config
dest domain=www.example.com scheme=http revalidate=2h

vi remap.conf
map http://www.example.com http://10.0.0.51 #BI— 1" =2BF1A
[agitetl, E—1TRRiLSRNIP, EER

FoE T ENAEN

/srv/ts/bin/traffic_line -x
=E0ARSS

/srv/ts/bin/trafficserver start

./traffic_shell
show

show:cache
show:cache-stats
show:proxy-stats

./logstats -i www.example.com

IR RSB 23downts, BRIASAERcoreX 4, TE/ts
(EdzE!

ts/bin/traffic_server -c core.1234







45 11 = Cherokee

1. Installing Cherokee

apt-get install cherokee

Cherokee can be configured through a web-based control panel which
we can start as follows:

cherokee-admin -b

cherokee script

/etc/init.d/cherokee restart




5% 12 £ Jetty

J




45 13 = Other Web Server

1. Python SimpleHTTPServer

python -m SimpleHTTPServer &

curl http://localhost:8000/




55 14 = web IR 5525 HE4

http://news.netcraft.com/

1. HTTPIR 58S

http://zh.wikipedia.org/wiki/HTTP%ET7%8A%B6%E6%80%81%ET7%A0%
81



http://zh.wikipedia.org/wiki/HTTP%E7%8A%B6%E6%80%81%E7%A0%81

%5 15 & HTTP2

1. Chrome

K& B AR BRI a5 2 75 <2 f5 HTTP2 chrome://net-internals/#http2

HTTP/2 Enabled: true

FRIEH


chrome://net-internals/#http2
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